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HERRA)E

AICELINTEM bash(1) shell d &I FHIEEAFREHREE.

# command-in-root-account
$ command-in-user-account

XL shell 128X T FHERRIK A, A7 REM , FEARFHE shell IR RFHRNRELZEHEE AN PS1="\$""
FMPs2=" ', XGXFRLENARGHTERK shell IRRFFRETRESARE.

BRI SR BB RIZI THEINEE S MR LANG=en_US . UTF8" F i) B ARERIE a4/~ & command-1in-root-accoul
#1 command-1in-user-account XHHE UTEHENE., XAMENT RIFNEEERGIELE RN,

RRET
=

2 DL7E bash(1) FXTHIEAE SPS1"F“SPS2"HIfiR#%

BRAGETE RPUTHVIRAE | ZABATERMRE |, 207E shell PG SFRE]G , B Enter 2.7

ELA RIS BERME— AN ZADE , FELRRAE B | RU0E2 BRISHTER D F'the”, &
AT RS — A REREEELREE , BN aH SHANE FARE 0, AT ERRE
Eﬂi,ﬁi%%ﬁ%ﬁﬁmﬁ%%Tﬁiﬁ%ﬁ%@ﬂ%mﬁﬁoﬁ%ﬁﬁﬁ%&ﬁﬁ%ﬁﬁ%ﬁi#%é%ﬁé
FHABHHR.

=z
=

T LB LTRGBS LRTAL | BRI TRANSRAE,

EAEE 5| ANt 4 FRTENE | SHER R TEIN FARHITIRE , MR aptitude safe-upgrade”,
TESCARER % 5| ARk B BCE SUFAISCA SR RS | SHERC SR TEDN IR THRE |, #MiR"deb-src”.

S METHRENEFESHNFRRETE (F1E) , EITFILFERIFTINC | 7k bash(l). FRATEMEXFERIT
AATHLKRBEE.

$ man 1 bash

gg;}ojge ST FIFREHEFESH B/R manpage WETS , 2 sources.list(5), EIARIBIHENT 654 KIREX

$ man 5 sources.list

info page TWE2MX 3| 52 [AIHFTFHFAEIRE , 20 info make, EIFEITEAUT RS FFKEFEIMEL.

$ info make

i#ﬁ#%gf&ﬁl%TEE%E]‘]TTEWL?—MSﬁﬁﬁiE , ®ifg"/etc/passwd”. XFFHRCEIME , FRATAUA T FIRI6 4 K3K
BNEMEE.

$ sensible-pager "/etc/passwd"

B R 2B G| SRR RAFTEMFABITINE , #ig"/etc/apt/”, KA TIIH6 S KN EE RHRNE.
$ mc "/etc/apt/"

AL BEFTEMLFARFITANG | #itg vim, #RITRESA T YRGS RRIEREER.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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— A ATREE T SRR E M E | OB KX SHERRMFTENMI ARSI THRT , #R"/usr/share/doc/bas
F1"/usr/share/doc/base-passwd/users-and-groups.html” , BiiEdE M URL , #if% hitps://www.debian.org,
PRAT BT 3 N T 51 dn 4 SR NSO,

$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz" | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html"
$ sensible-browser "https://www.debian.org"

;’Fﬁ@%ﬂ%m?)@l%%E%E‘JTTEDHL?MSEHWE , FEHETS B4R, MG STERM, {RAT UG\ T3 & RARENE N
Hi{E.

$ echo "$TERM"

popcon jit{T/E

popcon ¥HE#H FAkREZEN 2SN EKIRITE. BRI TEEESA 2026-07-30 15:19:40 UTC , &7 #A1d 219540 4
ZRHEEREEN 26 PMEMKEED 277019 HHREL.

AE
%E% amd64 A58 (unstable) RREEHEEF R BEUFT 77719 3KEE. popcon HIBEBEEHFZ IHRSE T
.

DAV FF3RZR7R votes ] popcon #{EITH 777041000 *  (HHE{TAE PC _ERA popeon $83%) /(& popcon
1232) "
ul"ﬁ%ge,ﬁ“?c%@y’m popcon ¥{EITE A A1000 * (LFTRIEFE PC LRI popcon 1873F) /(A4 popcon
##32) "

EE

TRATIEVELL popcon BB A ST B EE ML EE, BFZRARTTUARIHSITEIE. 430 , 2 5RITEF
btm%ﬁ%%éﬁﬂﬁﬁg % /usr/bin’MBF , HH NN {EFE noatime EH IR F RS MRE , SN ARG BHHNE
RT3 (vote) "ThEE.

L/SERYNIN

AN K/NIBERIFERIAT SN ENEE, ©E T apt-cache show’s{“aptitude show'd54 (BBITE
amd64 ZEMPRIARTEEIR) REH RN 7 IRERK/NRGLE KB (Kibibyte= 3278 1024 Bytes HI5# i),

TE
BARNE—NINBERBAIBEER T ENMEREE RO BE—TENE , EBAXTREXANERNS , 2%
RHANE, EUEERETFEdESaE—1 8.

=z
=

BARNFERE" () KAX MR BEREERAT ZHRRNVEER T KBRMERRAF R GB R/ NRER.

B IR E Bug

WNRIREINAASF 1A [E)A , E{FH reportbug(l) [a) debian-reference RH4HAIRE bug, STAESTARRATIRMA
BRIBEHEX , EEAdiff -u” BE7E bug ISR,
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—LERTHE A E IehE

XERLE XA AN —LREER

« BHOMRRBIE
- 208 10.2 71,
« XERFHRPOELNEZLER
* KISS (fRIFHAMEMN)
- REERGFIERIT (overengineering)
« FRERA B
- B—HERAMEEA BRREEM
« RTFM (FEFH51ES)
« TER)AEAT , SEEE KM _ R
« UARBWIME(ER root EHR , MAZ{ER root
- NESEITEREAEERS
« RNENEARNERA 6 S
c (ETLMKEETRLRMZ A NEEEBSBEHFR
o EMRAS RTINS B Z BTARZE XA root shell
< BERRE—NEBEARMESEN (UE. CD-ROM, )

— LRI FE WSS

M Debian H4313RFM—LEH |53, WAE T AR BHTEAE G,

o ‘X Unix, EAMREBREZREBIIRET. - Miquel van Smoorenburg <miquels at cistron.nl>
* “Unix £ P&IFH - B{UUERE R A&, *--- Tollef Fog Heen <tollef at add.no>

HEABLE"Unix ¥ I T —LHBRIES.
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Chapter 1

GNU/Linux ZF&

BARFI—DNHENARSE , SIGFI—THRSNE. RABENHEETYN , ERGABCHS. AT HEIR
Fraed , REMRA SR AE R,

Debian GNU/Linux FE3EKHIRITRE Unix IERL , — 1N Z AP SESHIRIERS. (RVINFEFFXLL4FERL
& Unix F1 GNU/Linux FIAE{HE .

HUELEER Unix BI3CRY , AERZ KT GNU/Linux XA |, XHMARITIRT i8S B RIER.

EE
NRARIEAE(TE Unix RGP ERAT —BNERGSITIR | (RUREEAEE T XHXHFTRANE . IHEIEE S
— SRR AN E P,

1.1 = e &

1.1.1 shell 12”5
BIMAZKZE , NRFIEERE GUI (620 GNOME 8(# KDE) , BBAKRAERFHXFEA. BRFRHEN LR
foo , PABFIRRFTHE I TR,

WRRETILT — GUI IR |, AR AMRNIAREB A Curl-Alt-F3 St AR T FRHEFIRRT , FRHRREET Ctrl-Alt-F2
[IF) GUI TR (BEZHEESFETXE 1.1.6 1),

foo login:

FEEFRARET , RMARKA % , B0 penguin , A/EIREZEGR | & FRBARNEBIBIRIREZFE.

TE
EAE Unix 125t , Debian A5t FHA A MERE X/NEBRBK. RRL2E@FE/NETRAR. F—1THAKSE
BERRMEEITENE. FHMIMFIKSH root F A adduser(8) 41,

REARTFLE/etc/motd” FRIWIM(EE (Message Of The Day) KkFF4a , RN BR— 1SR T.
Debian GNU/Linux 12 foo tty3

foo login: penguin
Password:
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https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
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Linux foo 6.5.0-0.deb12.4-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.5.10-1~bpol2+1 (2023-11-23)
X86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Dec 20 09:39:00 JST 2023 on tty3
foo:~$

IAE , #RFFE shell T, shell AT {REAE 4.

1.1.2 GUI T shell 127R%F

RARIEZH Debian T FEF , IR T —4 GUI MR, BAREESHASERERRPERE@. MAKRNA,S
;&%ﬂﬂ&%i@]%ﬁﬂﬁﬁm&%o £/ Tab 5 (BMA%EE) ATAFER RE&MERD Y W30 , WAl MERRAIAERRER

£ GUI (BIRARE) R TS shell I2RTF |, RVIBEI— x LIptEINZSFERF |, 6120 gnome-terminal(1),
rxvt(1) 3 xterm(1). £ GNOME EIMET , #RATRAIRBLREE (Windows 8) , TEH RITREH N terminal” kT

K,

EHE—SSEAL (3 fluxbox) Tl , AIREXEHEBKIFBERAND. MREXMER , X TATRAFEFF
BREAHRRA,

1.1.3 root Ik~
root MK P FRVER LR PSEMUE . XK, |, REEBEIT FERNASEEES.

1%, EAMBERARS LRI RBTEAIRSAHRER
« WEARS HEAAHTA ZE TR

o WEARG R A&

© A PERRE MK,

FeBRANF I root k=, ESRAFHEMATTENEA.

.9

TAREFHABAILE root 2.

EE

— X (BIERARE , 20 CD-ROM 55, IXLE%} Debian REERRER R — M) HARATBES S EEE root
RPTUEERBERE. BRTEXFMERT , £/ root Ik B —MREMTFIE | [BIEMKRRRFITEN X R X M
BPRMAFANR R TEERRE (0% 123 ).



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://manpages.debian.org/unstable/gnome-terminal(1)
https://manpages.debian.org/unstable/rxvt(1)
https://manpages.debian.org/unstable/xterm(1)
https://zh.wikipedia.org/wiki/Superuser
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1.1.4 root shell 32/~R%F
XEH—EARMFIATRULRIER A root ZRL/5%K1S root # shell 127~ 7T,

s EFHFREMERIRRT , BA root (EARFRER,
« EEEA M shell IRRFF FHAsu -1

- BARLRF LA FHRFFERE.
« TEEEM /I shell 1 RFF TN su”

- XARTFLIAFN—ERTRE.

1.1.5 GUI RZEIETA

MR EEXRREEFERELYNREs) GUI (KA FARE) RENGWEETLR , RO AERipiEIUzs (Hla0
gnome-terminal(1). rxvt(1) 8% xterm(1)) = root [§] shell I2RF FEFNE. 2NE 1.1.4 FE 79 1.

zis
AEREAERREDE (10 gdm3(L) FLTAF THIA root SR root 1223 GUI BIRAVERIRE.
KR BAERREBEER X Window TIafr ABEEMILR GUI FEF , A TLAKIIR X JFA.

1.1.6 EEHAE

EEIAM Debian R , & 6 MY VT100 F&5H]4 |, ATAEHETE Linux 41230 shell, FRIEMRLT
GUIRIET , BUHRATAERHR A Alt 88F F1—F6 Z —[ERIEEFIMSH SR, S—NFRHH 4 HAirh
MBS PR Z B PIR. XA AR R S RH Unix S | (RS L.

WMRARATF GUI IR |, FREJRUBIE Ctr1-Alt-F3 SERTEFAEHIA 3, WMERMIRTA Ctrl 4. Z Alt
B0 F3 B, ROJLURT Alt-F2 [@3) GUI 3R | BE—ROE1TEEIUEHE 2.

R AE R SATVIE B — N EMTHIE |, SlanYHRElESIE 3,

# chvt 3

1.1.7 JEFIRHMSITIRRT

EHSITHA Ctr1-D, BIERHR T AM -Ctr L-5850 d-52 , BIA <M shell 7&3), MRREL TFTFRFEHE |, 47
LIREEPEFIRRTT. REXLEHF R control D" AT KEFH |, (RHAARNFTEIR(E Shift-42, Ctr1-D A ARE
K AD, ZE , AT PUR N ‘exit B 41T,

WRMRGLT x LIRS (1) 7 , FRATRME AR x RintEUas @A .

1.1.8 EFRMAARL

MBAEMEMKIAIRIERG —#F , Debian LI NFHREFRIRITIHRELUR SRE , AtERIRR L2
WRMBTFEEEYMRIIERE , BB NETOBIREHE AR R R AR T BN, RGBTSR
MAFNE P REHNKRARGRIR., (B, FABEFRERNG IR JFIRABIREE L. )

EEBELAPEAEAT , TMERGSITXRIAARL.



https://manpages.debian.org/unstable/gnome-terminal(1)
https://manpages.debian.org/unstable/rxvt(1)
https://manpages.debian.org/unstable/xterm(1)
https://manpages.debian.org/unstable/gdm3(1)
https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/缓存
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# shutdown -h now

ERRAPRAT , JMERGSITRAIRLE.

# poweroff -i -f

SN% 6.3.8 77,

1.1.9 WmE—IMEFERIEHE

LT —LBENE (flilcat —HFIXM) 5, FHRRAME , RAUERSITHA reset”, {RAJRETIAER® L
BRI ARG S . REATRUR A c lear KI5 .

1.1.10 BIHFRIRNIIMRGE

REETHHTEMEIMER Debian RE iR/ NRIEAMR AL T EAK Unix THEE , (BXIFHIFMS |, £ apt-get(8) T3 —
LR T F RGN ST curses BEE (120 me 1 vim) KIBR— M AEREE.

# apt-get update

# apt-get install mc vim sudo aptitude

WRHFELREKT XLERME , BARKBHNREBHTE.

EXGRE TE X/ ] B

mc V40, 11181 | 1590 | XARBRNE XA EE R

sudo V:754,1:866 | 6774 | BHEEA AR TR root BEREIFEFF

vin VL s | 4ues | UNCRINEE VIFEIK  ~MEFRRIARAE (57
vim-tiny V:57,1:979 | 1867 ﬁljin)ix A YwtEea Vi BBGHR , —MEF AR A IwiEes (R
emacs-nox V:3, 1112 46564 | GNU IE /) Emacs , T Lisp T R XA Jrigqs

w3m V:10, 1:135 2853 AT T A X 5 25

gpm V:8.3,1:19.0 | 524 Unix NA&RIAZEH A EGRMIELTE (T dE)

Table 1.1: H#HXAEXFEFBIER

AT A RS R — L H AR E B,

RHE TE X/ | UiBEH
doc-debian [:883 185 Debian THE X4 , (Debian & Wjaj@l) FEE X
debian-policy 7.3 5147 | Debian RB&FHFFIAE IS

developers-referghd®2, 1:2.3 | 2647 | Debian FFAHBIESHEFEE

debmake-doc 1:0.35 11803 | Debian & Ft
debian-history | 1:0.55 6251 | Debian B 5%
debian-faq 1:882 791 Debian & I,[a]@t

Table 1.2: BHHEIEEXIYTR

PRETRAR T 65 & ROX LB,



https://manpages.debian.org/unstable/apt-get(8)
http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
https://tracker.debian.org/pkg/sudo
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
https://tracker.debian.org/pkg/vim-tiny
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
https://tracker.debian.org/pkg/emacs-nox
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
https://tracker.debian.org/pkg/doc-debian
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
https://tracker.debian.org/pkg/debian-policy
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
https://tracker.debian.org/pkg/developers-reference
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
https://tracker.debian.org/pkg/debmake-doc
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
https://tracker.debian.org/pkg/debian-history
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
https://tracker.debian.org/pkg/debian-faq
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# apt-get install package_name

1.1.11 FSNA KRS

WMRAFEAERREC KER FAIK PRI T TERSGSIRE |, RITUMER TRNANSR—NMEIR K, , Pk,
YE—IAPEA fish KIKS.

# adduser fish

Bl BTA R,
XRAE— 2N Fish RFIKS. ERGSITREE , R MER TR G S BRI AAKSHMERRFREER.

# deluser --remove-home fish

#£3F Debian F455f) Debian A%t , FEESNFTREMIKZM useradd(8) #1 userdel(8) TRAMRHE.

1.1.12 sudo it &

STFHRBIK AR AT E |, AT EEICARM LS Debian A% , B R 8MACE sudo(8) kfE MIEHFHUH
P (B0 penguin) RE® A AEREMIE root BRRLRAEIKISETE BATR .

# echo "penguin ALL=(ALL) ALL" >> /etc/sudoers

H5h , ATMER TS a SEARAFAUR, (BI2NA - penguin) TREEHMATEE AR,

# echo "penguin ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers

XTI ASHREIR B R TR AR NE— A A .

o
=R

E2 AP TSR R BRI ER LK , BAEASEIES PENRAR LM,

Ny

® FELRBIFF , B/ penguin MERBEIKSEAM root IS EIBRIFES HIRIF.
EXFMET , B QARSI FAPLEA A TR T RGBS A KEARZILRO AT TEERE
BRI VSRR TEIR (BRI FABAIAUR) , BRIEMATIRG T RAHEXAEHIAEN .

TE

AT S ZERAGR &M SAHRETIEAR | REO%% R E AR R RI(E) , TAZI®IE sudo(8) kfE A root AX
MR.

& MR HABURRECE |, sudo(8) ATLURF— I ZE AL LAE A B RIEERRM AL E root AL, X
AR A SN EERAMENATREER , RUUT REIZEMT A, H—AH , RUREREEMATXHN
R



https://manpages.debian.org/unstable/useradd(8)
https://manpages.debian.org/unstable/userdel(8)
https://manpages.debian.org/unstable/sudo(8)
https://manpages.debian.org/unstable/sudo(8)
https://manpages.debian.org/unstable/sudo(8)
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1.1.13 zhFHF[H]

WARCEHEEIFFE Debian R EFTT , REMRERIFBRA K SHASE XK.

XZRA Debian A% (BMERRIAREK) SWEELRSAAREDIEARFAUR A RSCE IR, 448 , ATREN
KE-LIRATURA , B 0XEEBIARRXFREZX—T , MEZEFDE Debian T2,

FAMEATENAT | i€ Debian REEME—3E Unix REKFS.

« % 1.2 T (EAE)
< % 13 T &EFEAR)
« % 14 EEAR)
« % 1.5 77 (shell Hl)
« % 1.6 T (XALHEFR)

1.2 £ Unix STHERS

1£ GNU/Linux FIEABSE Unix IERGET , THAAREIBRF . SRS B HIRAEL /7 AR E KRR E,
HERZRAMRREL XHRS , EREEMNG K , BECRBAET RN,

XL HME R AU BAS MXET. mount(8) BTIEEMEE EIRFINAHRGHERIERKCHR L, R
A, umount(8) IEEBXNE. FERIEH Linux PIAZE , mount(8) 5 F L5 %8 AT IB ST I — B 2 48 E E H oMK
W7, BREAVLIEXHRGHEBALZN. RN, NE&E. BARTHEN. NS RLSHF LS AT A

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/$kE|,

Unix g EMfigE %, FEHMARSE EMMScEk. BRSEE , 7£EM Unix RS L, IARIKSRMBEE | fin
AV, BRAB-AXMHRS  FEAEAREEEEEN. XA T Windows kit — 1 ERKMA.

1.2.1 Unix 3CHEERE

THEE—L Unix SCHEERL,

« XMHERXSKRNER, HHEDR , "MYFILE" M"MyFile” R RRIMSI M.
« REFEREHRGHMR , FRAKTRA”, FEIEEIR root BFKZRER/root"RIET .

s FNERBE—NEF , EVUBSEEFEERT IUSMITS. MERENMTE. EREFE (FRERL
WREF) , FEAETERESGSA.

« FONARERERIEE D LREXMHS  BIXMHE , BEEE , RIRFAH AT B RNMERAAN B R,
X=AAREZE XM,

s IENLREXHE /" BXRTiE , HFEAESMERBIXHEBZBE N F—N/" BRIVEESR , HibK /"
BTHIRIRENFER. BEEEIERRHAD , BDSKFRCHHE R, XEET A4S AERK, ATEXA2REH
ZYEABIF “/usr/share/keytables/us.map.gz’, AT, ATHIBEREL ‘us.map . gz" BIREATH 4.

« RERBRZ NI, Flan /etc/’ M /usr/’, FLEFEAFRXAEELZHWFER, fliN /etc/systemd/
“/usr/local/”, BRI EFRY, RATRIE—MEEXI AL AR M/ EARREZIEAN DS (— 3 1
HRM—FBE. FRUITEATREERA , MFRER— BB ER RN RE MK —DE , XA EIY
REF (/) AFEFERXER , FE-FEREERT — X BNEE. WEMMRENEAMNTTE |
ARMRER. REZECHFEER". . /ERARER, XMAENERTHASAE RNLEH , 05 EEIREM.

« TR E, BIRE—MEEMNE RKEL R NAAMTS. XART RT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, DARHERH) Windows , XERGHFE— DA T —MRELTF , btbanc:\", (REM, %12
#BMREFES BT YIEREEAER WX GRGK—HD. %% 1.22 15,)



https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://manpages.debian.org/unstable/mount(8)
https://manpages.debian.org/unstable/umount(8)
https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
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EE
BRFAIUE R EREENTERENS, BREXFEL FXHME—IREE. BIFlRER—LEs
SITERMEARHRENNTH, Loz, IR, RITHF MHERFRFTF {3 () [ 1" "N/ >< |

;oL #HA Y % @ S MRIEA—MXAERIFMG A, LBIFHIEEEF RN, EFHM FRIZL. REATUE
;E%;Zmﬁff-kg, XM KIeigan &%, PhanX ¥ LikeThis”. £ ERFM Linux A& #Em TEXGE DA E

XA root AT AERRFR H4RA S root” X 4RE 3R"(froot) . RARYE L T R E KA.

REECS
e

F77] path NMUFRBELREXHEL, DARERRGSRANRKE. BF REARNEREFTRIET LT3R

F TR R BN SR IE X R G B ARYE ("/usr /share/doc/debian-policy/fhs/fhs-2.3.txt.gz"
M hier (7). SREOZACIERL T H— ARV TS S BTR.

Hx HxH&

/ REX

/etc/ ABSoERECE XX
/var/log/ ARG HEXH

/home/ AN AFREFER

Table 1.3: EEHRHARIIFER

1.2.2 NHERGURNGENT

RIR UNIX RZE){ES5E , Debian GNU / Linux (S RS R FEMIRMURF MR &8 R s izt & L, SR
WERMZE , wEH TR S ALREEUS—WARZIAE/ dev /" TH.

XM, BR. HAEE (—MINMEFERLZHIENTIA) 8 Debian GNU/Linux A58 LRI R & A — M
ARSI TR (inode) MIMURLEM , AT HAXEN , SIABAEKRA, (IE8F)  ERTHRA , RIE— XN
|, 5%, LA ROBRREMRGETRADEZRIRT Unix , T Linux RAZUE XA BREEITTY R, 3
£, EEF R RN EIEEETRATEN(E BAR AT MESCH RS TRE.

XA SR SARM P ER AR S — AR B IEF IBAN , FAX AFEN ARG SN L T2 N ERR &R TR
FEIRIE, EZEARUET M SRR S TR A M B AN BERR A NZE T/

N
MR EFZRAN SR MYBESAR 2 BIKXT N X R |, EEAARNTESHOEIT mount(8),

1.2.3 XHARSHR
28 Unix RS RSARBUE NA =222 ik B .

« PEXANXHERFAS (u)
o XNHEFBRAREAAF (9)



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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« FIAERKAS (o) , FHFHAHE M HEN
XA, FAXT AR R T I,

« W% (r) BIRAFBEEREXHFHRNE.
« A5 (w) BURAFTEEBERHRNE.
« APAT (x) BERAVFITE B U H— 6 s1T,

XHFEFRG , SAXTRAR R FIIEE.

« W% (r) BRAFTEESIE BRNKNE.
« AIE (w) BURAFHTHEBERMSMIGRE R ERA M.
« ATHAT (x) BERAFETEZEVIRIERERH.

EXE , —NBERNATPITARERENMUAPZE RERM , EAVFRRMEIINEN | Bl NE 3T,
Is(1) BT RXHEMERNAIREE (B%). DEfTHHER - UVER , ERRAERFERTINEE.

« XHEE (B-ATH

o XHAVIRIRIR (9 NFHRF , ZAFREAR—ARBA,. A, HAKIRFRR)

o BERBICAAOREREIRER

s XA ERRFA

« XANHFTRIAS

« UAFH (FW) AR

« CAFRBAMESE (mtime)

« XHNET

T Wi
HIBX
S
Rk
FRARET R
REETR
% EIE

EET

0N|IT|ITIO|— Q!

Table 1.4: “1s - Uit B —NFRHIEER

chown(1) AT root Ik FEMXHHIFTEE. chorp(l) AT XHMIETEEEK root Ik FERSCHHFTBIIZE. chmod(1) A
FICHIFTE B S root K FIEBUSCHFISCARIARIABR. #E—1 foo XHREAREEZNT.
# chown newowner foo

# chgrp newgroup foo
# chmod [ugoa][+-=][rwxXst][,...] foo

Fign , RAT IR T EE—ABXWE A /- foo i , FHLZ444H bar,

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .



https://manpages.debian.org/unstable/ls(1)
https://manpages.debian.org/unstable/chown(1)
https://manpages.debian.org/unstable/chgrp(1)
https://manpages.debian.org/unstable/chmod(1)
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A=A BN IRAAUR AL

+ Set-User-ID(SUID) {i (s % S /) x)
* Set-Group-ID(SGID) i (s 3k S Z#%4HK x)
o MEAL (63X T BAREAMMA /K X)

R s - USHXEKHHEREFE , MFRXLHE FTENPITRRRE.

H[—NAIPITXAHRE Set-User-ID ALl F— MR FRMBE S 1D 17X AN AT HUTXME (5120 root FIF) . 2K
K, A— DA PUTHRE T Set-Group-ID (L AAF—AN A PRI FTBARR) ID 13113, (510 root ), A
TRURETRSERERR , REEINATBRHEFEREEIEE.

E—1B R ERE Set-Group-ID"KITIFE BSD XL HEZtRI , FrA7ZEEREmMAENI BT ERATENA.

#H— D BEFRE M BRI E RNR AR EH A E Z SN — DR AR, AT RIP— DR/ tmp  XAFET
BEAUESRAITERER FXAABTNTE , MIBERRUERR , CRAHAERFRERGL. B, 2o
AT ABAEE X HFTE B A SRR A PR 02— F 4 H S .

XEH—SBHBEHRREIF.
$ 1ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1)  B—FEEEASMRSTHRUR. XFEFENER 3 3 4 u/\2th (KA 8) ¥,

Ea Uik

TE—NERE Set-User-ID (=4), Set-Group-ID (=2) FIFEH0z (=1) Z A0
BT AR (=4), AIE (=2) FaJHeT (=1) APRZH
BT HARE]_E
SN F HAAH PRRE L

Table 1.5: chmod(1) iy 3R AIE TR

XTI RAR R RRFR LA LR, RFIE 1s - U MEKET/L3] (2-10) , BRIRAT#HE (A 2) FORXCHH
BPR (ERO W B 1) , RO AT IR B AR ERR T 3 3T X SR/ \ 20K,

=TI

$ touch foo bar

$ chmod u=rw, go=r foo

$ chmod 644 bar

$ ls -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

N
ARIRFBEAE shell HAH IR Ls - VBRKEE , RBEEAEXGS , 2 test(1) , stat(1) M readlink(1). shell
NEMS , [T test”, ATREH S AE,



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://manpages.debian.org/unstable/chmod(1)
https://manpages.debian.org/unstable/chmod(1)
https://manpages.debian.org/unstable/test(1)
https://manpages.debian.org/unstable/stat(1)
https://manpages.debian.org/unstable/readlink(1)
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1.2.4 $5H)FTEARAPR © umask
HABBRE N AZIFTIE S shell NE 654 umask KRS, £ 0, dash(l) , bash(1) , MINE®HS (7).

(file permissions) = (requested file permissions) & ~(umask value)

umask & BIE B SCHAR BEREFAR Bix
0022 -rwW-r--r-- - WX -Xr-X NFTERAS
0002 SrW-rw-r-- STWXIWXE -X MBS

Table 1.6: umask {E%45)

Debian BGAE AR FRAL (UPG), §Y4—HAPRNEI RSN REISAEZ—1 UPG, UPG RNA&FHEAIEE
KAFHER , IMNAFRXA UPG lE— R, BNENAFEEECRRALAZE , 1€ umask B E K 0002 15
FLLT., (FEFL Unix BRT |, IEFFEZERAREEI—/M users FEARIEE & WML , EXFBRT , &
FREEEIC umask A 0022 B—MFEE)

EFIN
BT ‘umask 002"E A\ ~/.bashrc XHEFTFF UPG,

1.25 —HBFPHKAR (£H)

EMERREIMMTAN , HREFBREFNBE.

{REEBIEIN—/N B penguin B bird 2B , FEHAN SR ¢

s FEATETHN—IRTARE :

- Pf7"sudo usermod -aG bird penguin”,

- $47’sudo adduser penguin bird”, (R7EFEVK Debian F%k)

- $47’sudo vigr”4w4E /etc/group M’sudo vigr -s”#4EiE /etc/gshadow KB penguin E bird 17,
s FRTETH—IREBERE :

- RERBER., (mEEM)

- BT GUI (KIFEAFRE) XHREFMAH (XFaeTtAEIREmMAE T IE.)
REEB I bird LAFERA P penguin , AEADER

- ERATETHR— I REHEE

- P7"sudo usermod -rG bird penguin”,
- $i47’sudo deluser penguin bird”, (R7EHFYK) Debian F%k)
- #fT’sudo vigr'4miE /etc/groupF"sudo vigr -s"4wiE /etc/gshadow kF5kk bird {TEEIK penguin,

« ERATETR— KM BECE

- REEBER. (RIEEM)
- PUT'kill -TERM -1" FH—L8E 178, bban’systemctl restart NetworkManager.service”,



https://manpages.debian.org/unstable/dash(1)
https://manpages.debian.org/unstable/bash(1)
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- Bid GUl (AEAFRE) X&HFH , 2 Gnome EHEM—MET.
HEHREERS , (HAREREXEERHKSERNITENR.

EE
g% , #RE LB I 0 — 4T “auth optional pam_group.so”’%|“/etc/pam.d/common-auth” L & Bt &
“/etc/security/group.conf”’, FIEESHIICIFRENESRMBFAEIE, (S0E 4 =)

£ Debian ALt |, BAREE B —F3X . RFN—DFH K PR LR &S BR# | Fi20 USB £ F1 CD-ROM
, IRBEEX AR RAR R,

—HELNRAGRENAARTFERRIRNTE root ARVIFIELAFERHMRE.

] AR S AR & BT iR

diaTlout e K EERRE IR (/dev/ttyS[0-3])
dip BIRAIARIED |, SIEZIEEARES IP &EE

cdrom CD-ROM, DVD+/-RW ZKzEhZ%

audio R R

video IR

scanner EEE

adm AeBEHE

staff — BT IR EIELEFES “/usr/local’,"/home”

Table 1.7: XTXHARKERS R HNERAT IR

R

RBEZRT dialout AABeERERFIEAR KSEUTEMT , F5.BAR root F7E"/etc/ppp/peers/”
ARAEERYRE T E LR EXHHNE , RAKRERT dip A , MUK S IP RERFIPLREEMNS L,
1 A ST TRESE pppd(8). pon(1) LK poff(1).

FLE LA WHE ARG RHENAARFENRARRART root BFRIZITHEMSH S,

] RGBS
sudo FERBE A FPRRITER S S
Lpadmin PITHSAMITENBIREARM, B3, BIRFTEINL

Table 1.8: ZFEZHNHAGREATIEGSEITAS X
ARG AN FHIEAR TSR , 2 WA base-passwd AR {HH“/usr/share/doc/base-passwd/users-and-grec
o, METhRANAY R AN,
A PRLE RS EIR G4 |, 20, passwd(5) , group(5) , shadow(5) , newgrp(1) , vipw(8) , vigr(8) , L& pam_group(8).
1.2.6 BB

GNU/Linux 348 = FhZSRY g h ) &,

RRSET
=

ctime REX I A],



https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/CD-ROM
https://manpages.debian.org/unstable/pppd(8)
https://manpages.debian.org/unstable/pon(1)
https://manpages.debian.org/unstable/poff(1)
https://manpages.debian.org/unstable/passwd(5)
https://manpages.debian.org/unstable/group(5)
https://manpages.debian.org/unstable/shadow(5)
https://manpages.debian.org/unstable/newgrp(1)
https://manpages.debian.org/unstable/vipw(8)
https://manpages.debian.org/unstable/vigr(8)
https://manpages.debian.org/unstable/pam_group(8)
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B3l ZX (% E Unix BEX)
mtime XAHFEHETE] (Is -1)

ctime XHFREBEETE (1s - 1c)
atime X R#aRIEETE (Is - lu)

Table 1.9: Bfa)&ZEELP|5R

=z
EE

atime 7£ GNU/Linux A% _EIESHMETBEF 5 _E Unix fIE X B FTAE].

« BE—NXH , BEWDAHFTAR mtime, ctime, F1 atime B4,
o BB EDRENR , BRESHH ctime F1 atime JEHE.
o FESE B Unix R, B — AN SUERE ST atime JEHE.

o M, BRAEHR atime BYE ; £ GNU/Linux RGE b , XINAEEEXHRGFE A strictatime” S5
HBMIBERT.

+ BT GNU/Linux REGHIX ARG re lat ine” bR , $—MOEIH | SEMBELLE , HEUEU
atime /B, (M Linux 2.6.30 FFEARIZRIALIT H)

» AR GNU/Linux RS RS E A noatime” 32K , RE—/30HF , RARAEX/NICAFH) atime B,

AR

KT FEIEE E IR P EEBIR A RS ANEERER |, #3877 noatime” f"relatime” XEIAINEEM., an4E
7T strictatime” &M , RME RSB HHEIRIEAR LA E T atime BIEXMNENKE#/E, B2 atime Bt
BT mbox(5) XHRASMNRDAZI, #iEEE mount(8).

PR touch(1) f B EAFE X HEANT TR,
ST, | FEESEEIE, (Fr_FR.UTF-8) , s oMt A7,

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

1N
$E%E 934 TEHEX 1s -UHid.

1.2.7 4
BIFPFIEIE—A 3 f oo R R | — N AR 4 “bar”,

. BEGER
- MHBXHEELR

- “ln foo bar”



https://manpages.debian.org/unstable/mbox(5)
https://manpages.debian.org/unstable/mount(8)
https://manpages.debian.org/unstable/touch(1)
https://zh.wikipedia.org/wiki/Hard_link
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* FFSHEREL symlink
- B & FHEm F— SRS

- “ln -s foo bar”

BEETEEIRE] , rm dSERPEEHRBNELABMRZER].

$ umask 002

$ echo "Original Content" > foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ In foo bar # hard link

$ 1ln -s foo baz # symlink

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content" > foo

$ ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

AT AER — M X RGN E |, FHERR— inode 5 , B Is(1) #"- I"EHEBIR.
T SHERERE A L ERF rwxrwxrwx SRR | 20 EEEIF BN , et WOTIIRIAN R e Fraa) A S A
%o

( : ) Ny
BAERBIER TR |, AUAECE— N E RN SRS EEEE 2N TEE. FSiENEEAs
A[BES B ARG A AN TR EFR.

JESEN
BEEAFSHERIVERRERESE | R — P ERE R,

CCBEREERFEAENER , FIETEE B ROERE 2 THE. . CEREREIRER , LB RN E
T B R migm.

FARARRIM Windows xEFEE] Linux , FRIRHUKIERE Unix IS4 SERARET Windows SARILH“RIEA B L Aks
OBITH, BTEREXMHRGETRIN , MATTEBRSEE SR FRIGX A Z MKXS, ERERXFMEN , ¥R
MEZTER.

1.2.8 HEZEE (Fkitkd)

& BEE—MREE R, RIENARE T X, ENF—intk. Ei , E3FRA FIFO , RISt « 4R
NEEXIBE R R RIS N H—imst k.

MRXF— N B EEIHITEANIRE , EANTREASHL L , HEIEANEENEEPHRIZIE R, SBEREESH
SRS HEEAINERCALLE. BENA/NMNAARRET , EAFMEEE  E AREEPMNMIRE | & shell IR |7 EIED)
AE—#¥. M, —BEEAT AR, IWIHRNATURBER - 1T , EERFR—THA/ET. BERE Unix
K—AEE BRI NI

=TI



https://zh.wikipedia.org/wiki/Symbolic_link
https://manpages.debian.org/unstable/ls(1)
https://zh.wikipedia.org/wiki/Named_pipe
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$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # put into background

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello" >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.29 EFEF

EEFHTZNATRAENEEMEE , $EENRERSERS, B UTHLEE (FIFO) FEAKFHEZRAEE
RETENZBHTEESHR., MTEET , SEHBAREEER—MEZTT , BAFTEER — MR HRN FIHZ,
Ef‘zﬁﬁl‘ﬂﬁ% %(IPC) B—N TR, EERTHRITRELEEMNEAEERRENZE, RENKHFHE LIENERE
= UNIX BT

N
"ss -t -u -a”(fromthe iproute?2 package) provides a very useful overview of sockets that are open on a given
system.

1.2.10 ‘&K

BEVNHEAFERGZHYIBRENENEE , EE. Bk BrE. 88, EUEEN—1MHTFERHE , B
“/dev/console”kdiAk

BT,
- PR

- ERHFA—AFH

- —AFHEFAFT

- g, B0

- g

- BIEAMBTH , T

- —M> —AF

- RS

RTUES IR A S | REVSLETAAS IR , WEUS SR TORRIROES, WS AMIR , BT

DA IR &SR, than , ARAT AR SO S AITENALIR R/ dev/ 1p0”, SRERRATIERG SR EI&EK
BH"/dev/ttyse’, {BE , FIEXLIRIER/IVOTR , BUATRES S —IaRIHE, FTAREAIVE.

=z
e

FBAGIEATEDL , 5 Ip(2).

WERT REAT LUES AT Is(2) 158 , 2 TFR,



https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
https://zh.wikipedia.org/wiki/Device_file
https://manpages.debian.org/unstable/lp(1)
https://manpages.debian.org/unstable/ls(1)
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$ 1ls -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, 0O Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« "/dev/sda’ WERESE 8, WREFHSE 0. EFRAE disk FANAEE

« "/dev/sro” WERESE 11, WRESE 0. EFRH cdrom BAMAAEE

« "/dev/ttySO’ HERESE 4, WRESE 64. EFJUH dailout FAMAIEE,
e */dev/zero’ HERESE 1, KRESE 5. EFTUBEEREE.

U Linux REEF , 4b7E7/dev’ Z FTHRIXHE RS B3 udev() HLHBATE.

1.2.11 $HHRR&EXE
A — S R AR & S,

WHENXH RE e B 15

/dev/null 152HY REISTHLEEFR (EOF) “

/dev/null =PN TR [E] —Air%%{?ﬁ%ﬁwﬁl

/dev/zero TZHX RE"\0 TFF" (5 ASCI FREF 0 ~A[))
/dev/random 1 fA)EWJL%&FEas RE—1WIFR  ENEH (Z
/dev/urandom eI MBEB L & MR AV A 25 1R B — NEVLF R
/dev/full I=PN REREFZEw (ENOSPC) Fx

Table 1.10: $HARELHFFR

XEAFRNRE AHEE I shel BIREEMIKXGEM ($%% 158 ).

1.2.12 procfs [ sysfs

procfs 1 sysfs BIMASCH RS , A AIMET"/proc” #"/sys” Z &, ZFREBUEEMRZRLER AT, 3&
W, XK E R RN, RIFTH TIRA T BRERGEITRAEZ] .

Hsx"/proc” j\]ﬁ/\IET_JEﬁE‘]Jﬁ?Fﬂm{ﬁT—A%Hi , BRNEZFHEHEIMRTT (PID)., FSEXHHBREENR
Zi LA, 70 ps() , AJRANXA B REMIRISEE.

"/proc/sys” Z THIER , BT I UERFELENZEITSHRAEA. (RIOATUMEREIIN sysct1() B,
S EEREINE/ACE ST /etc/sysct1.d/* .conf”,)

”:‘IATHE@JJ‘Z/P%%IU(E@X{’-“F '/proc/kcore” Bf , BE ik, XA THRINEMRNFRMIERZ
TRRAANZ. EB— M EIXH , ERARENT , FIARBEOERK/N,

"/sys” NTHRBRAE T WA EURSH , eNNEN , DREMNZRkEE, ERNNas T RAFELNZE
TS HAEN.

SZ"proc.txt(.gz)", "sysfs.txt(.gz)", PARIEAMA K Linux NAZXA4("/usr/share/doc/ linux-doc-*/Doc
XYSHE linux-doc-* REERR 4.



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs

tmpfs B —MENXHRS , ERXHHRFEEUNTT. BDEN , L TRFREFR tmpfs BHERRERITHRENE
TP AX.

AREBEhEHIMEL , */run” BR3EE h tmpfs, XEEME /" HH AR, BEWETTUHE AR, ©hidES S H4HE
ST FNEESE , FRMERT Filesystem Hierarchy Standar2.3 lRP BRI B R E :

* "/var/run” - "/run”
e "/var/lock” - "/run/lock”

e "/dev/shm” - "/run/shm”

SEZtmpfs.txt(.g9z)”, XHETF Linux RN#Z3CR4("/usr/share/doc/linux-doc-*/Documentation/filesystem:
HBRZT , B 4A linux-doc- * $24,

1.3 Midnight Commander (MC)

Midnight Commander (MC) ;2 —* Linux & e L infiE i) GNU iR™ Ik FET)" . BAFMFIHRMT — &8
A (E RS | XELARAER) Unix & E 5T,

RAIREREIRB T EN SR A" me " ) Midnight Commander #4448,

$ sudo apt-get install mc

£ mc(1) f4- A4 KiN4E Debian R4t, XEFIFRFI AN, EEANAMEME IR —LRBNEBRINES.
< /etc" RHFER

« " /var/log” REFH=xX

« " /usr/share/doc” REFBEF

e ” /usr/sbin” #1” /usr/bin”

1.3.1 HENM MC

AT FERE MC EHEE R B RIF cd BIHEB R , EWEHR '~/ .bashrc” & —/H mc AR HAMA,
. /usr/lib/mc/mc.sh

EE mc(l) (FE"-P" EME) MIRE. (GNRAEFEEBIX BRI , R UFHEREXER)

1.3.2 3z MC

MC AJRUXHESEEhE kK.

$ mc

MC IBId SRS T TAMKAHRIE , ARNMIEAFAEACEN. RFER FL AT IkEZIR B RE. RRAFER
YEAREEAThRERER AT LAE R MC.

EE
FubsRimbban gnome-terminal(l) , ThRESRAIREANA TH E ] BES B R InFE F#EX. 7E gnome-terminal & , 7]
PUBIE" B - @A-> " R IR E R R LAHIE,

ARARER)FHFREDELHR , BIoRESKEBZ AL , B -a" B MC s ST BB TR SRt 3R,
WMFXHARBERRR MC R EIREIS , (JAS%% 8.3.1 1.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
https://manpages.debian.org/unstable/mc(1)
https://manpages.debian.org/unstable/mc(1)
https://manpages.debian.org/unstable/gnome-terminal(1)
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1.3.3 MC X {#&1E

WANFANBREAREBETXMHIIR. A ERANBEREREANEON EE" RSB XAHIRBIRIEE. & T
B~ RIRIERE. TIPERE gpm(8) 1I31THIEY R , fRILATIAFEF R an S1TEARARRIRIE. (FE MC B#HITR S|
AR ER MR —E RAR{E shift 4. )

TREEHE BREFETNRE

F1 A

F3 N HEER &

F4 PER R w

F9 S PR

F10 R Midnight Commander

Tab ERAEH A

Insert gk Ctri1-T BT ZXHERERAC T | aiElA

Del B3 (2R E MC ARERRER)
JehrEE BB

Table 1.11: MC utEsE48E

1.3.4 MC 5417HI5

cd HLIEEFHRFETHEER.
* Ctrl-Enter or Alt-Enter #IXHZEI6G 41T, £/ cp(l) F mv(1) BN a4 RiFITLIE,
« Alt-Tab BRI 1448 B3 ERTR.
« BRI MC 42 8FTIEE T B % ; 620 , "'mc /etc /root”,
e Esc+n-key - Fn(Bl Esc+1 - F1% ;Esc+0 - F10)

. 5‘63‘?%;80 HFERTR ALt 22— ; 6120, Wi Esc + c FIFEE Alt-C 2—#/). Esc #FRA meta 4 , FEHEH
HRZHAM-",

1.3.5 MC REJRigss

EAONERBRE N EEEMUAR. 1R F3 FHAEERIAR , Bk F3 A RFeRIEEX. ZHRTT IS
HIRIVEHR , (EF F6 REXAB T LFIEAR F , FS MPREX R BRI LFEAR T, F2 REFXH. F10 B, ZH0UE
PR E A A TAE.

XAMwiEES ] LR A TR e ST — 30,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

XARB— N EZEOMmEDR  (BEERE R BAIGERXEIRSNBSR. EMATAMEES , FERE Alt-Fn kY% E
LR 3HF A File - Insert file” B3 "File - Copy to file” ki sh A,

PERgwEE 2% AT AR AN i 28 .

FFE , WL FEFE AR E SEDITOR 5k SVISUAL SRRTESMIESHER. MRRHESREA vim(1) 33 nano(1) 3k
FHg , REFHER FERAREIIAN"~/ . bashrc” kXt mcedit HTIRE.

export EDITOR=mcedit
export VISUAL=mcedit

AR AT BERIE B vim,
FARMRER vim(L) FHARNRF , R ATERERS RGP REL(E A meedit(1) SkdtfTTIE,



https://manpages.debian.org/unstable/gpm(8)
https://manpages.debian.org/unstable/cp(1)
https://manpages.debian.org/unstable/mv(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/nano(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/mcedit(1)
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1.3.6 MC RE\EEHR
MC 2—ANIEH SRENE B R, XE—MEXRPIERTAMNIF TR, BESEFEHTE/usr/share/doc BRHhEH
. XENMAR Linux (SEMNSHRAR. XANEERTUET T34 RHHET— K EEE3.

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 B3zhE3h MC

EXHPHMAEE , FlEUNREFROEXHRANES EF% 9.4.11 1), XE MC — M EEAERAE.

SRR X3 (B Z= M
AT PITE S
FENAS BEANRE AN
html 3 EERNEM I
"*.tar.gz” #1"* . deb” XfF NMEHRNEAGERTERX—H

Table 1.12: MC =3t @] Z4pIm &2

?itﬁ%ﬁﬁ%%%ﬂﬁwi#ﬁﬁiﬁ , BRI HRREBBRE AT, £/ chmod(1) B(IBIE MC 3C#3es
BHEAIHPRE.

1.3.8 MC FHEBIH RS

MC BEASIE RIEFR V) 14 AE S B84R FO, "Enter” F1"h” SKiSE Shell L ZAS: . #%7sh: //[user@]machine[ :options]/|
FIERHAN URL, AFRRGAMEFER ssh —FkRFHITfE B %.

1.4 2 Unix T{EFIZELY

FIR MC ZERZ A PULRMEMELE | BFSM shell IR TERGHTTANRIERERN , JRULREEREL
Unix TEFE,

1.4.1 &% shell

FER shell AfA— LRSI AZFER |, ERKHEER shell /554 bash(1) , FBRILEHHA chsh(l).

WRAABERARE shell TEIZRET , A GUI (BIFERFARHE) RARREERIRE ; 3&EM ~/ . bashrc 330, bk
M , EEMmAE "exec /usr/bin/zsh -i -1"8{"exec /usr/bin/fish -i -17,

N
SARK POSIX HZRAETL | {BAAE shell TEM2 [P REEAFEL | ITATURRE, HEERMBIIRKC
=B

EAZFED |, T HERM shell 2235 bash.



https://manpages.debian.org/unstable/chmod(1)
https://manpages.debian.org/unstable/bash(1)
https://manpages.debian.org/unstable/chsh(1)
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POSIX

4 4= R
$A{q:@ DIk TJ_‘E_ k/J\ She" -L;EIEE
bash YQ%%Z 7276 | B2 Bash: GNU Bourne Again SHell (232_EHIFR#E)
bash-completion| V:36,1:959 | 1952 | N/A bash shell gFExbe
V:928, o . : _
dash 1998 207 = Debian Almquist Shell, &« shell j4x
zsh V:40, 1:70 2518 | B Z shell: B4 ZEERBRE shell
tcsh V:3, 1:115 1366 | No TENEX C Shell: —4* Berkeley csh IE5ERR 4~
mksh V57,179 [ 7713 | B Korn shell f—/ MR
csh V:1.0,1:5.2 | 348 No OpenBSD C Shell, Berkeley csh B—/ N4
BERNEA LM Stand-alone shell GFANEREME
. . = PIarS
sash V0.3, I:5.2 1245 = ty"/usr/bin/sh’)
ksh V:0.2,1:79 | 65 B Korn shell RIEIFR AT&T IRAS
rc YOO7089 182 No AT&T Plan 9 rc shell —4 3831
_ o Policy-compliant Ordinary SHell ZRIE A= 18
posh 1:0.24 191 B shell(pdksh JE4E)

Table 1.13: shell #25%13%

1.4.2 5E#l bash

RATAIEIT ~/ . bashrc”skE #) bash(1) H1TH.,
Al TIIBIF.

# enable bash-completion
if ! shopt -oq posix; then

if [ -f /usr/share/bash-completion/bash_completion ]; then

. /usr/share/bash-completion/bash_completion

elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin"

# set PATH so it includes user's private bin if it exists

if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"

fi

export PATH

EDITOR=vim
export EDITOR

N

RATAFESE 9 BPIE 9.3.6 THKEIEL KT bash WEHIKTT,



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/bash-completion
http://qa.debian.org/popcon-graph.php?packages=bash-completion
https://tracker.debian.org/pkg/bash-completion
https://zh.wikipedia.org/zh-cn/Bash
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon-graph.php?packages=zsh
https://tracker.debian.org/pkg/zsh
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon-graph.php?packages=tcsh
https://tracker.debian.org/pkg/tcsh
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon-graph.php?packages=mksh
https://tracker.debian.org/pkg/mksh
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon-graph.php?packages=csh
https://tracker.debian.org/pkg/csh
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon-graph.php?packages=sash
https://tracker.debian.org/pkg/sash
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon-graph.php?packages=ksh
https://tracker.debian.org/pkg/ksh
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon-graph.php?packages=rc
http://qa.debian.org/popcon-graph.php?packages=rc
https://tracker.debian.org/pkg/rc
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
https://tracker.debian.org/pkg/posh
https://manpages.debian.org/unstable/bash(1)
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EFN
bash-completion #k-EEERLE bash #H1TaH4 b2,

1.4.3 45kIRGE

2 Unix 7% | E—LRARHE LR, WEEE , BER Linux FRIEHIA , REZFNK ctr 1 F1 Alt 4]
PUERE TtE. HPH/L/MEFICErRa.

TRIERE TR

Ctrl-u W& SeArm T B TR

Ctrl-H WE&SEARAT R — 1~ F 5

Ctrl-D ZiF AN\ (ANRFAEE R shell, WIRHE shell)
Ctrl-C K IF— P EfEETHIRER

Ctri-z BB EFZERERE R

Ctrti-s FEIEFERE

Ctri-Q A RS

Ctrl-Alt-Del BRRMES , £ inittab(5)

\Zl_i n’:})&jﬁéj{ﬁﬁﬁﬂﬂk—lc Emacs A\ Ul )T (meta-key)
Up-arrow [ EAmEE FFig7E bash FEEGLSHE

Ctrl-R FFi&% bash FIEERSHEFER

Tab 7£ bash &7 4N 4%

Ctrl-V Tab 7£ bash @& 17F A Tab MANEFHTANE

Table 1.14: bash fIREEPEF R

R
Ctrl-S AR inTRERTREM stty(1) 2RA,

1.4.4 FARELE
Debian Rt X XAKFIMRIEIRS 2 FNAE , SMI—LFTRTTIE -

* 1Z5EH) Unix FARIRIEZ

- {£F8 3 MRE (B

- FREE

- BXA, 2 xterm , AR SCAN BEES A EH
« I GUI (BIFERARE) RAMRERR :

- {FF8 2 MR (tB3h + )

- {FFAEEEM BT NER

- BTFIARK cul (BER-FmE) A , than gnome-terminal
az;;i , FERMERATSESNATE. EREEFN , F Shift-ctrl-C kA% |, XHETTRUEGALIE—MEITIY
.
EMRRBFRAR_ LR RZRE , A EFEEE , FaT UM REER. £ 2 BRRASNEAT , FAiRAh
MABEMAE Y TiRPE)E,
AT 1E Linux 558 E BRAR , BEEILL gpm(8) HEAFATIFEFE (daemon) 1517,



https://zh.wikipedia.org/wiki/Unix-like
https://manpages.debian.org/unstable/inittab(5)
https://manpages.debian.org/unstable/stty(1)
https://specifications.freedesktop.org/clipboards-spec/clipboards-latest.txt
https://manpages.debian.org/unstable/gpm(8)
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BRAE ]

EHFFERN AR FERAEFERNEFCE

B FEBRNUEFEMNEFTRERNITK
BEAR (LA FERNVEFENEFCERGEE
BEAR IAAX) KB ETXRFEE (57Y]. DL ¥0E)
ARG Shift-Ins AR N EE AT

Ctri-X B F A EE BT AR

Ctr1-C (fe%imsE Shift-Ctr1-C) Fe D E R A EFE B IR

ctril-v FENES DR AN R EEARAE

Table 1.15: Debian _LfFRAREMEFIAE IREIRIES IR

145 HIFEFF

less(l) 4B —MERIRMNATEF (XHRNBEER) . ERBRIETH LSS HEAF R L RZIUH. &£
A less 4B EMIHRNRTFERLBTUIRD". BERIThEELL more(l) 4 FETE , BEAEMANIFLNIT eval
$(lesspipe)”g’eval $(lessfile)” ERXDIRERBERISEIMRK FMES®E"/usr/share/doc/ less/LESSOPEN",
"-R” EIAT DUSRHL SRR F R IR FT RUS A ANSI B@als LRSI, EHES % less(l).

N
£ less mdH , MIN'h XKEBRBHFER BN/ 82 RERFHS , WA -17 kZE R/ NEGURHE,

1.4.6 XAYmiEzs

FEFEAZE Unix RGEEFETF , BFPSUT Vim 8k Emacs TR , SREZAEEEFH—1,

BINASMETER Vim 6542 — M IERES , B8 Linux/Unix REEE—IREMIH T Vi Jitges. (SR &AM vi
MR JERM nvi XX T RREFRE N, FARE Vim BRAT F1HEBR  ERXTRATEMBEERK , FTAIKIERE
Vim A ZHEHHN—LTA, )

BRARAE R Emacs #2R XEmacs fEAMRMRERS , KA B BIFHIER | AHEEREMNEE. Emacs KFTR
SHAMRIS R, BIETTFSIE , BRRESS , IMEE FinSES, YRS HASREFNE , BREEIMAR Y87 LIS
AT AR | ILEAEMNEF, —AEZRIF KN Linux REEREERSHIE Emacs, #+9H5hkxS]
Emacs A RUCASE AN TR T E L8], FEHRZEEEFSS)E A Emacs F{EE#{FH GNU Emacs 2% Ff.

TESKEN A T X EFEFEAE —NHER |, #i )\ vim” # FL 85T DUS3) Vim, BiAR I — T e 35 17.
FEENYHREN" | tutor |” 3% Ctr -] #AT IABRIFEL IS 255,

EE

IFIREEES | & Vim M Emacs , AJDAMLNE UTF-8 RHEARE AwmAENXA, BNEIEHEE GUI (BB F
Fi) R TER UTF-8 Rt , FFERIRESRINFEFMTFAR, Jwigas 2] UM T GUI (RIFEAFARE) FMRK
YRiGiE R, KT EFIXAETUERSEIM,

1.4.7 BEIANAYRIEZS

Debian B £ RREIMREERS . BN EMIRE)H vim R,

Debian Wi #54“/usr/bin/editor" iR 7 St REBAGRIEZRNE AR, REEEFRERF (5120 reportbug(l)) =]
PUARE. RTUBEE TIGSREE.

$ sudo update-alternatives --config editor



https://manpages.debian.org/unstable/less(1)
https://manpages.debian.org/unstable/more(1)
https://manpages.debian.org/unstable/less(1)
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/XEmacs
https://manpages.debian.org/unstable/reportbug(1)
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STFEHFE , REYER/usr/bin/vim. basic & /usr/bin/vim. tiny”, BAE XSS,

SN
W ZIEF(E AR ESEDITOR S “SVISUAL SRR E(F A RiEss (35 1.35 THE 9411 F) ., &
F Debian ARG —EMX2E , BAIBREER|“/usr/bin/editor”, (£ ¥ _E ,“SEDITOR"E“ed”,“$VISUAL"E
“vi”,)

1.4.8 {#/ vim

RIEM vim(1) AsE £ nocompatible” WHEEIAT , HAZIEERR., 1

[EEN i e

EYE ‘helponly BORFENCH

IETH e filename.ext FTFF R IR X kK gmig filename . ext
Feat] w BN E X R EEFIASHF

SiST] 'w filename.ext 5\ LH12E P XF] filename.ext

gl :q BH vim

=& iq! SRR E vim

=8 ronly %Iﬂﬂ?ﬁﬁ?ﬁ%ﬁTﬁE‘]%ﬁD

@ :set nocompatible? Eiﬁt vim Z2EETT2) nocompatible
T :set nocompatible ®E vim 2552/ nocompatible f2z{
=18 i FEAFBAER

=8 R HEABRER

gt v NG SN

gl v NI MATIER

=18 Ctrl-v HARTIRIES

&7 TERMINAL-JOB &f ESC-5 HANEEREK

TR rterm Pt )\ TERMINAL-JOB &z
TERMINAL-NORMAL i #F )\ TERMINAL-JOB &=
TERMINAL-JOB Ctrl-W N (83 Ctrl-\ Ctrl-N) 1 )\ TERMINAL -NORMAL &%
TERMINAL-JOB Ctrl-w : ;’_jé TERMINAL-NORMAL RAFEHN Ex-AX

Table 1.16: EZAH] Vim =453k

EEA vimtutor” F2FkFES] vim |, Bt — A ERMIESIRRE.
vim FEFETHENHAIRBRIECHITAH. ERA-EXMEREXT , HARRBERIHSHNTZEHRX, #B3)
HARKEN EL BTN, XL ERETA-HRX TR, AZBEAEXTHN ", AEERHERFE AT Ex-18

. Ex-&Xdn4.

7N
Vim 1 Netrw 3R #-E T A—#2fE . Netrw RN XIFEARMMMEIZEIH , JIEER. B'vim " (— P RER
S8 K25 Netrw , 7E7:help netrw” SEEVE HI3CARY.

vim MSKEE , Z0E 9.2 7,
1B0{E|A vim A BahE2 M nocompatible” #5 , Bt {E A" -N" EHESN,



https://manpages.debian.org/unstable/vim(1)
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1.4.9 323k shell /E3)

shell sp &M B A REIRBNE T Fi% , HABESBURTTABERZIE. ¥ shel FEaNCREIXMA+HEREME 2R
BINEE, ARPITEARGEEASN , XFMCRELRT DN,

R
HTHRAE]) Vim (version>=8.2) REMS X FISRIEMIEKICR shell j&3) , {£ /) TERMINAL-JOB-#E3, £H.% 1.4.8 15,

IC shell JESNEATTIERAE script(1) TiE1T shell,
= FIBIF

$ script

Script started, file is typescript

1 script T{ERMEAT shell 454,

& Ctr1-D kKIRHE script,

$ vim typescript

£0% 9.1.1 T,

1.4.10 EAK Unix 454

IEBAIRFESIIEAR Unix 654, EXE |, BIEME—RE X LR UNIX, {E UNIX IERSTEE LR AF N6
4. Debian REELABISN, WRA—LGSNGRERIBHLIER , BAZIRO. R shell PEAT HIE , K
M S SARE. XEEIFHRERER XM RHIT.

=E IR P SREA TG <.

EE

Unix B—MEHI , DL FERRISUEES 885, E11—fCABE 7B ES EM A e Emm s .

XF cd 454 , &M, builtins(7).

EHAH) Debian RERZIADTRFEFE more(l) , BLiEERIAS), @iddr4 apt-get install less” &3
less G | less(l) EABHARN RFER , Bl LUBT A s EIRS).

"[ A7) FEIERIFRIAK"ps aux | grep -e "[e]lxim4*" dySrh , ATRUE SR grep EERFHIFEBSD , 1EN
FEXPp4 ZRETHFER4” , XHEAJRUL grep BEHE exim” 13kE"eximd”, 2R A AT 44 LK
DLACAIENRERF , (BEENINE XER—HK. A0EH T RRENRETASE grep(l).

ERIIER , R ERMGSKENBRFRRAL. WRFEEEMEREFEHSHIRD |, FFLIDNEFH.
=il T 3IBIF

man man

man bash

man builtins
man grep

man 1ls

B BB P

FHERALITRELL AR REUSIER , EAEIIEALY RS  TERILREIR. EFEENBLFH. BE , —BRS
MTE , REREENMERE.

HEE , X Unix 654 (BE3EB GNU # BSD () #A B REEMFTIMES , RATMER FIIRES—F7
AKREERE (ARRHEAMSEBATIN).

$ commandname --help
$ commandname -h



https://manpages.debian.org/unstable/script(1)
https://manpages.debian.org/unstable/builtins(7)
https://manpages.debian.org/unstable/more(1)
https://manpages.debian.org/unstable/less(1)
https://manpages.debian.org/unstable/grep(1)

Debian &%}

24 [ 247

PRy WA

pwd EBRYF/ L EE RN ZFR

whoami BRYENA A

id EREFTAFNEH (ZFR. uid, gid FIFEREH)
file foo EIR Foo SIS ZEAT

type -p commandname

BRes SR HFALE I E commandname”

which commandname

[E.E

type commandname

Bo~‘commandname™ &S HMFEE

apropos key-word

Eik5"key-word B XK 2

man -k key-word

[E_E

whatis commandname

BA—1TfiER “commandname’ {3 &

man -a commandname

EoR“commandname™&s & HIfFER (Unix XA%)

info commandname

BIR“commandname’ &y 77I‘EJ:‘|J&B4]%7F§ GNU M%)

Ts EREXAT (RAEAEM. 5?%%5@1#%119%)
Ts -a /TE:T%W—’&* ’lﬂéﬁ‘ﬁﬁ’ﬁxﬁﬂﬂlﬁ%

1s -A , R

Ts -la TET’EE‘]E*:RLW%‘ ?F’ﬂ/\ﬁflﬂlﬁ‘]fnu

Ts -lai SrRBRERRNS  FEE inode FIFAREFE
Ts -d Eﬁ%ﬁﬁaﬁzﬁﬁﬁﬁﬁﬁﬁz

tree FRANKEERERAR

Tsof foo L TFT IR SRS A Foo”

Tsof -p pid FH R FE AT TS "pid”

mkdir foo EHEFT B XFEILFER Foo”

rmdir foo B ZarERXFRN Ffoo"BHR

cd foo PIHRFSRATER P a2 $SCOPATH R Foo B3R
cd / IR EFRE R

cd PIHEIEaT A PR E R

cd /foo YR EZE ST IR 120"/ Foo BIE 3%

cd .. PHRE E—KEx

cd ~foo YIHEIA F“foo Mz B X

cd - I EIPATNIEE:S

</etc/motd pager

FRARN S RFEEFRE R /etc/motd" AR

touch junkfile

B AT Junkfile”

cp foo bar

B— MBI Foo" BHEI—AFXFbar”

rm junkfile

W& SCHE junkfile”

mv foo bar

BB Foo B4 & Abar” (bar DI TE)

mv foo bar

B— P IBXHT OO"?%@]@J%JTE‘MQE ‘bar/foo” (W/ifFix bar’
B3x)

mv foo bar/baz

B — A B X Too R B F = & A bar /baz” (Winfx
1Ebar’Bx , BRI bar/baz X

chmod 600 foo

FHMATIERISUA X Foo” (FFEMA ARTLIZPITAIH)

chmod 644 foo

BHBANIEXH Foo mhEERNE (FEMAABIERIT
)

chmod 755 foo

EHEABAX Foo /M ARE (GFETA AZBRERITAXTF)

find . -name pattern

fF shell “pat ternERILELAHFE CRERIE)

locate -d . pattern

{3 shell “pat ternEIXILECARIS S (RERR , FRERE
REVEHEE )

grep -e "pattern" *.html

AL ER M htmUVEERBXHET , EFKILECpattern”
I FF B IR

top

2RETRAREEE  MAqRE

ps aux | pager

BRHTA A TR RIS e (BSD XA%)

ps -ef | pager

TR IEFEETRAREREE (Unlx system-V Xf%)

ps aux | grep -e "[e]xim4*"

BRI IETEE T exim M exima"H)dtFE

ps axf | pager

Eﬁﬁﬁ’ﬁ IEEE TR RER{EE (ASCI XA )

kill 1234 7, ID A 1234
gzip foo {EH Lempel-Ziv Zgi5 (LZ77) ¥“foo [E4a A “foo.gz”

gunzip foo.gz

B “foo.gz"fRIE A “Foo”

bzip2 foo

£ A Burrows-Wheeter BHHEFF [ E4a 8 %+ Huffman JRhl R foo”
E457 Foo . bz2" (E4EREREL gzip BiF)

bunzip2 foo.bz2

¥“fFoo.bz2 xR “foo”

xz foo

{# A Lempel-Ziv-Markov & /5% “Foo” [ £45 /" foo . xz2” (FE4a3
Rt bzip2 FiF)

unxz foo.xz

Bfoo.xz"fRE R “Foo”

+avr _vvuf fnn +ar

IT“FAn +av’"RI= I8 U /A
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1.5 {&E& shell 454

WAL , FRXAAA{E A Debian RREEH —LRIET . WLBATEIRAT fi# Debian RLiar S HITHLE]. 7EXE , K
AFFM— AR ARSI bash(1),

— RN e S BB FFINA AL,
1. WEXEHE (&)

2. A

3. Z¥ (Ak)

4. BEM (AN : >, >>, <, << FHF)

5. EHIRME (T :&& , ||, #ATH ;. &, ()

1.5.1 HAPITHINEA =

— NG ERESBUERDS Unix ©SH1TA4.

ETERNZNAER PAM REHMAW , AP — Ly E Ny RREFEMYE.

o PAM(TJHEIR SO IIEREER ) RS R0tERR | bhan pam_env #83k | ATBUEE /etc/pam.conf”.”/etc/environment”
M"/etc/default/locale” iIXBEHIEALE.

» The modern GUI environment run from the user mode systemd unit (see systemd.unit(5)) sets its environment
variables by a file in the "~/.config/environment.d/” directory.

o APSERNREFVIIAWE | T EINEEE~/ . profile”, "~/.bash_profile” 1"~/ .bashrc” FREHKIIE

TE,

1.5.2 “$LANG"AFE

HAKIES R R E"SLANG” IMELEFE N , EAEREMIHZALE A"LANG=XX_YY .UTF-8" , & 7EHE N kA GUI
(KB ARE) FECE , Fl207E GNOME 2 ,"®’E” - "Kif &EF" - "85/ 1K\

REECS
e

B2 NRIFAEESLANG” KELERGIMEAE , ABEEBMSEMEN T $LC_*" FFRHEE.

“SLANG" A BB INES TSR 3 SOEM “xx_YY.z227",

EEANEE Bt

XX ISO 63955 \F8 (\INE) Bilan‘en”
YY ISO 3166 ExAM (KE) Blan°Us’
2777 w5, EREERNUTF-8

Table 1.18: &S FREK 3 N

8 shell f4(THRITFHIT FFIIM S S,



https://manpages.debian.org/unstable/bash(1)
https://zh.wikipedia.org/wiki/Environment_variable
https://manpages.debian.org/unstable/systemd.unit(5)
https://zh.wikipedia.org/wiki/ISO_639
https://zh.wikipedia.org/wiki/ISO_3166-3
https://zh.wikipedia.org/wiki/Codeset
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B S INEERE EE (X)
en_US.UTF-8 s (EXE)
en_GB.UTF-8 TR (KRASIER)
fr_FR.UTF-8 wa EE)
de_DE.UTF-8 =E (1EE)

it _IT.UTF-8 EXRFNE (BEXF)
es_ES.UTF-8 PEESE (PHEST)
ca_ES.UTF-8 NZMEE (FPET)
Ssv_SE.UTF-8 IndE (i)
pt_BR.UTF-8 AEE (ER)
ru_RU.UTF-8 ®E (RE)
zh_CN.UTF-8 ME (FEARINE)
zh_TW.UTF-8 ME (FEAEE)
ja_JP.UTE-8 EENEES
ko_KR.UTF-8 e (FhE)

vi VN.UTF-8 BrEE (8E)

Table 1.19: \ESHEHET R

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC

X8 , date(l) BEHITEHMER T RARIKES FME(E.
o F— 4 SLANG R ENARAEHEINANESFMEHE en_US . UTF-8",
o BTAGL “SLANGRE FIFEM UTF-8 ESHIEME “fr_FR.UTF-8",

REBRGLEPITN IR ATEE SGMNEEE. ST EEMGIF , REATRUEFENTHAR.

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

HeN
R —> BUG REMIIHE , 20REAKZIFZOERNIME | £'LANG=en_US.UTF-8" I S EIMR T dy 1T
BITHIRELEIF L,

MTESHEREMNAT , 0% 8.1 T,

1.5.3 "$PATH” iF &£

YRTE Shell B\ 654 BT , Shell £7E"$SPATH” A ETAS MK B RIIREIHITIRE , "SPATH” T EHE MY 4
Shell KRR,

TEZIAM Debian 353524 |, AT{E AR K-S "SPATH” B 0] 8EAE3E"/usr/sbin” F1"/usr/sbin” B
. fian , ifconfig LM BEEIEETTEMIKIR"/usr/sbin/ifconfig”, (&t , ip 4 R4 /usr/bin” B
xXT)

AT PAFE Bash fAr 4"~/ .bash_profile” 8{"~/.bashrc” h A "$PATH” BB HIE.



https://manpages.debian.org/unstable/date(1)
https://zh.wikipedia.org/wiki/Locale
https://zh.wikipedia.org/wiki/Locale

Debian &%} 27 1 247

1.5.4 ”"$HOME” ir&

REGLSHERAFERTEHERTRHIAEEHNERE  REBEIRENANBTRXZENIITAN, BrBXEE
FA"$HOME” A& 3FE5E .

"$HOME” & 2 {I{E RFE TR

/ VIAHFEBITRFRE (TIPEEFR)

/root root F§ PR Shell FUTHFERF
/home/normal_user T8 B AR Shell RTHRIFEFF
/home/normal_user TR/ GUI EE AT
/home/normal_user A root A PR ITFEF"sudo program”
/root FH root B PREHITAEF"sudo -H program”

Table 1.20: "$HOME” Ar 21853

R
Shelli- B~/ AN YA A E B R, Ml £"$HOME/”, Shell ¥ B"~foo/” A foo WH X, M

="/home/foo/”,

2R $HOME SHERRWFEFATTH , 0% 12.1.5 3,

—HaH ST S, XLSHL-" - -7 Ik, BERZAER , AAREHIHSHIITAR,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

XERaLS S -R B date(1) dr-SHith A RFC2822 ARrE B IIFRF% L.

1.5.6 Shell BET

ZEAXMEFIIEG S REBIPITIARTEIEMA , FXHRY fRA glob , (BEHMEREFRAIBECR) , PU%
WX HERFK.

shell glob &5 UL ACHLIH A

* AR RIS ()

¥ RU FRERASC & (B

? e

[] BEEESTREEF I MEARHTT

[a-Z] "a” 2)"z" Z A E — D F R HEABH T

[Ae] BT RSEESTREETR (7 1A 2°RN , EEFRERRL
YERRERTT

Table 1.21: Shell glob &=

= T 3I6IF



https://manpages.debian.org/unstable/date(1)
https://datatracker.ietf.org/doc/rfc2822/
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mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
echo *.txt

LIXt 2. txt

echo *

.txt 2.txt 3.c 4.h

echo *.[hc]

.C 4.h

echo .*

.5.txt ..6.txt
$ echo .*[N.]*
.5.txt ..6.txt
$ echo [A1-3]1*

4.h
$cd ..; rm -rf junk

- B WEBER AR B8

2, glob(7).

TE
5 shell BRI AL LEAARE , /A" -name " %HH) find (1), H shell ##X" * 7 LA™ . " FF44
RIS 4. (BT POSIX FI%FHE)

EE
BASH ] RA{E BN E K shopt ¥EI40” dotglob ”,” noglob ”,” nocaseglob ”,” nullglob ", extglob ”
EHIEFATA, /A bash (1) EFFMA.

1.5.7 w4RIR[E1E

FraLHLREACHRENRE (X8 "$?) fEARE/E.

wSRRERE 7R [E{E Z IR [El{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: 45 4-HIRH (S

R T IBIF.
$[1=11]; echo $?
(0]
$[1=21]; echo $?
1

EE

B/EE , success 224 TRUE , 0 (zero) MREENE. XBLEAEW , FEAEXER—T.

1.5.8 HMEKIFF454F0 shell EE M)

WEATAECETE Shell 654 2EHHSITAMERRG S SE.



https://manpages.debian.org/unstable/glob(7)
https://zh.wikipedia.org/wiki/POSIX
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wdFE WA 1587
command & 1£F shell B/ &5 FH 1T command
NEESEY =~ 3 LY =~ >
commandl | command?2 EF??@L]%? command HARHERILL fF1 command2 EIRRHERIA
BT EEH commandl FIFRARE FIAF SR {EA command2
1 2>&1 2 —. et
command | command ISR (FFITHIT)
commandl ; command2 &% 4T commandl A0 command2

P AT commandl ; 2R , RIMFHIT command2 (20K
commandl 1 command2 ZHITHEINT , IR[E success )
P47 commandl ; ZNRARDN , FIFHAT command2 (20K

commandl && command?2

commandl || command2 commandil 8% command2 $4THE1 , IR [E] success )
command > foo ¥ command MArEE EEMEISCH foo ()
command 2> foo ¥ command HIARHEEERE EMEILAF foo (EBE)
command >> foo ¥ command BIAr L EE@ESCEF foo (BAN)
command 2>> foo B command AR ESE R E AE A 3L foo (BFM)
command > foo 2>&1 B command HArERE AR R E € [ E3CH foo
command < foo ¥ command RFrER AEEREISCH foo

¥ command HIARERAEZEEME FTENG ST , 2GR

“‘delimiter” (here document)

¥ command A AEE@E T ARG ST , BEBE]
command <<- delimiter “‘delimiter” (here document , ip${THR I KHWFIRGTESEL
% )

command << delimiter

Table 1.23: Shell €548 WA

Debian RAR— N EESHIRERS. FAESLAFEBE—A shel FRITENMEF. FAUENEIRSR shell
BINEES - jobs, fg. bg F1 kill, SEENE bash(l) RIS “SIGNALS”, “JOB CONTROL F1“builtins(1)",

= FIBIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEHHBITFEHLBERMIBNGER | BRE—MFELE EITT BN cat IR T RIE.
shell AFRIER exec BIT(EE — AR RETHF LA,

$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

TisE AT IR Y 0-2,

1.5.9 @w<Al%

RATRLCALEE £ RS SR E— 114,
=TI



https://manpages.debian.org/unstable/builtins(1)

Debian &%} 30/ 247

& VHH AR T
stdin PRI 0
stdout PR 1
stderr PSR 2

Table 1.24: TixE X ESCHEHEIR T

$ alias la='ls -1la'

U “la"@“ls -aUESEER , HFRHESUKIIRERI L BRI,
HRATME M alias K3 FIAMSIZ (£ W, bash(1) FEg“SHELL BUILTIN COMMANDS’).

$ alias

alias la='ls -1la'

YRA]AEF type SKEAS SRS EEZEEY (20, bash(1) FA)“SHELL BUILTIN COMMANDS"),
Z T IIEIF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

s FERIEHERT , M file”®F , FL 1s R A hashed” (FFAKZER) , BN shell B— PN RNEZPRIC T R E
iR Us” BTk B & .

1N
20 9.36 T,

1.6 2 Unix 3440 E
TE3E Unix W ILMERMES |, CALNE 2B {F AE BRSNS ALIE T ASETRRK. XEF—NEEK Unix 81FT.

1.6.1 Unix X4ATH
XEBH LA Unix RGEPLEE (AR A AT A,

< IRBERENRZER

- cat(l) EEXHFHHE ETHINES.
- tac(l) EHEHFIF REHIL .

- cut(l) T —BR IR

- head(1) it STHHIFF K.

- tail(1) Hid SRR E.



https://manpages.debian.org/unstable/bash(1)
https://manpages.debian.org/unstable/bash(1)
https://manpages.debian.org/unstable/cat(1)
https://manpages.debian.org/unstable/tac(1)
https://manpages.debian.org/unstable/cut(1)
https://manpages.debian.org/unstable/head(1)
https://manpages.debian.org/unstable/tail(1)
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- sort(1) XA HRITEHITHER.
- uniq(1) AEREFRISEHHBIEMERNTT.
- tr(1) He sk BbR=F .
- diff(1) X XHEFRIFTIHTXTEL.
o BAEREMIENRXN (BRE) :

- ed(1) B— M RIGITHRELS.

- sed(1) 2 —/NidmiEas.

- grep(1) ILECI#E pattern BISCAR,

- vim(1) B— M FREYRER.

- emacs(l) B— 1 FHwiEs. (BLY RMK BRE)
- {FRY BAIERNREX (ERE) :

- awk(1) TR BRI ALLE,

- egrep(1) ILACIHE Z 4™ pattern XA,

- tc1(3tcl) A ABHTIEMRABISEIMNIALLIE : 20, re_syntax(3) . &¥ 5 tk(3tk) —i2{E .

- perl(1) ATRAEHATRARABISRIRISCALLIR, S I, perlre(1) .

- pcre2-util 3HEF K pcre2grep(l) AT LAILEC/HE Perl FBIENFRIXRX (PCRE) #EFHISCA.

- T4 re ) python(1) AT ASHTIEMARABISBIMSIANAME . 2 W, /usr /share/doc/python/html/index. html’,

MRFAHEXLHGSREMT (T4 , EEA'man command” kB DIEEHERIE,

EE
HEFHIRF AR ERQTEERRATIES IR, MRFREERE 1N aSRESRITA, TTAMER CE5 KK
C.UTF-8 ESIMEREFkIK UTF-8 ESHME (2% 8.1 7).

EE
Perl IERI3RIAT (perlre(1) ). Perl 3R I1ENFRIXX (PCRE) # Python § re tEHIE HEIE N FRIAX S — KK
ERE ML Z T HZBRANT E.

1.6.2 1FNFRIXZ

TENRERBEAEFZ XALET RS, B2 shell KIBELT , (BEMERAEK,
ENFRAIHAELEAER | BEBEXAF N ITF R MK,

TFRFULEFT AR NNFER. ENERMEIENER , BRE M ERE |, {FHAMFEURT LARMIIATA.,
?‘anacs FIENFREREA_FE BRE {848 ERE FHITES+" 2", B, , 7€ emacs T NEFR\"kiE L E
[lo

grep(1) ATRAfE AIENFRAH KT AE R,

Z5 T IIBIF

$ egrep 'GNU.*LICENSE|Yoyodyne' /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

E1ZIN
0% 9.3.6 77,



https://manpages.debian.org/unstable/sort(1)
https://manpages.debian.org/unstable/uniq(1)
https://manpages.debian.org/unstable/tr(1)
https://manpages.debian.org/unstable/diff(1)
https://manpages.debian.org/unstable/ed(1)
https://manpages.debian.org/unstable/sed(1)
https://manpages.debian.org/unstable/grep(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/emacs(1)
https://manpages.debian.org/unstable/awk(1)
https://manpages.debian.org/unstable/egrep(1)
https://manpages.debian.org/unstable/re_syntax(3)
https://manpages.debian.org/unstable/perl(1)
https://manpages.debian.org/unstable/perlre(1)
https://manpages.debian.org/unstable/pcre2grep(1)
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://manpages.debian.org/unstable/python(1)
https://zh.wikipedia.org/wiki/Perl
https://manpages.debian.org/unstable/perlre(1)
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
https://manpages.debian.org/unstable/grep(1)
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BRE ERE IENFRER AR
N A N\ [TAsF BRRTTFH
A A ACN) NN BRE B M \H L TFH
+?2 ()1} | ERE BERABE \VH AT TH
c c UiRE ST Ry
\c \C AR — 1 FIE X ERFR c”, BifE CR
BRI
) ) R EETS , ORRTS
" B FREBOIIANE
$ $ RN RS
\< \< BTRTIARE
\> \> ERNERAE
[abc] [abc ] LA abc. . . FREESTR
[rabe-] [rabc--] ICE& T abc. . RASSS
re r* CREASREZ T
r\+ r+ TR — AR EZ AT
r1? r? AT
ra\|r2 rifr2 LE— AN r1"8r2”
\(r1\|r2\) (ri|r2) g—é;ﬁiﬂﬁ/l\ r1"gk"r2, FHERFESHRERT
Table 1.25: BRE #1 ERE FITFHF
1.6.3 FHHEKIER

T E#FEN | —EFRHERIARE L.

FHhFREX BFRREXBRATE
& IENFRAERFTILACHANS (F£ emacs FEA \&)
\n Bl n MESHENRZERLENRE (W28 F)

Table 1.26: Z#zKix,

Xt Perl B#FRFERY , MERAS& MR, R AEA $n"MAE ",

= I

$ echo zzzlabc2efg3hij4
sed -e 's/\(1[a-z]*\)[0
zzz=l1labc2efg3hij4=

$ echo zzzlabc2efg3hij4

|\
~91*\(.*\)$/=&=/"

[ \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/=&=/"

zzz=l1labc2efg3hij4=
$ echo zzzlabc2efg3hij4
perl -pe 's/(1[a-z]*)[0
zzz=1labc2efg3hij4=

$ echo zzzlabc2efg3hij4 |

sed -e 's/\(1[a-z]*\)[0O
zzzefg3hij4===1abc
$ echo zzzlabc2efg3hij4

|\
-91*(.*)$/=$8&=/"

\
-91*\(.*\)$/\2===\1/"

[ \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/\2===\1/"

zzzefg3hij4===1abc
$ echo zzzilabc2efg3hij4
perl -pe 's/(1[a-z]*)[0
zzzefg3hij4===1abc

|\
-91*(.*)$/$2===$1/"

AR X LIRS ENREARMEN , DX LR ILECA I AIER R TR 2 a8 SR,
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XLEIE NIRRT — LB 25 -t AT AR SRAS S AR I B SO,

E shell S HATITRRFHL\SBIA— AT (EATBR) | RS HEI T —1THITE.

BRI FTAMR TSRS X R4,

1.6.4 ENFREAHKERE#R

ed(1) €64 ALETile’ ¥ FT A M “FROM_REGEX B # A “TO_TEXT",

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) f34 AT AE i le" K ST A “FROM_REGEX & #i A TO_TEXT",
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g' file

vim(1) €54 AT UEE £ ex(1) dr4-7E File ¥ FTH K FROM_REGEX AL TO_TEXT’,

$ vim '+%s/FROM_REGEX/TO_TEXT/gc' '+update' '+q' file

TN
LR AR SR AR ISR B A BRI TR E B AIA.

A (file1”,“File2"f“File3”) ATRMEM vim(1) 8% perl(1) HE it ENFRIEKFI TN IR,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/gce|update' '+q' filel file2 file3

R
e AR R A T Bk “No match #iRR T & #k .

$ perl -i -p -e 'S/FROM_REGEX/TO_TEXT/g;' filel file2 file3

1 perl(1) BIF, "-1" RES—DEARXHRELSE | "-p" BRNMERTARERH.

2N

FRASE-1. bak B - 17, AIMEXHE BRI . bak" BR A7, MTERNBR , XESMERTPRELTHERS.

=z
=

ed(1) #1 vim(1) {#F BRE ; perl(1) {&F ERE .,



https://manpages.debian.org/unstable/ed(1)
https://manpages.debian.org/unstable/sed(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/ex(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/perl(1)
https://manpages.debian.org/unstable/ed(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/perl(1)
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1.6.5 MXAIMAHIFRME T IR
TEA—NXASHEDPL, EEAT 2004 4T Debian JH AT E & FAIARN | LTI,

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

RN
2 I,“Debian 52" 3EXEFTH) Debian s0SMEH %,

Awk 2 SR MX TSR S PR B
=l T 3IBIF

$ awk '{ print $3 }' <DPL # month started
August

April

January

January

April

April

March

$ awk '($1=="Ian") { print }' <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk '($2=="Perens") { print $3,$4 }' <DPL # When Perens started
April 1996

Shell (%40 Bash ) AT ARASESHTIXFHIC M4
=\ T 3I6IF

$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

N4 read ERA"SIFS” (NEMENIRRT) FHRFRIEITHIREZ 187,
WRGRKSIFS AN 7, RATLARIFHIGE R shell k7347 /etc/passwd’,

$ oldIFS="$IFS" # save old value
$ IFS=':"
$ while read user password uid gid rest_of_line; do

if [ "$user" = "bozo" ]; then

echo "$user's ID is $uid"
fi
done < /etc/passwd

bozo's ID is 1000
$ IFS="$01dIFS" # restore old value

(WRER Awk HEIMRINE , (ERFS=": " RXEWN IR )

IFS 4% shell ISR DEISEY R, GSBMRMBAARY RWLER. IRSHIMENS|S5E]| S+, IFS KEOAMEAT
1. tab FHRITHF.

HBIE(EM shell () IFS £33, 24 shel BEIAK—TIREANSERMAR , SRE—LEHFERE.,



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders
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$ IFS=":,"

$ echo IFS=$IFS, IFS="$IFS"
IFS= , IFS=:,

$ date -R

Sat, 23 Aug 2003 08:30:15 +0200
$ echo $(date -R)

Sat 23 Aug 2003 08 30 36 +0200
$ unset IFS

$ echo $(date -R)

Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 ATEEDLSH/NTERZA

use ":" and "," as IFS
echo is a Bash builtin

just a command output

sub shell --> input to main shell

reset IFS to the default

TEREAEREER—ES , ATAM—LABFE.

BERE (E—1TRWA)

Ay SR

find /usr -print

FRE"/usr” THRFTBXH

seq 1 100

B/R1E]100

| xargs -n 1 command

ENEETRNEG—EASH , EEHRTHS

xargs -n 1 echo

IENEEE KRR , AR , DIRARZIT

xargs echo

ENEBTRRBITRIFA—T

grep -e regex_pattern

NEEIIk , BAH regex_pattern RI1T , HeBUH K

grep -v -e regex_pattern

BINEETXR , B EH regex_pattern BT , TEEXE 2K

cut -d: -f3 -

IENEBEX , A" AlRHHE =3Itk (passwd X35, )

awk '{ print $3 }'

TEHAERIRITRI S =3 e R 5k

awk -F'\t' '{ print $3 }'

JEF tab BEFRFAIE =3 HE BN 5k

col -bx Wi RI&SE , ¥R tab AT
T & tab BBE|TIREE

sort| uniqg

AP RIRERTT

tr 'A-Z' 'a-z'

BRNFEER AN NG TH

tr -d "\n' H2ATEZEA—T
tr -d '\r' ERIATRIZ= 7
sed 's/n/# [ TSI BRI

sed 's/\.ext//g'

kR . ext”

|
|
I
|
|
|
|
|
| expand -
|
|
|
|
|
|
|
|
|

sed -n -e 2p BREZLT
head -n 2 - EREBIHEIPITT
tail -n 2 - BREEMIT

Table 1.27: Ei#dn S/ NTERRIAS R

£/ find(1) A xargs(1) , 84T shell IABEBIES M4 LIEHMMER , ATBITHARRMMES. 205 1015 77

FZE 9.4.9 7.

L{E A shell ZEAEXAEFRIRMKER , FELBE— shell {A (ZHHE 12.1 7).



https://manpages.debian.org/unstable/find(1)
https://manpages.debian.org/unstable/xargs(1)
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Chapter 2

Debian IX{4REHE

HE

X—ERESMFEERAASA : trixie, .
EARXMF APT R MW EHIE RS ARSI K. BE % f£°/etc/apt/sources. list” 3 .
"/etc/apt/sources.list.d/*.list” XX 4 8i"/etc/apt/sources.list.d/*.sources” 3 4 B {F {a
77 RE S

2.1 Debian A EIRHIBTIE

2.1.1 Debian ¥ 4aEH

Debian 2—NERBEAR , ERI—BHME BRGNS —HBaFIMIREF S REN].
FEIEREGRBIGIRALT HTTP F1 FTP (7 ki51R) Debian 43, tATRAGEA CD-ROM/IDVD .
B#i Debian WX HHBEEAGRSERGE LA (APT) , CREBERMMEXLRIR.

Debian SFAER AL , YEAELE , TR AP AMEERESE—REN - HBKEBEIARSSF. WNE, B
77719 AR FF amd64 ZRMIEER 4.

Dbebian BRHAEEAGAFENRL  BFZ I ELEEN G R FREFMERE AR, BE , ROEE IR
&,

« apt(8) AT AN ER G HTIRME , BERABNIIK. BIRMBRETE.

. apt-get(tj% E?MH*DZIKEPU%FH Debian ZXHBEHE AL, BT apt AOJRANMA{EA—DRKIEER (8 LTEIBH
Debian &%),

« aptitude(8) £ A— MR ERN XA REREE S REMRAGBMIL R B,

212 FHEAEE
TR Debian REHAHOAEN LT,

« SSTHAREAER , ERGARESKNRGETEEERASEMRASER EITHFEER.
* Debian HERGEE RNFAECE. RAER , KEBELEREAIRANT TEMEEZHPLEE.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
https://manpages.debian.org/unstable/apt(8)
https://manpages.debian.org/unstable/apt-get(8)
https://manpages.debian.org/unstable/aptitude(8)
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RHER MTE AN | UtER
dpkg o 6399 | FIT Debian MEEKABEIERG (AT
ant V:895, 4682 FERGHTEEREEM APT By
P 1:1000 apt/apt-get/apt-cache
aptitude V:32,1:1169 | 4621 | FREFEHEX L NERXEEN APT Biig : aptitude(8)
tasksel V:37,1:984 | 346 FARE IR IEREHR{ES I APT Hivg. tasksel(8)

unattended-upgrad®sl2s, 1:182 | 320 AT APT ISR MREE, , 28R ELTLEH

gnome-software | V:153,1:257 | 4707 | GNOME &/ (KA APT Hitm)

synaptic V:30, 1:1274 | 7788 | FIEAKHRHEEEE LR (GTK H APT fivm)

apt-utils V:412, 1:998 | 1139 APT SKFE#EF : apt-extracttemplates(1) . apt-ftparchive(1) #l
apt-sortpkgs(1)

apt-listchanges | V:388,1:890 | 562 | k@ AHERIZRETA

apt-listbugs V49,168 | 512 EER APT ZERIFIE ==K bug
apt-file V:15, I:55 89 APT XHFBERTE—H4S1TRA
apt-rdepends V:0.4, 144 |39 1% RFH AR

Table 2.1: Debian #x4-AEET A%RK

s BMREAETEBCHIERE , EERARER F#EO debeonf(7) KB G-EAHLIRITTE.
* Debian FRZBEIRG-BEEMNAE , RAERIER — N TRITHRIER.

« RYGEH AR ME ARG T ANSEIRE. BENANREFSERILATRE KGK.

s MRHRFHPET " LAARLIEBENRS  FEREERNRK.

s BANERETTDBEASGEERFHNEM. XTEAX AT RAREENEARITHENFEFE T,

2.1.3 EARFEEm

A

X%Wﬂﬁ{ RIREEHPREREE. BURESITHRRAEN—EM , XEERERERN RS EEMA | 4
o0 ABl YmiFzs. FERRAAR R4S,

Debian ZGEIE AP FNMAXRIFER I TLLEHK stable [RA. HEMR+5 T 1% Debian REeHT , MRV L&
1B T3 IRTsETE.

s HIRXHFAEME testing B¢ unstable

o« RS ERELEARAER Debian FRE(EAHEIE Debian A4S E | 420 Ubuntu ,
o NE@I“/etc/apt/preferences’,

* RTRSERNEEZNE , MATEERE 43T H-aEE TREMENAITA,

o NE(FER“dpkg -i random_package’RIEAETEREA,

« #6R1FM dpkg --force-all -i random_package RIE(TTR{EA,

o REMFREEM/var/1ib/dpkg/ IS4,



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
https://tracker.debian.org/pkg/dpkg
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://qa.debian.org/popcon-graph.php?packages=apt
https://tracker.debian.org/pkg/apt
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
https://tracker.debian.org/pkg/aptitude
https://manpages.debian.org/unstable/aptitude(8)
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
https://tracker.debian.org/pkg/tasksel
https://manpages.debian.org/unstable/tasksel(8)
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
https://tracker.debian.org/pkg/unattended-upgrades
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
https://tracker.debian.org/pkg/gnome-software
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
https://tracker.debian.org/pkg/synaptic
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
https://tracker.debian.org/pkg/apt-utils
https://manpages.debian.org/unstable/apt-extracttemplates(1)
https://manpages.debian.org/unstable/apt-ftparchive(1)
https://manpages.debian.org/unstable/apt-sortpkgs(1)
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
https://tracker.debian.org/pkg/apt-listchanges
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
https://tracker.debian.org/pkg/apt-listbugs
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
https://tracker.debian.org/pkg/apt-file
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
https://tracker.debian.org/pkg/apt-rdepends
https://manpages.debian.org/unstable/debconf(7)
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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o RELNRIBEERIRNTEFBEE AL M.
- IIRFTERE , BENIRKE)/usr/local’s"/opt™H,
X} Debian KHEERRE , BE LEMNTAHERE , SSBAREXN , TREAFRNARTTIAER.
BITREMES RS 2SH0™ER) Debian REEE R, MAX(E AEIMNATRDTHERE .
s IRBETENEH MERRSENEERTYRGNN , MAZEM Debian REITRER (BERLEH).

- IREARGEE REMRM ARG RREE.
- Debian ALK X HIFEE L H TIERIETA.

2.1.4 FEFHENER

( : ) /vy
XTIEEWEQQEFHE%% , BNERATARLENN stable B, NTHRAMTHREEKRME PC hEFHF
Bk,

REFRAELMHFATTES | RAMEAINFZIZEFETOEITEMNK testing 8k unstable bR,

EREFER TERNBIER— DA |, EEAEH TIRESA SRR TR RE |, FF.LthixE) Debian AR RIHER,

XANFRMEE A SRR EmFHE.

« {#f testing iR , KfrL , ERB3ASIAHN , H Debian R4EFEHR QA FELMFEIE |, Lbin : Debian FH4:
SR, R HFIRAERKE FEIRIRER. £ testing IR AEREEE E SR BIME KR L BB RMRITFHE.

o IERYIREMRE testing ABNMAIEL HEML (£ trixie-fER-stable RKAFAERIN , £ forky”).

s KIFEFMALRHE—ANAE , (MNERECHETERE , A FNEHEGERXNMRBLEEFNRAS, ST
XANEH , Debian A FHFFA B BMES | RME IFHRE BRI,

£/ unstable JREAFHEFK. unstable RNFEABBRIKGEEE  ENEBNLAFERAMES 2B FHRER
ERBERREEH MG, RE Debian LM unstable BRIEAZ MEHZE R KEAFETAE , (BEELHE —Lik4AR)
B, FHENFHR—IBIERDBERN.

XBEF—EEATBHEMEEN , HERE SRR Debian 3EEH bug FRE.

« FRATENSE 3.2 PHEEESRIERZ.

« JBIIH Debian AL stable JREREIF—MHX |, TJRMERGBEBHI TGN

o Z[BRI apt- listbugs , XATRAEFKZ B E Debian Bug FRERASE (BTS) HHEE
o SPGB ARG NEMRIER BB T fEKAF R RS

/J\It,\
WMRARTTAMENX LT AT —A , AMRATRERIRM4F(ER testing M unstable RIS .



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
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2.1.5 Debian #42 FEERY

R
Debian MZEFEE ABURKIE X5 N, Debian BURXAY , 5% 2 & Debian R4EE,

AT RS P Bk EE Debian #4ERE.
TR, B{ER APT Z&Z:3kjla]) Debian #43 FE,
APT RAZiE LERBURIRIEAIFSZ , 1E sources.list(5) B,

S FHEAR HTTP alali tr1x1e RS, IRFIFREE /etc/apt/sources. list.d/debian.sources” F
KT H deb822 AR {3t

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: trixie

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: trixie-security

Components: main non-free-firmware contrib non-free

N
MERIRFIFRZFE"/etc/apt/sources. list” B"/etc/apt/sources. list.d/*. list” iR itiE|HE
1708, EREATER

$ sudo apt modernize-sources

deb822 AAFAIRIAHIRBERIAT.

. BTN /etc/apt/sources. list.d/*.sources” STHE,
AT BIFRENZITIR , EXT APT RERBURIR.

* "Types:” ETENFIFREE | Bl"deb” F"deb-src”,

« "URIs:” ZYE X Debian R4 FE URI AR,

« "Suites:" EWENT KITHREMRI &K , BRTLUMEREHETARS.
« "Components:” ETIxE Y Debian 43R EFREHRRFELTRIIK.

ﬁn%% U aptitude , EAARNEAEEME XM ITHIE  “deb-src”E XA A&t A%, XA DAINEAYE FE iR
EZ R

URL TTR R https://", "http://", "ftp://", "file:// -

"# FERHAT IR | R,

X8, HMmm T ERARS trixie’s"forky” RABEMH L stable’sk"testing” , PUBHT—/ stable fRA%
i EILESL,

EF N
MRRELRPEFF, FRT sid K & “trixie” , PARI KPP BT L £ F K “deb
http://security.debian.org/ "X T E K deb822 FM N B MAFTE 7. K& EBERT

“sid” (unstable) MREFEHMHEERE.



https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://manpages.debian.org/unstable/sources.list(5)
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G

RZE URL =4 % BERR

RUPITACh.debianorcl} seaple | trixid el BKER , MISEM stable £
nUpildeb.debianorel testing | forky | EREREREHFHEMHE testing £7

RUPIIAED ASDIaNO/ g aple | sid | AmOKKERRSHIEIE unstable 275
PUp/deD.debian el oy perimentaliA | FFAETATRBMA (Tit , RERTHAE)
gggigg/eb.debian.org/- stable-propd:sédia@?e?é&*—’%ﬁ%@etgble HIRRRAR (/NEA) ZARETERT (]
gtécg;/a/g/eb.debian.org/- stable-updatesxic 'E@?ﬂ%ﬁ?’; r(()%)%zg;updates EHRNTE , FEEEE,
b ldeb.debian-org/l s tabe-backpoixs e AEKpMrtas ting M HEHKATEIFENKIEE (Tik)

http://security.debian.(
debian-security/
http://security.debian.
debian-security/

)rg/fab le-secutrfiyie -seahid MR ETLEH (EE)

"UEsting- sechioiky | SECMBEERS IS | B HIN G

Table 2.2: Debian #4% FEih 5%k

£ trixie Kff5 , TEZREHHTEMEK Debian AR RN URL MEMHASASHIIR.

/J\/El\

@ AEHERLTHNAFE stable release AT URMBIENFETEN, 1Z17AZ YK stable release i}
AR EEZFIREG—L¥KE testing 2} unstable release AKX A B A LLIZTT4AL4H unstable
release JRAE EAMNE , X EFAFERAKNALASTHEK. MR stable release RATIREMNFER
—UORR IR TR A | Y5{E FASk & stable-updates #1 backports (W5 2.7.4 F) RERM4E, FRHXLER
R IERSM IV

VN

@ #E'deb” {7 | {RAZEBIE stable , testing % unstable EHhE— BT | MBI deb” 7
JRET stable, testing fl unstable B , APT ZFHBHITEER AT FH A RERFINNRERS
B, REF"/etc/apt/preferences” XHHARMHERNIHE , BERNIIRAREENN. (BEFSE
277 ).

N
STF{ER stable £ Debian RGEME , EFYRPBEH A http://security.debian.org/"HNEE
NEREE., ESRBRREEN.

AE

Debian Z2RFRELMEIE stable MEENT LG, XEITAHRTHTARTEN., testing RAREFHIGRG
R—E L% Debian ML LHAKBIE. AT —EER |, XL4THEXS stable MEERB AT, EOJaET
%12 81EM unstable IREAREE] testing, unstable MEERGE , XHEMETFEBY. BEHPW
unstable BEFBEE A TFTHUFHRRRA , RAEFAT LREFTHETEBIE. FX Debian [EFELIRR 2G|
5% N, Debian £ [a)la)#l |



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
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X REaHE %’xfﬂF@éﬂ{#ﬁ}& ] \
i 26235 %ﬁgizﬁm BERERHETES H%T (DFSG) , FAAMKHT

A7 %& Debian BERXHFES
R NEZERRINES

non-free-firmware 75 7%t (DFSG) , [EREHAGRRET

contrib 364 M Debian ERZHFES A% (DFSG) , (BT non-free
non-free 1045 AEN Debian BEEAIES 4T (DFSG) , FEAE
non-free-firmware
Table 2.3: Debian [H#4X1s (area) ¥z
FREEmREER amd64 2241, main XIFIEHE Debian R4 (W% 2.1.6 ),

Eii?ﬂt»ﬂ%ﬂ%:%ﬁamﬁﬁrﬁ URL , X%¢ URL 7£ dists 3k pool Z /R &AHMEKI , Debian #4Z FEREBH AKX
4TE20

FRATRRATAREASASRIEE . RAITRIEFZ XTI LMEEMFNRGE. EFMKSHIRBEMNT.

suite = unstable

B8] suite = stable

suite = testing

£ trixie X&nfa

codename = trixie

codename = forky

codename = sid

1 forky X )g

codename = forky

codename = duke

codename = sid

Table 2.4: EHFNARSHXR

RSHAES A, Debian FAQ: 6.2.1 DARTHIIHPLA S 4 2

TR A& Debian R4RAE |, “Hi4 section” X —ia4FTEIR Y FA4UTR » LMK GE T, (B2
section”) ii—iﬂ?ﬁ E‘J‘A}ﬂﬂ%ﬁﬁ Debian A4EXH , £ X main FE” HIXI,. )

Debian FF%4% (DD) ®X_E{£45k#8%) unstable EEFE (@i incoming 41F) |, AR LR EB SR
B unstable *ﬁffﬁt‘:’mﬁ%ﬁtﬁ’#ﬂ%ﬁ

202R DD HEITE R M FETHREMX TR AN | XIEH 27E Debian FFREBMFSIRFHITAE.

1£ Debian R4 AP AR EE I unstable MEFEHRBNE testing BRFERT , AR EAP AR E B8]
(#4 2-10 X) FIEHEHK RC bug HiEFRE , ©=AMAREN T AN RHH testing MEEFHRIKERS. X1
HFR{E1S testing MERFIER EMTTA.

BT ARAGHEAIS KBS IREMRERTRE |, FHIT2FhTM , F testing BEETE— , TG, R,
¥IHR testing EERRBEHRDECLFIK stable RFE |, FAFH testing REREQIEFAIMRDLZFR. F
H testing MEEFVNNBMFTAHN stable Ké’lffﬁﬂﬁwg?aé*ﬁlﬁo

unstable #1 testing R4 EEEBATBES B AL JLAE R S EAINGAT R/ N
« IR B LERIREE (Z0TF unstable)

o REZHNREAEIMNEE (ZXT unstable)

o MEENEREEH (testing 1 unstable )

o FATRRE | BIANBHRIKEE (20T testing ) %,
Rt , 20RARRE (X LRUREE |, IR XA 15 B SRS axX e

, FEES ("'main

BB N

/J\/|:,\

TEHH stable RAAH BRI A , KEREHA PN ZERTAERESEMNMK stable MRE , RIEMD
@ i@ %E{FR unstable 2 testing A4, EXMNTERIF , unstable testlng BRENEGKEZ

. K{EMH unstable BMEERNR %E?EX’ET%%EHE‘]IVE&*E@ RAAEeLEBZZORHBHAER

FitH. testing MEREAKRER , RABBEEMEELEIFN stable MEFEMRIMKANA (Debian

testing &£ /0% 2008-12), —1A FAMIAE | MRS EE | unstable 3 testing Eﬁefiﬁ

VFRTAE A



https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
https://incoming.debian.org/
https://lists.debian.org/debian-devel/
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
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ET VN
IRER testing RYRFER , B—/NEBMRAERAEAS| A BUE % 7T L% unstable RREFHEBNKRGE (B
&5 bug ) KRR,

PR FERTE XS N, Debian BUEIAY,

.« H5)

SR
ARG

< REBNLLEE

2.1.6 Debian £ 100% K E HiX{EF

Debian & 100% BB B4 , JAA :

« Debian BHARREBBNM , XHEET AFKER.

« Debian 7£ main 7 R4RHE BRI,

« Debian #iXRE1TRE main KB BERH,

o £ main FREHEE | IRBIKEEIEETE non-free 3k non-free-firmware 3k contrib LR,

BNEME NN ERERERFTAE.

* “Debian B4 2 100% MBI, (Debian 1t E32AFHE—K)
o Debian JRE £ LH—t non-free-firmware. non-free 1 contrib ¥4,

RATIRRA , XHAFE.

« Debian ARG EF 100% HMBEH , FEERKREEAT Debian %234 main X%,
« Debian RZ Z AN EE T Debian RS-25f non-free. non-free-firmware 1 contrib X,

7£ Debian 4 #2224 4 KF15E 5 HKIXET T SRR -

o FITBMFEERENNA R BB

- FAVBEZANWA P RBERHNTENSE. FTATBANEEBMNFE. BAPEESFTERE S K
MR FRIRMERE, IR RXIE Debian REE_EERIFFEIM , BAIHALZR @ SIZFGERXEB IR
MAPZEIFEM., ENAFEA , RN EENS ST | FlEAIE Debian DLUEEVAKIREES. A
Tﬁuiﬁk‘%%ﬁ PR, BATRRMEE . SFEM. 100% BRI, AN ] AERR LEFEX L4 77 TfE AR
TRIEIRS.

* BPEAERA R A I B B4

- B{anE , FEKNMA P SEF RS Debian BEEREES ASTHESR. FROTAXEAER |, FERNKRE
FEHY T non-free”, "non-free-firmware” fl"contrib” B3%. EXLEBEF THRIREE , FAET Debian
REREENSHECE R TATE Debian FERA. FKATSRYEEHERFNIZIXL B T T RRERIFE , DLHIRT
ATE AT AR P EITX . L, REIEBHERHFHIE Debian REGH—F4 , HITNZIFEAIHIE
A, FEEITAIEERRHRE T A EIR BN NERIEIRER ARG AR HM4S13R), Debian B HEAN T AEE
Bl , B E Debian REEHK—F9 , X2 —MFIS , BEBIL Debian BT HEEXLE HHEH L.



https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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TE
1EEATH Debian #1#£32%) (Debian Social Contract) 1.2 hRAN3E 5 £ &FRAIKIR X AH _LE LA B FEHAE.
FERBAE Debian HEFRLFFABR T , XN FRELA R AXAEZE LRF—B

BANZT f#{EH non-free . non-free-firmware # contrib FRRGEBIEETHNK :

s FREMRRGESKEBR
* X% Debian SEHBMZRF (XL EATTAAAIEAR , Debian RNEEHITTTLRIXFF. )
. /-ﬁ'*'f 100% QEEEH] Debian /\,J[_,

Debian B H#HE T 77417 Debian i3 T B HEARA#RAE. Debian XAREAEAR BT & IZ MR , BT,
B, EARFEESIE. 3§13 Debian B EBRREAFAETEE &,

HAM) non-free,. non-free-firmware # contrib #HEEAE T FHIEBK BRSNS AN HEAL :

 1£ GNU Free Documentation License FHIMHAEE , BERZHENS , tbin GCCHI Make B, (KZ ¥R ALE
non-free/doc $%%.)

o AERA RN HEIBEENEERER , FINFES 9.10.5 Th4EA non-free-firmware 3t ER. (Z

F non-free-firmware/kernel Ef4y.)

o HERANFAERAA, , SFELE ARSI BB BUA T T IR,

WEEE | non-free.non-free-firmware #0 contrib B4 HKEE /DT main HEBK 2%, /415378 non-free,
non-free-firmware 1 contrib FARSEMIERHEBARKIR. {8 aptitude(8) e R E R RET BUR LM
Al MR TE2RIES] , A RULRRE RFKBENMBORREGE | RKERNASRIFER.

2.1.7 HHBEIKEKA

Equ’”bﬁg] RGBT HAT IS FE P AR At 35K B S BAA B SR IR (I — R 3B EES. TEHE—E1]
ZEX

o R
- LEXTRRE , FTATEX B R4 aER AR R ER AT k.
" PR
- ZK{UTF Depends , B34 BB IR BT TR TR .
v g
- XERRF—NE , ERRENRRBRR, REUBAFPASERINE , FIFEXESIHATE L.
=

~ RSSAOREL A BRSBTS BT P SRS | (BT HATIUAEIE 48
R

- XERP—MERUNBRAER | REMEER.
R

- RO MR IRANTE. —BRRTT AR R FHES I T R,

o " 7*5@11



https://www.debian.org/social_contract
https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
https://manpages.debian.org/unstable/aptitude(8)
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- XRATBRARE . AT REXNREBLABER TS R,

. TR
- XRIIIA R L BT 1

- KX MR BRSO BETH RS FITIEE.

TE
HIEE , EEPE Provides”, “Conflicts"M“Replaces”E L E|— N B AR — M AEMEE. XWHRT EEM
— AR BER K — MR A B BRI E.

B EIBARIBKE X RARNE AN T the Policy Manual: Chapter 7 - Declaring relationships between packages.,

2.1.8 AEHENEMR
R APT IR S TR () B BTN,

« BH (‘apt update”, “aptitude update’=z{‘apt-get update’) :

1. MITFERYSE PR AL SR e ST R
2. ERMEH APT F BANA Mt TR
s 7tk (‘apt upgrade”#“apt full-upgrade”, 8“‘aptitude safe-upgrade”fl“aptitude full-upgrade”,
m“apt-get upgrade’fl“apt-get dist-upgrade”) :
WEEERA , EMRENRGEEEEEZNNATBRA (BISr& % 2.7.7 )
R RER BRI R R
MRARIEIRA S EREMIRARE , & MITFRYSE EERE ST — 3R
fif B AT AR R — 3t R
1Z{T preinst A
T TS
1&{T postinst f&

N o gk wDhe

o ¥ (‘apt install ...” “aptitude install ...” zk#"apt-get install ---"):
1. EFEHSITHIHNE,
2. fRFERGEKIR R
3. MIEFER S 25 R ER e — gt
4. FREFTAREN KR
5. iz1T preinst fijZs
6. T IS
7. 1517 postinst A
« #%F& ("apt remove ---”, “aptitude remove ---"B{“apt-get remove -+’ :

1. EFEHSITHIHNE

2. fRRREFAKBR R

3. 1Z{T prerm A&

4. BRERENXH , BRTEEXH



https://www.debian.org/doc/debian-policy/ch-relationships
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5. iz{T postrm iz
« /5f& ("apt purge”’“aptitude purge ---"E{“apt-get purge ") :
. EFEGSITHIIENE
iR AR BRI R
1T prerm fiAs
BRE TR , BEBEESF
1£1T postrm fJZ

=

a > D

B, ATKR , BEEAR T AT,

2.1.9 XAEHERBKE BN

YRRAZENEAE R B 7 30RY . B — PR3 RY 2 Debian 4552(0“/usr /share/doc/package_name/README . Debian”,
BRI X E ) /usr/share/doc/package_name/"FHIEE XY, MRIFKZE shell A% 1.4.2 77, AT
A

< o

$ cd package_name
$ pager README.Debian
$ mc

IRATRERBRRELL - doc” fddith 4 HUS B STAYEA - SR ERE AR (5 ..
MBI F— MEER BRI T (A8 , — BB 56 Debian bug JREZFRS (BTS) Mk,

Py e

: e
E)qejk;%] bug ERERAREE (BTS) sensible-browser "https://bugs.debian.org/"
REBZFREFE bug FRE sensible-browser "https://bugs.debian.org/package_name"
bug Jm 5250/ bug TR sensible-browser "https://bugs.debian.org/bug_number"

Table 2.5: fiRRAFEIRAEIEB A EE M,
{#F Google #%& , EXREEFFHME“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”
FE,
LYRERIE—H bug IRERT , 5 reportbug(l) f54.

2.1.10 ZfAkik Debian F4E

LIBF 2 NAERZEMERAEERT |, SERNXBAE RENED , (RRME TR — MORR | SR RN, 3K
INANT LR 2 EEai 4B BB EHLE.

cEEM . E>R

o 24U : main > contrib > non-free

< K TE > EE > HRfE > Ak > Figh

< 15 EESF TERGBRIIRER , flan smfE

» Packages selected by the dependency package (e.g., gcc-15 by gcc)

« TATE  ERESETRKIER LB EESNS I



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
https://manpages.debian.org/unstable/reportbug(1)
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EHHEE 4 EL R NEN

BTS (BRFEIRERARSY): IXH RC RAMERIE (XARK. EXTENRE)
BTS (RFEIRERARSLL): B & BAMEHRE R A%

BTS (BRFGIRERARLE): BEE L HNIEHIE K bug 8

* BTS (BRIGIRERALE): WEEAFTE (non-wishlist) GRiGHERD

%eglgggjg/‘ﬁﬁﬁﬁﬁ‘tﬂﬁﬂﬁ‘tﬂﬁ CRIE  ENRREEES THEZAEAXRERMAERENKGE. RS

2.1.11 EHMA—EREKIME

TCRARRE E WP Debian REEM | RNAFRIZTEMNEFENGFENTEFRA. BMERIEHTY Debian EF
i@ﬂﬂﬁ%#‘ EHE3E Debian E}‘]Pﬂ‘/ﬁiﬁ FREIXANFEFR ZSHBREGE , EAINEKTREM/RE 87K Debian &5t
~—E,

£ 2.7.7 TTEMAM apt-pinning FHA , RAKREES HEREAERGEBERERTEXEARR LK ZHHEK
Ha , EXHREAEAERFERNERZR , BB TsEEIA AR F R RS,

FERMTEXERRSHHAB LA , (RFEEEXRTEFAERMIRE AT Debian REHRANLLBABRFE.

 ERAMNADE U L SRR EREIHNERF (0% 7.7 1),

- FZE M GUI (BEBARE) F2F , i LibreOffice #1 GNOME A8 , 2% Flatpak, Snap 5 Applmage
REBIFLE.

o B — chroot BZSMUHIMERERMEITXHNTEF (305 9.11 77

- CLI 54 BEBIEFTE F AW chroot FRRMBUT (’Q)ﬁﬁ 9.11.4 *ﬁ)
- REBIE | EEBRENNER SN TENEEIE (3058 9.115 1

- BOMEFEN_HFARMAERA , MYRE T Debian ALHE .
- XE— P ABRMRES (0% 2.7.13 ).

v

2.2 EiBHaEIRRE

1£ Debian REFE L ET APT {48 E1E T A PA#E Debian A EIHTET CENRGEEIRERE. £XE
KITENA 3 HEANIRGEEEHETH : apt,apt-get /apt-cache 1 aptitude,

X T BB SRSE FTA BIT BRI B ETRRME | RIE root AR,

2.21 aptvs. apt-get/apt-cache vs. aptitude

R aptitude EEETRERAN— N FEFNAESTAR , BHRMZME TIIER

« RNEWIENIRA AT JG7E stable Debian A%t L aptitude d&REITERAR R TR,
- B{F A apt full-upgrade” Bi“apt-get dist-upgrade”sEftfTX/N /€. $ M Bug #411280,
« aptitude 4 HEN{EL AT testing 8 unstable Debian RE KGR BRI,

- XMEUNA T HE ARG ER R, BAERR.
- XMUFRZHEB TR BRI HEENI A BIRAREE KK , #5120 gnome-core,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
https://bugs.debian.org/411280
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- ZFFRXAEE , ATRATE aptitude dy4 AT EFPUHFRITHREN/E, B aptitude , JF{E A apt
full-upgrade’,

apt-get # apt-cache BE&REMKNET APT NXHEEETA,

« apt-get # apt-cache Rig{tanS4TRAAR@E.

. apt-get BHITERANFERGEHRSFRIENREELA.

« apt-get T —NERAMIRFOIKKHEATES .

. apt-get MEHRIFENERAE. BIEREPNNEIFEETREER,

+ apt-cache R4t 7T —/MRAERIIERFRXTRIE RIREB L FRAHA,

« apt-get # apt-cache AJLAfER /etc/apt/preferences REHRAGBRL MRA , (BXIFE B,

apt B4 E—MATREOEIENEESSTRE, BRALE apt-get, apt-cache FEMGLH—E% ,
BT LA P ERRE , ERAEA T ELEA T IR E AN,

« apt TRERFAEA apt install RKRHBRET —NRIFRFHE L.
s ERNRE TERNKGERE | apt BEOARREEFN . deb KA.

2N
B AERAF apt(8) AT EAMERZR , ML shell A (&R apt-get(8) F1 apt-cache(8) #i4.

aptitude ey 4B &IBAKET APT KRHBEHETA,

 aptitude T — 2RO ERXAFAFARME.

« aptitude RFHRET — S HAFARE.

« aptitude EATHEREEEE (FlIKEDSTENREGENERTANGKGE) WREGETA.
 aptitude MEHFRENERES. BIHEEZHRANGFFEEITEETIE.

« aptitude 1@ Ht—MERAIE NFREARIL R ITA RGBT IR,

« aptitude TJIAEERMEAMNZMEA , FHFEARFEA /etc/apt/preferences , X&+HHEW.

222 @TRREMRMEEEIEIRE

THEEZEA apt(8), aptitude(8) F apt-get(8) / apt-cache(8) s SATEAIK M EIFIRIE.,

apt /apt-get #1 aptitude BERBIRR , I&B KA,

“aptitude why regex’fJRl@id“aptitude -v why regex’¥|HEZHEE . ZXMURNEETRUED"apt rdepends
package” i“apt-cache rdepends package #kEX,

X4 aptitude AEMSITHREN T EINEBRT —LEE (FIRIRERIFER) , RATUEZ FERRTR T e #Yi%
22RO EER,

HE

B aptitude AR T ERTMTHEE , FIANILRMIKGEMENTZS , BENEFREESHT (HTESH) —LR
3, 540 Bug #411123. Bug #514930 K Bug #570377, NE%E) , 5 apt,apt-get # apt-cache &4k
Bt aptitude 654,

{RATAfE aptitude” /FTEE A6 15800,
BLZ NS, aptitude(8) Ff;F*/usr/share/doc/aptitude/README f{“aptitude F FFAL



https://manpages.debian.org/unstable/apt(8)
https://manpages.debian.org/unstable/apt-get(8)
https://manpages.debian.org/unstable/apt-cache(8)
https://manpages.debian.org/unstable/apt(8)
https://manpages.debian.org/unstable/aptitude(8)
https://manpages.debian.org/unstable/apt-get(8)
https://manpages.debian.org/unstable/apt-cache(8)
https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
https://manpages.debian.org/unstable/aptitude(8)
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apt-get
s aptitude / .
apt i&ik B apt -cacﬁ‘eﬂ
B
aptitude apt-get - won = =
apt update update updaté AR TR
aptitude apt-get
apt install foo | install instalBedk “foo I E A RIERM A LK B Rk
foo foo
aptitude apt-gety — oy o . \ N T ek
apt upgrade Safe_upgradapgradetc:&'E'ltcz*éE‘]’%AFF’EE%%@H&ZF%HT%%EWﬁl:E‘]’#M’-“F@
apt aptitude | apt-getiixCTEARGEREERT , FEHFEAESBRACHRK
full-upgrade full-upgraddist-lp§rade
aptitude apt-get
apt remove foo | remove remove & foo X4a , (BB TRCEX
foo foo
apt-getycnr == =t £
apt autoremove | N/A autoree&g\[}%xﬁﬁagﬂqQzﬁlkﬁﬁ‘]@\ﬁ:@
aptitude | aPt-get
apt purge foo P purge | JERR“Foo Ki-MALE S 1
purge foo foo
aptitude apt-get. . .« A - N
apt clean clean clean | TCETRIRASHE RIS TR
aptitude apt-get. st bt - N
apt autoclean autoclean | autocldBprAit e BRI AR BRI EA ZI M
aptitude apt-cache
apt show foo P show | BIR“Foo”#kHBAVEMIZE
show foo fo0
aptitude apt-cache
0
g\iistearch LE search search 12&RILEC regex BIEEEE
= regex regex
aptitude o ST
N/A why regex N/A | fi#FRILEC regex BUEXAELIAZIIK R A IRA
aptitude
N/A why-not N/A | fi#BILEL regex B LRI RE
regex
apt list aptitude

--manual-install

eaearch

~il~M'

APE MM F e

showma

Table 2.6: {#/ apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) Kifn S ITR AN A EIRE(E

i 1% Vi

-S Rilan SHZE

-d URE, A TICRE R

-D EEFNTRABIRR , BRRERuH

Table 2.7: aptitude(8) P EE 6541



https://manpages.debian.org/unstable/apt(8)
https://manpages.debian.org/unstable/aptitude(8)
https://manpages.debian.org/unstable/apt-get(8)
https://manpages.debian.org/unstable/apt-cache(8)
https://manpages.debian.org/unstable/aptitude(8)
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2.2.3 aptitude A E X {FH

REAZEANSAEEE | RATUG TEAFUIEENE3) aptitude .

$ sudo aptitude -u
Password:

TR EFREEERNAEE | FUSANFEN LR ERRMGASK. aptitude FEMBCERFE~/ . aptitude/config’,

N
FARARAEF root MECEMIAREAEM , FTME LEKHFIFHEM sudo -H aptitude - fE"sudo aptitude

R
% aptitude A ERK BN , 2 BFREFPITHRE. MRERAER , BTUBE SRS CiF - “BUHR
PATHIENESREUHE.

2.2.4 aptitude RIRERLEE

e SR PN B S AR B SRR RN T

TRIERE BB ETNRE

F10 8k Ctrl-t X8

> BRI (FNTEMNBER)
F10 - B - FHFPFH SRR FPFH

u BHRFEEEERE

+ MRCA I BRME TR B

- oA RERRR (REBCEX )
O BESRR (BRRECEX )
HREBERARITRE
WCHTB R TR (ShfF2nH full-upgrade)
THE FEFHFTRNEF R
BEZREAFRFEE

BE SR mFRGREE
SRURHEREE

SRR BEBRTEICK

TR ERERRE]

BRFLERE TG
EEFTEER

/\r—'OgIXQ(QCIII
—+
)
=S

Table 2.8: aptitude fHI3R5EEPE

ARUES S 1THRE XA B TR, hal UBE R Ve /"2 JEER BN M A T3 FTiR A aptitude 1E NZRE =K.
aptitude 1ENIZATN AT RAE A “~n" FF KSR 3R (4B 4 FRIN T 5 SR SRS R L AR (- B B R

R
FRBERETANR AR T UBLIENE KRR GBI RETTRRA, BURABFERRREAN—LE52HK
R AR B A RER TR E A AR A
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2.2.5 aptitude {AEALE

aptitude(8) £ FRXEMENT , REAIIXRENRGBLE TERSIFIFEER.

idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

AT Z RIS ST
CREE (FEATS)
CEERE (BATES)
CEAWRE (BENTS)
« RIFELTR
R A
 HRAE IR

. HRPEETT A

R
ER RSB IRE TSRS ISR | 12 RV AT R BAR BA IRED 2R

A FRRAS SR R ARIE L AT A EDEIR (20 apt_preferences(5) #1%5 2.7.7 7).
A BRI JLFRZE R AR ] ATE DL S B T KE

U OE R

R & 2.10 FHA)

KEHFGR SIS TR (BRI TR R
FERAFRSR AR TSITHRAE (A TIERNRER)
Debtags H¥E2% 5d B debtags BHTH KRG
RAATER B A E] Fd IR A RS HRR AR

Table 2.9: aptitude fL&]

=z
EE.

BRI IR debtags PMCHKAFE !

WRAE A B KRBT A SR —LEIMAREN dselect Bk,

A AR
AT FHERR R ZIB section - area - KEFBHRINFERIEEHAEFRE
e/ EE
ELRREE EE
ARRUHFR [_E
- IHIRAERMATE R FR [_E
:EDRE=0) S RIFTIBERNIR R
RHE FE— PR T5 T m NN RIThEER R R

Table 2.10: A B E K22

RN
AR AT AR SN ARAE S50t IR AR B



https://manpages.debian.org/unstable/aptitude(8)
https://manpages.debian.org/unstable/apt_preferences(5)
https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.6 aptitude ¥ Z 7 GEM

aptitude $& T JLAN AT RAfSE FRIE R FRE TR ZER BT,

* shell #5417 :
- “aptitude search 'aptitude_regex'"FIHLERE. KEELHRMLEIKEERETEHR
- “aptitude show 'package_name "%\ k4B ELRIE A&

s ERTHEER:

- "1 AT RABRFIDLACER - AR ]
/" 8 R ILFEC AR,

- "\" [ i RILECAAR 4

'n” EF T

N" B E—1

RN
F ¥R package_name HEERKFEEZFRAMEHFITRIUVAC , RIEE R~ FFRMNIENFRER.

2.2.7 aptitude [FRFRX
aptitude IERIFRXTEZE mutt K#AR ERE (0L 1.6.2 77) , aptitude B{RAUSTRILECKLNY RANT .

. Iéﬂ']fi:‘cﬁﬁﬁﬁﬂ‘]% ERE , Bk egrep(1). awk(1) A perl(1) LA Unix XA T AFFIERK A “. 7§
EMEE.

o (KEE R type B—FMETE R EEAE X% (depends. predepends, recommends, suggests. conflicts, replaces.
provides),

o BRAH type {K# <R RE “depends”,

N
% regex_pattern AZFRHES , B EIEMSFEAN~T",

THE-LHERR.

e "~Pterm” =="~Dprovides:term”
e "~Cterm” =="~Dconflicts:term”
o "W term”=="(---|term)”

B ABGE mutt fRIEERE , BA mutt (R BSRIBETRERNEE. SN A PFM*/usr/share/doc/aptitude/README”
] “SEARCHING, LIMITING, AND EXPRESSIONS”,

EE
lenny IRAK) aptitude(8) F , FKEIBIL , Hlan“?broken”, FEIENFREXFITAXREHCE IHAOsEE
“~b”, FETKRER "BIANKIERT BIRFERF~"IMIF— M ENRERALUEFR., FIRKEREES LB PFH.



https://manpages.debian.org/unstable/egrep(1)
https://manpages.debian.org/unstable/awk(1)
https://manpages.debian.org/unstable/perl(1)
https://manpages.debian.org/unstable/aptitude(8)
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¥ RILACHLNFE A NAIESIV.SE:S
ULACEX B FR ~nregex_name
ULACHEA ~dregex_description
UL B R ~tregex_task
ULPL debtag ~Gregex_debtag
ULACETFE ~mregex_maintainer
DLACER LAY section ~sregex_section
ILACR A RLIR AR ~Vregex_version
eSS ~A{trixie, forky, sid}
ULACKIR ~0{debian, -}
ULACILFZR ~p{extra, important,optional, required, standard}
ULAC A RAR A ~E
ULAC B INR AR ~Vv
ULACHTROER R ~N
ULACABITROZE ~a{instaltl, upgrade, downgrade, remove, purge, hold, keep}
ILECE ZRIX AR ~1

LACHHE A BRERERERAER (B3R

) 3
R A ERCEERE (B8 | L, .,
) '
U kR EasEnE i et =
o=k e S LR =G
TREEE , CERRAIRRRRES | g
ORI SRR b
DCRRRER type AL A EEk D B %

ULAC pattern 3FEH type KRR

~D[ RAT: T 155K

ULAC pattern 3XHFBREIAH] type IRFIKF

~DB[ XA T &K

DLACHRT pattern BXAHBH type HKFH]
i)

~R[ A ] X

ULECIK ¥ T pattern TXEBEINE type 7K
AR

~RB[ 288U : ] #25(

MLACHE E R KA BT R

~R~1

MLACZ B WA E B IR BT BRI

I~R~1

a
LACHE B ZRR A BT R BEE N R
i)

~R~i|~R -1

ILAC pattern SijshR &2 Ja AR+

~S EER

ILECHBEHAERE (H) ~T
ALECREFR (R) ~F

Table 2.11: aptitude 1FN|FRIX=
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2.2.8 aptitude FIKFfRR

MRBEIKHFLO - EW - HIEM - EEAIKBOCR HTHNARE | NIE aptitude FEF—NREFAE ,
MMULHH Depends : "FFRFHERHFAIE L ,“‘Recommends : "FRFHIRFAHSHIE L. £ aptitude T , XLk
BRI EENBTENSBTMR.

aptitude @& iEH BT 1T ARARMEM AT BT apt S4B apt-mark(8) d4-kiXE.

2.29 HHEESHEE

RATAE B E BRI RIEBSN T 5.

s B

/var/log/dpkg. log dpkg KA HFRIENHE
/var/Tlog/apt/term. log M APT i3 HE
/var/log/aptitude aptitude @&z HE

Table 2.12: B{HRIEEN AT

EXE, RENXERE HRBEREARANGEE. BRERAES LS 939 7.

2.3 aptitude 3R/ESEHI

TR L aptitude(8) HIRVETEA.

2.3.1 THENBRZREE

RATLMRIE aptitude XIMEEE TAFRRGEHEATEREFER THIIREER , RERRIFTRHRGE,

2.3.2 BT ENFRAT AR A B2 FRRS | H R4,
THEHRG YL T @ IERZAR LA A 2 TR iR,
$ aptitude search '~n(pam|nss).*1ldap'

p libnss-ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

XA R ETRA AR BB FRIRTTE.

2.3.3 {FHIENFRKXZAILECN UG

«T’Ef” MR FRGESR PERT RREE , ENFREAR~dipve” FT ARSI AR |, FRE A MRRE



https://manpages.debian.org/unstable/apt-mark(8)
https://manpages.debian.org/unstable/aptitude(8)
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2.3.4 SEEMFECEHSEEE

EREIAIR TR E BRI ENFIRECES .
KEUTHSHETR.

# aptitude search '~c'

ANRERA BTSN L ST MR | EE T T 64,

# aptitude purge '~c'

A REAR RAE R B AR P S AR MR TR L B T .

1B A AAEER T SRR AENLER"~c” | X RILECHRHR | than |, " BIRMERNBTEE" . fTATa
ILECHR B R IETRESR L[ BIR.

LEFETUEAR BN R EA PN, LETAAE TR BRABLRENRA SBIER. BERTUER="%ZE
AR ERE S RBR e

XX ATEAREER TS Hthikd 6.

2.3.5 [ABRBNFHLERE
TAZEEKEANEINTHREPRTHAE (TEEHIE aptitude KE-AERRZE).

1. f root LA E#IZ1T aptitude,

2. A" an & TR AR ASIER |, U AR TR A FHRE BT IR |, " s ST IR aSIE
"g" dr S PITETE T AR B AR TIHR.

3. T, FHN~i(~R~i|~Rrecommends:~1i)"KREFXFAMEIR , KT MK BERERHFE HREZ A
B,

4. BTV, FH N\ “~prequired|~pimportant |~pstandard |~E">RRHFXEHFBHER , BT M EELEK
HAHPREBCAFRE.

5. ?EE;} FHN~11~-M"RRFIXEBERER , FE ELEREE EIRT["RESITHARKRER , IRT-"¥E
#5k&.

6. T U, N~ KRR GBRER , ZFERGE LIRT mEBLRGaMC AT R,
7. IBY aptitude,

8. Fi root FiF {7 apt-get -s autoremove|less” &4 , kKB EHILREBENHETEK.
9. EXEMNTER aptitude FF , M SImC AT R ERRGA,

10. A root B FEFIT apt-get -s autoremove|less” XN HidREEBHNETELAEZEREFECHAE
EBRBIRAAR .

11. f root /YT apt-get autoremove|less” @4 kKBIBHRABRENRAE.
ERIHEPITI Tasks” L, B17'm" f5&E —DalEfiRE , BRMENT B XRERBHREIEMIFIEL L.
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2.3.6 =HARAGTHK

EE

YRTHBEFRNAITIRAEHE , RSRIEN T EATHIARARFE , Debian 2] FHLEH , BEFREENZEBLIFNT
RHNARZ. XA T RILAEXBBREFTNREEREET DIEMBIRHIRGERTEESK, YR, Bt
Bl , IRNAZSRK AT BN S 4, FICEBRIREMAEL (BEFS 10.2 7). ‘KHENARRBS X
B — B, KRR TFHK.

PRATAIB I B AR RS R PN B8 2 TEI BT AR A TR AT AEHBAE N T iR T A 2 THE |, #AJ5iE1T"apt update;

apt dist-upgrade” 454,

1 trixie-fEA-stable £#H1EF S, M stable F4&k%| testing & unstable , R XA "forky” B&"sid"
BRI RXHFER trixie” /Bl , ££5% 2.1.5 T,

B E, BT ERGARAZTINED , (RATELEE— LR , TERBETREHBERKRIIRE, FRkzFHNE
SHK , FRBBEREREIMG. ENRAAITE . REMIBHK stable TEZIFH stable , KA PAEF Release
Notes R fEiR IR E ML IREM , KR ATBERIB D BRKA .

FEIERRMZAT , RRERMNELRT stable TEEBEAHK testing , XEI%H Release Notes A IFHZIR,
fERI—/> stable RALAF , stable RITHRIREE RN testing KAITHRZ [AIKZESR AT REA1SHE YU KRIAS 1
BHERARGE IS EMOE SR,

Eﬁgﬁé&%@ﬁﬁqﬁﬂ‘ﬁ , IRROZGEIEAIRAE | RIRRHLE A BB R AR EUGRAT B RORHR SR ARIE /RS IR VE L IEAf
BE LN RITHRET,

BEMENRG (NHEBBIENREREER).

%4 bootloader I8 7 HEHE , FANZH AT AS| SN B KFMEN R,

HHEBMAL LA,

F script(1) iR AL FE.

Fi“unmarkauto”fy 4 KR B REE XA |, Fln"aptitude unmarkauto vim” iXAdy42 RSB IE#B Rk
vim XK

7. /‘QTWQ‘FF’X#@ZI‘EHEEE%EEE‘])FF%“ , VZRERDERENRGBREHE |, 6120 , BIREEPIEI KRG

8. #f%"/etc/apt/preferences” Xt (22A apt-pinning).,

o o0 k& 0w N E

9. E—HHMFHE : oldstable - stable - testing - unstable.

10. FHRIRSRIM , EHEIERMOALRESLRIE1T aptitude update” 4.

11. A[EENZRIER , B 5TE T core packages |, fia0“aptitude install perl”,
12. i&{T'apt-get -s dist-upgrade’ d&IFEF LRI,

13. &fFiE{T"apt-get dist-upgrade” &4,

@ VN

1£ stable JRAFREAEZE , BhidFEH Debian AITHREABER.



https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
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VG
@ FESEBIR“AITEME |, GCC. Linux N#%Z. initrd-tools, Glibc, Perl, APT TE45%% K H—E LTRSS
HARNEETEEM,

( ) /NGy
BITHI A —CBE= B REEN. MERMRBERTIRERE , TR FHRTREAR AN ... FHERAHERSE
= TEERM,

XF unstable [RAMBE AL , EFS 243 T

24 SFRMAEIRERE

241 GATPRSERRERETRERE

TmFE 7T —EHERRAEEIERRE , XLIRMEXT aptitude I TERKERK T FRITIRE

HE
T —NMIXFLZLEHNOKRGE, ﬁ"\T REFEAN " YLUGLSHEELRMEI. H, £ A dpkg -L
libglib2.0-0:amd64"3k%|4 amd64 B2 1ibglib2.0-0 %K1 @aqpq:g

/J\/L\

RO EIE BN R/ NVMEBRENREBTE (flan‘dpkg -1 --"Fl“debi =) , EAIASBILIEFEN
BEMKR. dpkg ST - - force-al UAZEIET (5L dpkg(l) /\iEFH:FE% RE T
REAIRENE AN EN RS,

BEERTILA.

s IARNAGEENR KRG SEFTERL root 1217,

* RETEAENZFIAK aptitude (FHH 1.62 T1) , RENRHBEEGSERZUT shell glob KIBACHF
(B35 156 1),

« apt-file(1) B apt-file ®4aRdt , FEEEfzfTapt-file update’,
» configure-debian(8) FA configure-debian AR , 'BIZ1T dpkg-reconfigure(8) 4 faim
« dpkg-reconfigure(8) {# /8 debconf(1) {E R faim B T4 AL I,

« "apt-get build-dep” . "apt-get source” fl"apt-cache showsrc” 454 EERI|KRFPFEE "deb-src” &
H.

« dget(1) . debuild(1) 1 debi(1) FE devscripts KHEA,

« 205 2.7.13 NEFR"apt-get source” WiTH (EfTE) T,

» make-kpkg (64 FEE kernel-package B44a (0% 9.10 7).
BRTEZ NS 129 T



https://bugs.debian.org/1112535
https://bugs.debian.org/1112535
https://wiki.debian.org/Multiarch
https://manpages.debian.org/unstable/dpkg(1)
https://manpages.debian.org/unstable/apt-file(1)
https://manpages.debian.org/unstable/configure-debian(8)
https://manpages.debian.org/unstable/dpkg-reconfigure(8)
https://manpages.debian.org/unstable/dpkg-reconfigure(8)
https://manpages.debian.org/unstable/debconf(1)
https://manpages.debian.org/unstable/dget(1)
https://manpages.debian.org/unstable/debuild(1)
https://manpages.debian.org/unstable/debi(1)
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P
e

FRfF

COLUMNS=120 dpkg -1
package_name_pattern

S A THERIRENE KRG BHRE

dpkg -L package_name

Er—TEXERKEERNRT

dpkg -L package_name | egrep
'/usr/share/man/man.*/.+'

3t — P ELERHEL man FHRI

dpkg -S file_name_pattern

FIHILAC A 2 R E TR

apt-file search
file _name_pattern

1 AR P DL RO SO (4 4 SR 14

apt-file list
package_name_pattern

FIH AR FEP LRGBS

dpkg-reconfigure package_name

EX I M-L/NGx D)

dpkg-reconfigure -plow
package_name

B RFAN T RERCERGE

configure-debian

DB ERCE R TR

dpkg --audit

BN ZRAABHHIT RS

dpkg --configure -a

ACERTA R TR R

apt-cache policy
binary_package_name

BIR—AN T ERN T BRA, RAERMEREEE

apt-cache madison package_name

Br— A HABNT BRAMEREER

apt-cache showsrc
binary_package_name

BR—A SR BRIRAERERESR

apt-get build-dep package_name

TERMERT RS RARATE

aptitude build-dep package_name

TEMERT RS RARTE

apt-get source package_name

(MPRAERSSRIE) T EIRARS

dget dsc X URL

(MHEBEEE) TERIRRERAEE

dpkg-source -x
package_name_version-debian.revis

WERBEIXHFBES (F.orig.tar.gz"M
Idndeébdan.tar.gz”/"*.diff.gz") AR

debuild binary

S ) AN S R L 27N )

make-kpkg kernel_image

MRZRARSH R — T R

make-kpkg --initrd kernel_image

MIERT initramfs RN ARRFE — TR E

dpkg -1
package_name_version-debian.revisg

S N S P

apt install
/path/to/package_filename.deb

TERAMRGARARGT | R 8 SRR K

debi
package_name_version-debian.revig

SEB R

dpkg --get-selections '*'
>selection. txt

R7F dpkg FAKRAFBERRTER

dpkg --set-selections
<selection.txt

£/ dpkg RERAEEERE

echo package _name hold | dpkg

--set-selections

A dpkg HF—1MXEERBEEEREXEA hold (HHH
Fraptitude hold B4")

Table

2.13: SRR BETRE
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2.4.2 WUFRKRAHEREBIH

B4R 4 debsums B |, BE{FEFH debsums(1) 454 181T"/var/1ib/dpkg/info/* .md5sums” X4 MD5sum
B, WIES M. 205 10.3.5 Tkik1F MD5sum 2B TEREE.

R
B4 MD5sum ¥R E AT RESE AN B K , debsums(l) EAR e TAMAAR. XM TARTREEEEERMA
HofE R B GA AR IE AR RN EE A,

2.4.3 TS EIEE

%% B P EAE{E A Debian RZiM testing  (BX unstable) fRZ , A AEAFHEENREGA, BEXLFERERER
SIBE|E AR,

TR apt-list bugs FJLEHALRR RS EIB™E bugs , £HIT APT REFEE , EAB3I#EE Debian
BTS EH™E bug,

L% apt-listchanges #H-A , 7£EFH APT R FEITE L 1ENEWS . Debian 32 B EH(H.

244 BERHKEBITTEEE

E%J&%/Xﬁwﬂﬁ Debian fu4 https://packages.debian.org/ ZE R B THIEEME LN TTIE , BEAUKIAREBEERE
BHERTTIE.

grep-dctrl(1) . grep-status(1) #1 grep-available(1) 54 # FkKi% & A F Debian 4 AIE IS A& NHEM 34,

“‘dpkg -S file_name_pattern” S HARMSRBEZLHNRGELFR , HILELKAFRER dokg REM, E
BRI E KA.

WNRAREEST dpkg TTHIEBHTEE NN R |, (REE"/var/lib/dpkg/info/"BR FiE4Tgrep -e regex_patter
A4S . XA RIER A A N R E T AT ILFIL R,

ASRARADSE R B HAK A | VRE%{EFD apt-rdepends(8) .
2.5 Debian X{FANEEE
EIRA13622 =] Debian H S IRANES TR RUR, XR7 XA FN M 8k — Btk e R,

251 MRFETHIE

TN EIThR TTEIE SRR TE1E Debian Rt “dist /codename” N , FlZ0“http://deb.debian.org/debian/”
RYZR FEEROLE M T] DB T AR X Y28 SkidNE, HA A 6 FhotrtiiiR.

AT RBOMEIRE , ERLARERET |, XETEIBFEMA RS T REDHF.

2.5.2 TiZ“Release” {4k B3

ET VI
]EJ%“Re lease"X{FATEE secure APT AL NS,



https://manpages.debian.org/unstable/debsums(1)
https://manpages.debian.org/unstable/debsums(1)
https://packages.debian.org/
https://manpages.debian.org/unstable/grep-dctrl(1)
https://manpages.debian.org/unstable/grep-status(1)
https://manpages.debian.org/unstable/grep-available(1)
https://manpages.debian.org/unstable/apt-rdepends(8)
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X NE AR

Release RAITHRAITE RERERRAMTEMEEE

Release.gpg KITEREGTRE gg;;a,ée XHRERH , ERERE

Contents-architecture RATHRAITRZ S A X IE M BT A KB E B
FPRITHROS/EEMZAERTR | BARR{ER apt_preferences(5)

Release an A

Packages %g%ﬁmlgﬁ/:ﬁ%ljagméﬂ iE#H debian/control 313 —#HE

Sources %Qﬁﬁﬁﬁ/@ﬁi/ﬁﬁﬂéﬂém Y&E# debian/control SEUEREE

Table 2.14: Debian R4ZEETIHIEHRANS

£/ Debian #4Z FERMLHERE — XA “Re lease” XX , flan“http://deb.debian.org/debian/dists/unstabl
NAT.

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-uUntil: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
EE 2.15 TE |, /ReeB A INFK{E B suite” F"codename” RZ4E. “A1ThR "4 FSE[E) 0% & "suite” #1”"codename”.
AR FER SN area” & , 2#3F7E"Components” .

TNEI 1 Release” K5EEM |, £HIY secure apt [KNEEZEMISKIRIE , 1£ apt-secure(8) FHITHIA.

« MNEEZE L2 Release. gpg” RHETUERBSE Re lease” FIIZEH] Debian #4% FEAN4ABIE.
« /NFFEA Debian 42 FE/ANSAREMS BT &% debian-archive-keyring BRI H,

« secure APT ARG E NI FEMTUE {4 Re lease” FTTEME., MBS FEAE| T "Release. gpg” XHFIANHY
LI Debian #43R FE/NER.

 FiF"Packages” #"Sources” TR EHTETNE"Re lease” XHEMK MD5sum {EREAE. FiBREEIH
KSER MR "Packages” #”Sources” U E K MD5sum {E3REIE. £ I, debsums(1) FI5E 2.4.2 7.

« FANELELARWIELLITE MDSsum EiHFEE L) CPU , (/A MD5sum ERBUES— MR , ERAMEL LXK
ETRZER"Re lease” 30 , X ANRMRGFReMMER , BALEIFMRE (205 10.3 ).

WRIRIRFBEFAIEE T "signed-by” & , B FHMTUZ"Re lease” AHEAXMEE N AARRBIE. XY
153)% 0585 9E Debian MR ERNB M.



https://wiki.debian.org/SecureApt
https://manpages.debian.org/unstable/apt-secure(8)
https://manpages.debian.org/unstable/debsums(1)
https://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
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ET VN
NERIER apt-key(8) fn4KEIE APT %4,

WK, IRBER{FF gpg FILWU"Release” TR M |, {FH"Release. gpg” HFIFE ftp-master.debian.org £\ %5
) Debian 4R EN4.

2.5.3 RXEEM‘Release’ {4

2R
ﬁgiﬁfﬁﬁﬂﬁ“Re Lease XK F{E apt_preferences(5) FIFLA,

HAZE XM Re lease” X , HEHEMAEERSIRPIEE , 21T http://deb.debian.org/debian/dists/u
Z"http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

/J\/|:,\
: stF Archive:” ZY , RIILFR ("stable”, "testing”, "unstable”, ---) AT Debian archive , Ti{t

= ("trusty”, "xenial”, "artful”, ---) F§F Ubuntu archive,

STTFERARYZE FE, Lbanyt experimental # trixie-backports, Ef1BERNKGERAHENTE  XERA G
EMIMNKTT , BlanfE"http://deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
AN TEHIMI—T.

Archive: experimental

Origin: Debian

Label: Debian

NotAutomatic: yes

Component: main

Architecture: amd64

BHEE , TENREERE NotAutomatic: yes”, BRAM Pin-Priority {82 500, Xy FH "NotAutomatic: yes”
RUSIRAZRE, BAR) Pin-Priority {E2 1 (31, apt_preferences(5) fl5 2.7.7 73).

2.5.4 FEATRABNITHIE

Y{EF APT TARS , 20 aptitude, apt-get, synaptic, apt-file, auto-apt , HINNFEFEFHES Debian 4R
S S ITEIR A A D1 X L ASHIE DU S A 7R, FEIRS RS K distribution, area, architecture
HMNEHR—H. (BA% 215 7).

e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”
e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”’

e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac



https://manpages.debian.org/unstable/apt-key(8)
https://ftp-master.debian.org
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e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

e "/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g
(apt-file)

B 4 FRERUR SR FTA MR APT a4 Z 1, FFEATRUBIE “apt -get update’@{‘aptitude update’7Edi4
ITHTER. MRFEBFSIRTHANK deb (T , W HAE THIRAIHITERN. MRFEFSFRPH MK deb-src”
17 W RARD SRR S TSR

"Packages” #"Sources” KITHIEXHBE S HE Filename :"FE |, 5 —HHFRRBANHHMAZE. BRT , XL
KHBESE—IRAE pool/” BRMT | XFEA AMEE A& L.

AR TR AR AT AR aptitude SREHTREAKRR. TR ZR G4 grep-detrl(1) ATRUR R K¢+
A FI AR TTEIR AR AR,

"Contents-architecture” TTHURMAHIIED] | BB apt -file update” B , B EMNETE 4 M RME. &
I, apt-file(1). (auto-apt fJ"Contents-architecture.gz” X 4RAHIE NEGATFERARRRAE., )

2.5.5 APT 4IRS

BT ZARREUTEURE , lenny Z R APT TARSRK EER AN REEEREFE"/var/1ib/apt/extended_st
F , APT LERENRIEERB TN THRE.

2.5.6 aptitude FERHERTS

T STASRIUTAR | aptitude do AN AN NI RIS BAFHE/var/ Lib/apt itude/pkgstates’
dh | XLe(E B RAER aptitude (8.

2.5.7 FHEERAERAE]A
FrEIET APT HLELTFERER R BB R AFAE"/var /cache/apt/archives™ , HEIE(1HIER.

aptitude fX/NEFIMHIFHEKEE , BB fEOptions” — "Preferences” TRE , hANET EMEA,
"Actions” FHJ'Clean package cache” zk’Clean obsolete files” KPTiRHIEIE,

2.5.8 Debian 4B H 4L FR

Debian X+ AHEHFE B FREEH.

RGeS L WREEH

Z1HFEEREE (JRFK deb) package-name_upstream-version-debian.revision_architec
ian-i — N VIS

gzj:dc;ebb)lan installer M—BtHIEkAFR (75 package-name_upstream-version-debian.revision_architec

ERERES (EFEREKE) package-name_upstream-version-debian.revision.orig.tar

1.0 JRAASEFFE (Debian %) package-name_upstream-version-debian.revision.diff.gz

3.0 (quilt #FTEHTER) IRFCAEERHEF _ i . . . . ‘

£ (Debian 3 7F) package-name_upstream-version-debian.revision.debian. t

BRBEIEE (W) package-name_upstream-version-debian.revision.dsc

Table 2.15: Debian &{4-H 14 FREEH
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ZARAM ATARTF (IENERER) FERET
package-name [a-z0-9][-a-z0-9.+]+ hE
epoch: [0-9]+: %
upstream-version [-a-zZA-Z0-9.+: ]+ JREE
debian.revision [a-zA-Z0-9.+~]+ %

Table 2.16: Debian B {HEEF P E—NMAH A LUERMFTRF

N
XEMR T EAKFELEER., ELRNAIES#E dpkg-source(l),

FE
R LA dpkg(1l) AR SR B R BIRA, Hl20., "dpkg --compare-versions 7.0 gt 7.~prel ;

echo $?".

TE

debian-installer (d-i) {3 udeb fEAE K — B ABRIM4Y RE , MAFEIER deb. —1 udeb BEEEMN
deb SAAFRIE T —LRRBHNE (BINSCAY) , T4 BRI DR BEERESR. deb A1 udeb
REBLHFHRMRAEBLEN, “wRRB/N.

2.5.9 dpkg 454

dpkg(1) 2 Debian - BEEFHREEN LA, BIEEEK , WIVINMER.
W 2 K package_name"HIERHARS , dpkg £IREBTIIRIFAETE.

1. fi#8 deb Xt (¥RT ar -x)

2. {8 debconf(1) $hiT“package_name.preinst”

3. RRHBALEINAGH ((¥ET tar -x)
4. {£ 8 debconf(1) $fT"package_name.postinst”

debconf RLZeIZULHE 118N F1 LION (% 8 J|) SUFMMRHELA AT E.
“status” L FIAN dpkg(1). “dselect update”fl“apt-get -u dselect-upgrade’ET B{FEH.
2RS4 grep-detrl(1) AT AIE R status M “available’ TR AR A,

TE/T
1£ debian TIEIMIE T, udpkg 4 A TFHTIF udeb 44 , udpkg w42 dpkg SSH— M EIARAS.

2.5.10 update-alternatives 754

Debian AZt{#F update-alternatives(1) 1L AR AR S TP LR L FHESMNFEF. HI20 , RER KT vim A
nvi BHE , RATRAE vi a0 HRaE1T vim,
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X N
/var/1ib/dpkg/info/package_name.qohfEElES . ({FRABTEHHN)
/var/1ib/dpkg/info/package_name . [iBiE B TR B XEFFER
/var/1ib/dpkg/info/package_name .noBEH&REG B &= K FH MD5 5% A
/var/1ib/dpkg/info/package_name.pr&ifidtis 2 iz 1T R B A
/var/1ib/dpkg/info/package_name . poBEmi s < Jaia]T ARl A

A

¢

d

g

/var/1ib/dpkg/info/package_name.pr&fBi%i& 2 Bz TR A
/var/1ib/dpkg/info/package_name . OB Zl4& 2 Joi1T AR A
/var/1ib/dpkg/info/package_name.coffEglebcont ALK {FREIZA
/var/1ib/dpkg/alternatives/packadeupdaee -alternatives S ERHRNEREE

/var/1ib/dpkg/available GRS,

/var/1ib/dpkg/diversions dpkg(1) FRHRXHEFZNEE , B dpkg-divert(8) BE
/var/1lib/dpkg/statoverride dpkg(1) FRRXEREHZEE , B dpkg-statoverride(8) R a
/var/1ib/dpkg/status FERHERIRESEE

/var/1lib/dpkg/status-old “var/lib/dpkg/status’ X HFHRFE—RKEZH
/var/backups/dpkg.status*® F_RE&H , Dl var/1ib/dpkg/status’XXHE[HREH

Table 2.17: dpkg BIERNEE

$ 1ls -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian i3 R4ifE"/etc/alternatives/” B R BB T S4EHRAIFE RIEHR EFHFRER"/var /1ib/dpkg/alter
B BN .

2.5.11 dpkg-statoverride 754

YRk —NREEAR , B dpkg-statoverride(8) fy &2 PR SE B , 25 VF dpkg(1) XI3CEHE AR R B EZANR
K—AN Ak, INFEAT”- -update” IR , FAXHEE , N SUHSHEMEE OHTH B EFIHE,

VIR
@ ééﬁggﬁﬁﬁﬁ chmod 2k chown @5 & EIEBRENMRHBIANBESAUR , £ T XREBFHEERE , ¥
=1 .

=z
e

FANERERT XA, BESREWATAT dpkg FAMERIEAXHRSEN R , BFEER , BEF.

2.5.12 dpkg-divert 754

dpkg-divert(8) #5<$& LA RS THAE , 5% dpkg(l) AR UAZRBIHIOANME | MERFEIWHBHALE.
dpkg-divert TRTRGBLEFHA. FENAGEEAEEERE.



https://manpages.debian.org/unstable/dpkg(1)
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2.6 MR ARZGHIRE

LBFTMARSATEERALE , RAOEHE RSB NN B BRI TR RAER.

@ NGy

THEHM—LETEARRSKNE, FEHEHRITES |

26.1 AFHEABIHWAFELE

R—DEME GUI FEFEERN LA R EEEIEE , ANAMAREXZIBRAMEESH (HEAER) S
Eﬁg WMREEFRMA KRS FIEITREE  PAXMERIEEITIER. (XE—MTEMK bug F#HITBEEE &
BHRE.)

ATHERRTE , REXFBMAN A ECE A HER B3N GUI 12, (RAREREIEIANEE TR MR fatk
SREER. A ENMERRT.)

2.6.2 HHBPIREFHR

RGRBUREGENR | e E RERINENR |, Lhan APT f"GPG error: ... invalid: BADSIG ...",

R %@ sudo rm -rf /var/lib/apt/* "RERFFEEFREE , AREH=A.(ANREART apt-cacher-ng
{#FiRN 147’ sudo rm -rf /var/cache/apt-cacher-ng/* ”.)

2.6.3 {F dpkg f4 3t TRIE

dpkg BIFERENBAETR , CREBIEIE MEERIEIT.
IEFNMRE foo MEBIRAT , FRWEBE.

PR AR B E 7 B 3% “/var/cache/apt/archives/ & #%Z||HH foo BKHBHT bug hRA. (ZNIRIKAEF] ,
RATAMAYZR EE https://snapshot.debian.org/ F TFHE , SR B FREEEFIBERNEFEIE.)

WMRIREER BENARLE , RATUBE FIIH4RkTKE.
# dpkg -i /path/to/foo_old_version_arch.deb

WMRAETRIIE , TEAXFHARKEKKEE , FERENDIMEAN , RATER dpkg - -ignore-depends”.”- -1
MECEBRTUREL. MRFIAMT , ZFRIOARSB B REKBRR. ELHMTS A dpkg(8).

EE
MRFEAGETIRT , R I RETEEHE IR (A% 102 1) FHHT-REHNREK,
X RFEE D B BCRBIFRINE.

N
MRIRARGHIRB N , (R ATMEFE SR APT REKRMERBEN RS , BiERE 2.7.11 TP iaaAbeE.,



https://bugs.debian.org/1003865
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2.6.4 RMKISERIREKK

WRIRIBEL"sudo dpkg -i ..." BEIRER—NIREBERSE , MARKE MKBNAEREER , IMRGERE
BB AT R

PRI Y TR BRI , EREM sudo dpkg -1 ..." SRIETER :

# apt --fix-broken install

R , ERATIGSRECE AR RN,

# dpkg --configure -a

2.6.5 AFHFEXAHAREMAEE

AR B ETE RS | Phani aptitude(8) Bk apt-get(1), fE KA ELRH , YIRS , FaZd X%
RHEE. (A% 2.1.7 ).

RUEBMHPENGR  SERGBHARE T A —BHOMEEREGR , (B0%E 2.7.6 1), BLEMAEMRIRGE
REUED. INRAELIABRARIBELT |, fRIBIY aptitude(8) 3k apt-get(1) TRRMAE , dpkg(1) XK EAREA
HESEHARRFREMR , HALBERDEFENIH.

/J\'t:\
C FERE= AR OASHEANARGRNG , BB EA root MRIEFTHEE WA SR ARG
A%, dpkg(l) 4 RBLRENINESITH.

AT RASEIE S MIBRI B AT IREERE | 01d-package , SRR FXIARAN T AL AL,
$ sudo dpkg -P old-package

2.6.6 BEHANRF R

LUREAMHETH— SR TELRRREMSR , HADRBTHEHRMRY , E-aER AR ZENNITA , 3
SEMATENRGE, B—MREEEERMRHATEERN |, RGBS BN TREMERAE AR , L3
LeE)El , #LAFHELBRT,

Xt Fpackage_name R HFAMARIR , FRAER TIIRKEAMA.

» "/var/lib/dpkg/info/package_name.preinst”

e "/var/lib/dpkg/info/package_name.postinst”

» "/var/lib/dpkg/info/package_name.prerm”

» "/var/lib/dpkg/info/package_name.postrm’
FRATIIKF L , A root SRiBHR AR ERIZA.,

o EATERM ] A BEENTT
o EHEITRITERM| | true T RAEHIR B Th

RIE  ERATIGSKERE B MR,

# dpkg --configure -a
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2.6.7 WERMHRERIE

WR“/var/1ib/dpkg/status’EAEFMRERELIEER , Debian RS X KKHEEFBIRFIZRNTEL IR, FK
i F“/var/1lib/dpkg/status-old’sy“/var/backups/dpkg.status. *"#|HiH“/var/1lib/dpkg/status’X
%,

#5"/var/backups/"HE—TEMPHXE—NMFIR , RAXNMEREETHLEZNARGIUE.

MFEERIRR , KR WNEMREREN TR, BMERE/ var/"FRFTERIE | #RKIBTTEAM /usr/share/doc/”
B Rk E — 5 B3| SIREITHNRE,

ERRmN (RE) R

# mkdir -p /path/to/old/system

BIBRSERE/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
1ls -1 >~/1s1.txt

cd /usr/share/doc

ls -1 >>~/1s1.txt

cd

sort lsl.txt | uniq | less

H HHH R H

RIBRAAT ARIB I BARRIAITRKT . (UReaB—LARRE-BAFR , Bl texmf”, )

2.7 REREERD

HFRI , £ trixie X , EXNEDRIRSIRAIT , FHBITXEEE/etc/apt/sources. list” BRIR,

2.7.1 _EHERABRRE?

R%&“/var/1ib/dpkg/available’f1“/usr/share/doc/package_name/changelog’# 3|4 p4Eir & it & 12
HT RXTREBREENERESE X—EEN—EEE , ERHEHNXRF EEEKIBA. devscripts KEFAH
) who-uploads(1) B[ AIR%I Debian JREREEIISKFR_E1EE

2.7.2 [R#) APT BT TE

ANRARAEBRS APT BT 522! 800Kib/sec (=100KiB/sec) , fRE & THEAMFRE APT WELESHL.
APT: :Acquire::http::Dl-Limit "800";

2.7.3 B3 FEMARKREGE

apt EBE BT K cron fiiA“/etc/cron.daily/apt”, EXIFEs FEREE. 7] PA%% unat tended -upgrades
REASIEEX M | [F'E 88 B3 T, AT PRI /etc/apt/apt . conf.d/02backup’f1*/etc/apt/apt. cc
FRISECRHAITEEN , KRR T“/usr/share/doc/unattended-upgrades/README™H

unattended-upgrades -BERMT stable REMTLEH. WRENFEBUR stable RGN/ NTH
ARENACHZLEHNBENRLIRR IR ZEREREHEN , RESEIT.

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic::Unattended-Upgrade "1";
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MERARIEITHIE testing 2k unstable &S , IRVZASIEEFEHAENEHN , RACBECEEERTINRZRS., BME
S FXHH) testing 3k unstable HA T , ROJEEKIBAEIR BT F ARG BAT AR LA TFHRKETE , HACE S %N
.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1";
APT: :Periodic::Unattended-Upgrade "0";

2.7.4 FEHME A5

stable-updates ("trixie-updates” , £ trixie-fEA-stable & {EFF) 1 backports.debian.org R4 FEIRET
stable REXHFEEH.

PT RERXLMEE |, RFELE/etc/apt/sources. list” IHFEE NN T HRHEIMEESIR.

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <
contrib non-free

deb http://deb.debian.org/debian/ trixie-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ trixie-backports main non-free-firmware contrib non-free

HARFEM/etc/apt/preferences” XHHBHIRE Pin-Priority {H. 4B BN , ZUARERME T EEEN
FH (BN 253 ).

. B RENIBGEEFTUET trixie-updates 4% FEFHREFH A,
« HEM trixie-backports MEFEFFIHLENIBRGEBALET trixie-backports B4R EFAKEIFKGE
A,

LRAEZ M trixie-backports MEREFFIHNRE— 4 package - name” IR R EKBEMETE | #RE
EEMRREREZRIN—-t" 2%,

$ sudo apt-get install -t trixie-backports package-name

.
i

AZMN backports.debian.org MRERIRAZ KB, EREBERKHBEBMER. BABRARSLE
2111 %

2.7.5 SMNERERIFEANRE

ﬁgtl:
TI:JI%/J\/\ : &bf‘[ﬂfw\#ﬂzxﬁlﬂﬁ, AGER root AR, RE 2 RE R EMNSMNBRHEEMRE. BRAXRS
W 2111 73

{REEME(E AR £ APT K{E S Debian 3 BAMMNPRGEMEE , BEMARIRIIR , HFIEERNEEERPK
N'/etc/apt/trusted.gpg.d/” B%. M, sources.list(5). apt-secure(8) 1 apt-key(8),
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https://manpages.debian.org/unstable/sources.list(5)
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2.7.6 ME apt-pinning RIESIFAE EREE

/J\It,\
: MWEREBMEEPLZERGBEAY Debian BEAXITHRTIFN , BT B AXIFHAEENERAE
46, B30 stable f security updates 1 stable-updates,

XEA—IF , ERARIRE testing FIHER | REBE7E unstable BRIV LR BIRA,

1. IfEBfEE " /etc/apt/sources. list” XX , {FZFEME—K"unstable” X{ThRI&IZ.
2. i5{T"aptitude update” €54,

3. 1&fT"aptitude install package-name” {54,

4. WEE[R18"/etc/apt/sources. list” 34 , {2 ¥5M testing {12,

5. 1zf7"aptitude update” 454,

FRAXNFILAE , IRFRNEEQIE"/etc/apt/preferences” X , AFEIR (> apt-pinning, {BXNAIEAR
SEIETE BRAT.

/J\It,\

LEAIREGMRIRMEHE , FH Debian REMRINMG Z BB M , FTRMRNAEC EME RIS MR-,
MR Z [AIFFERFAN , RETRESR. ROINBEBFINNXLARETBAEK, FEREEIREMN
MERIRE T IEMIRE , RIFABMAREERE.

MARE AR R SR A B — BN T

« FETABERAE ('Architecture: all’) TR EEREM.
- RYREER  IRAEERIRESR
- FERFEFFREIFE | SRR IR RS R P A
o AR (non "Architecture: all’) B% 4MEIGREERS , ERNRERRRMN.
- BEXHhRAR RS (BFE libe")
- 5ZMHXRNE BNREFRARK D

- N#% ABI FIFEAME
- C++ ABI 3B M

AR
AT FHREBARLTRETEERE , —EERIEEBRN A e L TR SEHEE., RERN XS
& ABl HIFEAHERHESE,

EE
BRAEAT SEHRE SRR , MIE Debian R FERK —#HERG-AEE E—MNEE. REREXRFEEE
FIAYRE BT Debian AGHBNREBEABAAR. (2A% 2.1.11 7).



https://www.debian.org/security/
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2.7.7 {FM apt-pinning FAEIKER A

T
FFFA apt-pinning 4 524 REBARIE, RATBEMERXAMEA , BEHRBEE.

& /etc/apt/preferences” X , APT ARG AT 8 KGR AN ] BRAE IR ERA, XE2EE K
RE , hE APT ARG GENERTE. IBEAXIAMEESES , HFAEK/etc/apt/preferences” X,
Hit, , —LR N UFEA BN E BRI EE , #ARCHA NotAutomatic , FE#iE 44T,

LN
R A< 7 75 &R A DL B AL U AT AR R UE , )F20°F , "dpkg --compare-versions verl.1 gt veri.1~1;
echo $?” (M, dpkg(1)).

MREE NREGFREEETRRGE (B NE 2.7.6 ), RATAEI 41" /etc/apt/preferences” X#HIFETE
HPBEAXTHBRIERAR R EEEBRF UK EESRE (40 apt_preferences(5) FHT7R) Sk B ahHiX R IR,
X FRA apt-pinning.

L/ apt-pinning 648 , [R5 Debian AR Z BIMNFRAME , FTAROABECHIAHFRAM. apt-pinning
ETTEANERIRE , AN EFERE.

RREERM Release X (B 0.5 2.5.3 ) {7 apt_preferences(5) BFLNY. 5+F Debian i& 14 1 Debian &

SRR | apt-pinning R e suite” & F LE, (XA Ubuntu R4 FEARME.) N , {R4E"/etc/apt/preferences”
XHEmE , TJMERAPin: release a=unstable” , {BERBE(FEA"Pin: release a=sid”.

% {¢ A9E Debian A4Z FEE A apt-pinning (—HBSES , REZEEE(INABEMA(EE, 6120 , Ubuntu A1 Debian
EREIRAE—IH,

HE
BR{ERpIEE"/etc/apt/preferences” X , £/ apt-pinning S4H1HA T , RIUATLHITHY E N EAS
T (BN 263 THE 2.76 ).

AT EXT apt-pinning HARK & L.

o] FERERLIRIE"/etc/apt/sources. list” MEEMEE X , APT RE ] AR EEIREm1%#E Pin-Priority &
RAM , EATHRIRABRIRERA , R —NRAEH Pin-Priority XF 1000 , XAMRARGIARBEFEK , KIMT
REEEERE (2058 2.7.11 ).

FNREEAK Pin-Priority {HE27E"/etc/apt/preferences” X H"Pin-Priority” B & M EkE 2 FEHERENA
H.

Pin-Priority apt-pinning XT3 &EHF0H

1001 TRIGE , EE— 1 ERRREERTES

990 REEMRRITHRASZE FEREOAE

500 REE AR ERZOAE

100 FF NotAutomatic 1 ButAutomaticUpgrades 4= EREIAER
100 AT ETRREHE

1 AT NotAutomatic F FEREGAE

-1 RifE# R , HEALTRX N RAGE

Table 2.18: F§F apt-pinning $ARHETSEEZM Pin-Priority {H313K.

BAMRARIESE |, feBHRGSITIEINRE , #I20: "apt-get install -t testing some-package”



https://manpages.debian.org/unstable/dpkg(1)
https://manpages.debian.org/unstable/apt_preferences(5)
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NotAutomatic #1 ButAutomaticUpgrades 443 2 AR FE RS 25 LR EZK M Release XHREE , (B NF
2.5.3 ), ERE A "NotAutomatic: yes” fli"ButAutomaticUpgrades: yes”. T NotAutomatic #4312
MR FERS 2 LR BRI Release JXFRIRE , HER A& NotAutomatic: yes”.

KB Z M ERIRAAG A apt-pinning 15 ] LB d"apt -cache policy package” &34 BR.

 "Package pin:” FFKH1T , S TIREBIRAK pin , 20R package #KH) pin E4LE X, 120, "Package
pin: 0.190".

 JXA"Package pin:” RI{TFETE , ARIZE package MFKHITE L.
5 package #3<#] Pin-Priority {ESI7ETBRAF T BRAD , bban , "0.181 700"
0" BIVEMBMATHENAY , NFRIXE package HHXHIE L. Hla0, "0.181 0"

RYR[E (f£7/etc/apt/preferences” XE{EA"Package: *” EX) B Pin-Priority {8 , JIfETARE ERIEN A
13, 570, 160 http://deb.debian.org/debian/ trixie-backports/main Packages”.

2.7.8 [HIE#HEFRNREEMNTE

aKH
= A
FF A apt-pinning &4 EEAEBHEARDE, RMVTBRERINMAR , BIEHREBE.

WRAERE S| \HFRISFERE |, 1RBABI1E"/etc/apt/preferences” X3 B4 T BURMIABIESC AR
HREATHS | X LR,

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {FHHHA unstable K{EAHK testing hRA

wis
3T apt-pinning 45 RAERILBRAMITE. RUIERERIAEA , REHBRTES.

MTR—ANKTF apt-pinning BARKBFIF , YEMA testing AIEHE , ST unstable FHIEE HBHTAI AR AR
HERKEE AR, REZIRINT FIRKTE"/etc/apt/sources. list” UHFFFILE A T ERMERE.
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RN FTRIIRE"/etc/apt/preferences” T4,

Package: *
Pin: release a=unstable
Pin-Priority: 100
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AT PACE T M unstable B4R FE+ R package-name” I R E K BEAE , RAITHA"-t” EM
(unstable B Pin-Priority {754 990) KAk B AR AATIREIG 4.

$ sudo apt-get install -t unstable package-name

EWEET , PUT apt get update”fl"apt-get dist-upgrade’(8iF aptitude safe-upgrade”fl"aptitude
full-upgrade”) €54, £M) testing REEFHRIFLMN testing MEFEREMXRAEAIFEMN unstable REFE
FHRABLEM unstable MR FEFRERKEFE.

/J\I|_,\
@ INDARERIE"/etc/apt/sources. list” PR "testing” MEE, MBXHF XA "testing”
APT ARG {EAEMHM unstable R4 EFALRKAFA.

R

KEEAE LRSS , B TR /etc/apt/sources. list” XK unstable” RiEFICF., XERTH
F4bIE /etc/apt/sources. list” UHFF IR Z IR IE BN FHKREE RAFRBTHEIE T ABLE N unstable #4
FEPRENZGEIET unstable FH4&.

EF N

i R"/etc/apt/preferences” X ff H"Pin-Priority: 17 #¥ {X 7T’Pin-Priority:100”, EJ
{§"/etc/apt/sources. list” X HF K testing” LK # MR T , Pin-Priority {& 4 100 M E T &K 4 A
MALIET unstable REFEFE,

WRIFFHE B FIRER unstable RELAFTRIRAA , AR ABEAPAMER -t unstable” , R
#"/etc/apt/preferences” 3t , FIEAIATRENR FEAA IBMHIS L FTABLRAE,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

M RAFNMEE R ERE Pin-Priority {8, #4120 , A7 {#EB&HFH unstable K AR"Debian Reference” , K
R%1E"/etc/apt/preferences” XHHFEANUTLE.

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

Je/N
BI{E4R4E IS stable A3 /E , apt-pinning SARMAZHHN. RIBRUATHER , N unstable MEFERIK
KB —ERREN.
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2.7.10 {FF™HA experimental ZX A unstable jR4<

zis
HF A apt-pinning 45 EAERIBANFM, HATBREFRXAEA  REGRBES,

X2{F A apt-pinning IS5 —A7RB , SRBIFZEER unstable J7 , BEET experimental J&, KRR TR
 EHEHNERGE. FEREE /etc/apt/sources. list” IHHHFIRINT,
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

BT experimental JE23EE3h (NotAutomatic) KR (W5 2.5.3 1), HEIAHK Pin-Priority HE#IXEAR 1
(<<100) . HFAFE"/etc/apt/preferences” XHFHIRE Pin-Priority { , R FEFEE experimental JR , i
JEAREELE N IR B FHLRE B E KA.

2.7.11 ZAZ2MEK

28

#FH apt-pinning f & HEEREMRLBEARMIEDR, (RO RERAX MR , RIFHRFRE.

Ny

@ [EL%7E Debian Wit EHAHE A XFF. (UNERELARRE T REF FEMAN—500 LE. REMWEIRXFEE |
gﬁ%ﬁ&%%iﬁizlf’ﬁ%ﬂxﬁo MTEERG , RV SERBIRERENTAEELIE  FNTHEE
/ﬁf | %ﬁﬂq/\éjbo

PRAT AR TR FIHEEAR AN NFTHIRY R FERR R EN HRRE (0% 2.7.7 1) , NIEIRIHNASIRE . THEZE—FF
BRI AL |, ATRAR GRS Z KM “dpkg -1 broken-package_old-version.deb’d54 (W5 2.6.3 7).

J¥Z&“/etc/apt/sources. list" A& T EAEEHER unstable ©17.

deb http://deb.debian.org/debian/ sid main contrib non-free

FRTERTEHRE , NMBCHER testing.
deb http://deb.debian.org/debian/ forky main contrib non-free

AT TR E"/etc/apt/preferences” T4,

Package: *
Pin: release a=testing
Pin-Priority: 1010

iB{Tapt-get update; apt-get dist-upgrade’{#EANREEHREEEBIEE.
HERBIERIR , BER'/etc/apt/preferences X MFIRHIX I,

RN
XR—MNFAE , B (RAEER ) RuJEEZMREE , KB MRBIRE. /R FEETF oML —Lem s
BSRFERZELL., EEREE Linux N#Z. 31 SF2F. udev, PAM, APT A& AR XM EB AR ENINECE ST
#.
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2.7.12 equivs XH44A

ARARNIRAEELGRFE T — M EFFRAEE Debian AR , BIFEEMM—MHIENZAM Debian 38 (*.deb) I
RN =E N

WRARERE NRAEGRE— R FFIPBERKE] /usr/local”, fRAJREFR(EM equivs 1EARELRKIR R K
AR BLIR L

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it

isn't, you can work around bugs in other packages' dependencies.
(Please do still file such bugs, though.)

2.7.13 BHE—NEKHEE stable R4

@ 7Ny

HBTARASESR , FEBREXEMRNTREEB TIE , MATEIIMOF L.

XTEBA TR stable RSt , FRIRKEBESTHAEFTENNE —NREBEENEREE. XTI GE XK
RASEHRERHBIHER,

1E stable &4 /etc/apt/sources. list"XXHHRMTIILE.

deb-src http://deb.debian.org/debian unstable main contrib non-free

T RIARGmE BT B B T BRI

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

@ e H HHHR

WRFER EFEAE , ITRAM backport B EH—Le T B4R |, 4120 dpkg #1 debhelper,
PITFSI6G4.
$ dch -i

EHIRABIRAS | $ian7E debian/change log ™ in—A"+bp1”
BT EIHFMERAEBIFRENRKEI RS T.

$ debuild
$cd ..
# debi foo*.changes
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2.7.14 AT APT HIEIRE 22

R 4513 A Debian MEERFXLIRBIEHMME T , UREEFZ LAN LRG|, i APT HE— AN
RIFMF[EMNMTFEE. APT AJUBIACEREAIEA web (http) AIEARS2F , B0 squid (0% 6.5 77) , 4
%N, apt.conf(5) #“/usr/share/doc/apt/examples/configure-index.gz”., HELAE“Shttp_proxy £
Bm='/etc/apt/apt. conf PR ERAIERS 2.

XEBEH—L Debian RENERANRELR, RMZEFHRENIZEKRE BTS,
RER TATE AN |59
V:0.31, 265 | h Debian #AHAFIRATSHHTEGRIE (Perl 725)

1:0.36
apt-cacher-ng | Vi4.0,1:41 | 1968 | HAUKEBRNEGNRIE (C++ mFfafr)

apt-cacher

Table 2.19: Debian M4 ERETRERIET A

VN
@ % Debian EMEMRREFLMN | XEERANAETATEFERE B4 EEENN | Fasefe—EY
BINTEEM. H—7m , BA web  (hitp) IR 2SR H B ER AN XXFYAL.

2.7.15 EZXRTHRHEBERRH
#RATUN FERISARY R T Rt e E S 58,

« REREENEREA

- aptitude(8), dpkg(1), tasksel(8), apt(8), apt-get(8), apt-config(8), apt-secure(8), sources.list(5), apt.conf(5), and
apt_preferences(5);

- kB apt-doc Z#FBH)“/usr/share/doc/apt-doc/guide.html/index. htm1"f1“/usr/share/doc/apt-doc
- kB aptitude-doc-en BH4AE“/usr/share/doc/aptitude/html/en/index.html’,

« Debian #4ZE FEE F1ELRSCAY -
— "Debian Policy Manual Chapter 2 - The Debian Archive” ,

- "Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive” ,
— "The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

» >k Debian F F#)E—A> Debian S4B HHIE
- “Debian 4:PEF5/E".



https://zh.wikipedia.org/wiki/Local_area_network
https://manpages.debian.org/unstable/apt.conf(5)
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
https://tracker.debian.org/pkg/apt-cacher
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
https://tracker.debian.org/pkg/apt-cacher-ng
https://manpages.debian.org/unstable/aptitude(8)
https://manpages.debian.org/unstable/dpkg(1)
https://manpages.debian.org/unstable/tasksel(8)
https://manpages.debian.org/unstable/apt(8)
https://manpages.debian.org/unstable/apt-get(8)
https://manpages.debian.org/unstable/apt-config(8)
https://manpages.debian.org/unstable/apt-secure(8)
https://manpages.debian.org/unstable/sources.list(5)
https://manpages.debian.org/unstable/apt.conf(5)
https://manpages.debian.org/unstable/apt_preferences(5)
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

Aotk

EAZRGEHE R, I T % Debian RGN EMECEARZHEN., REEMRATEREKNRGBEI KX
M, EXEMASEAIRS ARG AR DIRERR.

THEZ Debian RZEVIAUWHNESHER, BT Debian REHEARM LR | BN %S Z R HHH,
« Debian Linux N#ZF X T Debian RZHFE(EEKIE.

* bootup(7) NMBT ET systemd AL BEhiRFE. (EHAK Debian)

* boot(7) BT ETF UNIX System V Release 4 (AL Bah7F2. (IBRRAY Debian)

3.1 [EEnIFEMR

WWEALARG A LREAZIREN A PR MHTRIRIERSE (0S) ThaeAll , RELRH LM ST e,
AEEREL , EEBTETEERECAARARRKMME PC F 45 L.

AR EHERERE N URHEKE, F—RAERHARGHEDREL T —K.

e« % 311
e % 3.1.2
e % 3.13
« %5 3.14

o dt Jf 4t

LR, XLEMEAUARRMECE. than , R T BCKNZ , WATRES BT (R Debian RGP, EL , 7£
REFRBWAZA , EIEEBC RSB R E L.

3.1.1 SE—HEL - UEFI

Unified Extensible Firmware Interface (UEFI) Zi—rA[{ BEHE#EO £ X T BB 158 UEFI J0H—E49. YU—
MTENFTIFRIER , BahEERREIMMENE—NE  EREEINEEHETEINENRE , PITISEERRER
5| SMBREFSIRMERGEANZ (BE 23 SNEEF). BafiiEBEETEFMIE NVRAM |, TEAFEERRIERS
S| MBI FTIRME RGNS ARG IR R,

EFI system partition (ESP) EFl ARGt 0 X 22— MUBFHEENX , ETENERKER UEF M5t YitEHITH

EEIREY , B UEFI BEESEIR) , B4 T UEFI M BREFAXLN BRFEITHRENXX M , BiFRERLKSI SN
HFZF. (FEK PC &% , f77E MBR 24 BIOS ATRLARRHE. )



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://manpages.debian.org/unstable/bootup(7)
https://manpages.debian.org/unstable/boot(7)
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 BETHEL : slEmMBEFER

S| SNEFEF R BN RRMBE _ME , B UEFI 53, 5| SNERFEFE RS RZIREH initrd G INBEINF IS
FIRZAEAN]. initrd MG ZARSAE ARG G , HSOIFRERBT FTE AR5 SEFEFF.

Debian REeI8% (A Linux PAZAEARGARIRLENMZ, HHETH 5.x Linux RAZEK initrd BUEFERAR_ESZ initramfs (%]

18 RAM XXHHARSE) B,
B 5 SMBREFMECEERFE.

A FATE | KN | initrd ASMRE | g

grub-efi-amd64 :456 142 | XFF S;L:JIB ;g%i%?ﬂeﬁgff%ﬁz\iﬁ)i#%% B
grml-rescueboot V:0.1,1:11.1 | 36 N/A HGER%J%% 2 ?Srglg{;glfg?fg;%ggg Linux
syslinux Vi3, 1:31 325 XHF Isolinux EW‘;,HSEIEO%GO XfFRE. 515 CD
syslinux V:3, 1131 325 ¥ Syslinux g{ég’! g&[;é)ft%i#’%ﬁ (FAT)
loadlin |\:/(:)(.)é%3' 87 XHF Loadlin ;ﬁ%’*ﬁ}w\ FreeDOS & MSDOS F /3
mbr V02,128 |47 | Rk Equi,\'ATB”F;tO” %Zqﬁﬁlé{%ﬁﬁgg;\oéomm HIS R AT

X UEFI &%

Table 3.1: 5| SNEFEFF3R

GRUB2 B 4B ESP X , {3 /boot/efi/EFI/debian/grub.cfg’ B search.fs_uuid

EXE M UUID SkHfiE GRUB2 3BALE 4" /boot/grub/grub.cfg” FIfERINX,
GRUB2 R EHJCE R N Bk -

menuentry 'Debian GNU/Linux' ...

load_video
insmod gzio
insmod part_gpt
insmod ext2

{

search --no-floppy --fs-uuid

--set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl

echo 'Loading Linux 5.10.0-6-amd64 ...'

linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebe4bl «+
ro quiet

echo 'Loading initial ramdisk ...'

initrd /boot/initrd.img-5.10.0-6-amd64

}

XFFXEBSTE) /boot/grub/grub.cfg , XANFRZERENNT.

7 Debian &% ,

X, EH NVRAM =k E3)/53h%) Debian :

# dpkg-reconfigure grub-efi-amdé64

"/boot/grub/grub.cfg’ BH%TKK GRUB XA (40 : grub-efi-amd64) EIE , RERA
HIRBIXAN M. MEER)"/etc/grub.d/” M"/etc/default/grub” KRB BKRECE . L& GRUB L&



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
https://tracker.debian.org/pkg/grub-efi-amd64
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
https://tracker.debian.org/pkg/grub-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
https://tracker.debian.org/pkg/grub-rescue-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grml-rescueboot
http://qa.debian.org/popcon-graph.php?packages=grml-rescueboot
https://tracker.debian.org/pkg/grml-rescueboot
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
https://github.com/grml/grml-rescueboot
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
https://tracker.debian.org/pkg/loadlin
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
https://tracker.debian.org/pkg/mbr
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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®E =l
GRUB2 &Nz gzio, part_gpt, ext2
—_— - _ _ _ B
{6 FIRARSCHE RS X 58] LiUID_—\EeSeldbS 6454-46d6-al4c-071208ebedbl FE5E
I XARR

PIZE B RS R P 12 /boot/vmlinuz-5.10.0-6-amd64

o g =UUID=fe3e1db5-6454-46d6-aldc-0712 4b1
(BN EEhE M rrooothiUeUt” e3eldb5-645 6d6-al4c-0 08ebe4b
initrd 85 LA EARSLIF A G P IR 12 /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg X FEENFERALBEN

N
Bt /etc/default/grub” B GRUB_CMDLINE_LINUX_DEFAULT i quiet {& , {REES BRAAZE3NH

—4=q=
IL‘I‘{EI%O

R
RS E"/boot /grub/” AN GRUB &%

N info grub” grub-install(8). grub-mkconfig(8).

3.1.3 F=KE& : #{K Debian &5

# 4R Debian RS R BaMARKE=ME , BHSISNEEFE3. ESERNFPETRAGARMRIHRS. X215
AR — AR

AE
“X{R Debian AZ"REZEBVNAE , BTFEAXHEPHER BIRBERE=IMER., XDARGEE HHRA initrd 3
initramfs AZt, NEF K ARLFE Debian TRFEFFER.

/init BFERNGETRRXERSE EPITHRE — IR . XMEFER P TRIERNZOIAHW, , FFEEHIREE T —H
E&. X{K Debian AREEEBEES| SIRFEZ BIARMAMAER S DN RIEBAR GRS |, F5| SIREEMRIE.
o INR initramfs 2@ initramfs-tools 4l , N)"/init” F2F2— shell HIEFER.

- B NIZARIN break=init” FEFNSE , KA AFRIXE RERFZLURER root shell, EZ M &MHES R
/init" A, XA shell TMEE R BAH , (RATEL CRIPHAR S RHE 1.

- R Debian ZREEH ] ARG SEFARTHK , BFEB—#FRA busybox(1) i GNU T Eigt.
« 20X initramfs £ dracut 412 , U>/init” 22— "3tH) systemd 725,
- B Debian AL+ 7] BRI 42— FERIE A systemd(1) 3R,

/J\It,\
YBE—NOZHRIAE RS LN, 8/ mount s HBERM -n %I,



https://manpages.debian.org/unstable/grub-install(8)
https://manpages.debian.org/unstable/grub-mkconfig(8)
https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://manpages.debian.org/unstable/busybox(1)
https://manpages.debian.org/unstable/systemd(1)
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3.1.4 EPUMEY : &3] Debian 2%

## Debian AL 2 BNMFZNSE UM EL , R K Debian R&E/53), MR Debian RGN IELIE T AREHE1T.
BRI EBENFEYHRE IR EM#EEE L.

init BFEREPITHRE—1FEF (PID=1) , ERHESMEFUTRIES SRR, init FEFHINVAEZE"
/usr/sbin/init, {BA[IBE N B3hSHE% , #Hl0"init=/path/to/init_program”,

1£ Debian 8 jessie (2015 &%) IRAfG , "/usr/sbin/init” 2— &)’/ 1ib/systemd/systemd” H&FS4EHE.

N
TRENARSEF SRPME AR init sp S AT AMEM ps --pid 1 -FasdafiiA.

LG mTE K/ HER
systemd V:918, 1:978 | 11013 | ETEHHZFFFHAN init(8) ST dtFz (&K sysvinit)
cloud-init V:3.9,1:6.7 | 3267 | =iRPIEEMEYIAEARS

systemd-sysv V:912,1:981 | 76 systemd EHRAMURE sysvinit BFHRMNEFSHEE

init-system-helpeWs592, 1:987 | 133 1£ sysvinit # systemd Z B3 THHRNFTEEI TR

initscripts V:17, 1:60 197 BT A XA ARG
sysvinit-core V:3.4,1:3.8 | 365 ZE System V | init(8) TH

sysv-rc V:32, 1.64 85 2K System V HE{ TR FE SHLH]
sysvinit-utils Y1702036 100 & System V [KSKAT R (startpar(8) , bootlogd(8) , -+ )
1sb-base V:221,1:325 | 12 Linux FrERE 3.2 FIREY init FIATHEE
insserv V:38, 1:64 132 | FIA LSB init.d WAKEMERELR B EHRATE
kexec-tools V:1.4,1:55.4 | 320 BT kexec(8) Ejg (FJSzh) B kexec THE
systemd- bootchart?_/(:)o';?o’ 131 JashinFEtERE D AT 2%
mingetty V:0.1,1:125 | 36 NBEEIEHEHR getty(8)
mgetty oS 318 | ATEAEABIRAN getty(8) B
Table 3.3: Debian &%t 231 TA¥&K
N

BXERENERRHESE , FS N Debian 4 : FEhiifEMER %K.

3.2 NIFEARS

o=

Z‘)ﬁ?ﬁ — P NBHERGIEAT , AEPIT— MBS A RN ARG EEES.

N SRR RETREB LB PIT AP AIES | bl -
« N3| SEEBFFRNRET B3RS



https://zh.wikipedia.org/wiki/Init
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
https://tracker.debian.org/pkg/systemd
https://manpages.debian.org/unstable/init(8)
http://packages.debian.org/sid/cloud-init
http://qa.debian.org/popcon-graph.php?packages=cloud-init
https://tracker.debian.org/pkg/cloud-init
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
https://tracker.debian.org/pkg/systemd-sysv
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
https://tracker.debian.org/pkg/init-system-helpers
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
https://tracker.debian.org/pkg/initscripts
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
https://tracker.debian.org/pkg/sysvinit-core
https://manpages.debian.org/unstable/init(8)
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
https://tracker.debian.org/pkg/sysv-rc
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
https://tracker.debian.org/pkg/sysvinit-utils
https://manpages.debian.org/unstable/startpar(8)
https://manpages.debian.org/unstable/bootlogd(8)
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
https://tracker.debian.org/pkg/lsb-base
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
https://tracker.debian.org/pkg/insserv
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
https://tracker.debian.org/pkg/kexec-tools
https://manpages.debian.org/unstable/kexec(8)
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
https://tracker.debian.org/pkg/systemd-bootchart
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
https://tracker.debian.org/pkg/mingetty
https://manpages.debian.org/unstable/getty(8)
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
https://tracker.debian.org/pkg/mgetty
https://manpages.debian.org/unstable/getty(8)
https://wiki.debian.org/BootProcessSpeedup
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s BE B SHRTIRNTE
o NFIRRTTIE B RGP IR IR
o USRS, RS XIS R root THERLH LVM 35

HRE , — PN RRIERG A 1ISO G R | HERI— AN &, bhn

* USB (AT HERIEASE 0.7.2
 CD/DVD #&fEN%E 9.7.7

AT R, THEREINGIT A U EERRE , {82 CD 5k DVD tHAEBIRIFHIE.

N
RAT AR TR A —LE UEFI NVRAM &3k Bl Bahfrfin l EREE s S8R,

3.2.1 USB _/ GRUB UEFI IV &XUE R4t

"USB _E/) GRUB UEFI N 2RUE AL A , FTTHFARSHEIR , GRUB UEFI NV 2RE RAZE RS A FAER f53h.
X4 USB ) GRUB UEFI Y &FUE RS BFE 5 Super Grub2 Disk ISO 5B A\F) U & kHEH.
EREHECREASSF LRI BHEF[IETRNR |, JAXHBE :

+ J3%) GRUB UEFI V2B RS , Bsh AN E RN BINARL,
+ )\ GRUB ¥ B34 %%/ Debian R55,

 7£ Linux root shell 3£/~ % :
# dpkg-reconfigure grub-efi-amd64

EE
" 23 GRUB N B #E 1ISO S MAEBIEIY FEM info grub-mkrescue” RAEM., BRMHT — Mo S1TH
GRUB shell 127:%F , (B TR BRI ATKMN A SRS,

3.2.2 USB _tf Linux B} ARUE R4

“Linux BP AR ZREE RS U A, FTFFARSRIR , 8EB B3 Linux Bl N 2538 A2,

XAUSB _Ei) Linux B I 20048 R SE" REM @IS T 50 — DT Debian i) Linux BJ 1ISO FBEAEI—1 U &
R, XER—LIXF Linux B RSEERASIF.

« Debian B 454
« Kali Linux B} FB4&51%
o Grml EPFB Linux

XEE—L Linux AN SEERSEHERZR

« BREATRERHECRERAS ST RESBHAN| SEHSLE



https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/Compact_disc
https://en.wikipedia.org/wiki/DVD
https://www.supergrubdisk.org/super-grub2-disk/
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://www.debian.org/CD/live/
https://www.kali.org/get-kali/#kali-live
https://grml.org/
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- J23) Linux BN RUE 245,
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- HETTIE B3 Debian &5 EBE root X ARZH A XE]“/mnt”,
— £ Linux root shell 32/:7%F :

# chroot /mnt; dpkg-reconfigure grub-efi-amdé4
* BEHIHK dpkg KR

- J23h Linux B) FRUE 2%

- HEHEATEA R dpkg MABK Debian RZEH , A root ALK XE]/mnt”,
- 7£ Linux root shell 1&7~R%F :

# dpkg --root /mnt -i /mnt/var/cache/apt/archives/dpkg_old_version_amdé4.deb
« PUTEE R AIRIE | DRANTERRIFRARG LTI RGHRME (0% 9.6 1),

e

L

N

=l
[ Linux B ARSI GUI (KRR FRE) REERNESN , TS5,

).

o WEIRHNER | 1FEF—FF14E R Linux BNBARSGE , BE—MINEE.
o RATRLUREMRAIZRD |, BIRN7TE Linux EBHMEHIA KA shell 127R4F FA"sudo passwd user” (205 1.1.6

o —LE Linux BNAARS DU E AR B /25" "Debian Live” = "user/live”, "Kali Linux Live” = "kali/kali”

3.2.3 M GRUB Ezhf Linux B BN 23038 &%t

Linux B} . 2Rk REEAEB A\ GRUB XK H 53, A TEHMITIUCRAE X/ GRUB BLE :
« & grml-rescueboot XA

o REI—MECEEBREMmA"/boot/grub/ loopback.cfg” i Linux Bl A 1SO 4544,

- 7855 3.2.2 TEMREIN ISO 5% , EEiIMEHZREMmA"/boot/grub/loopback.cfg”.
o #0LXLE Linux BN A 1SO 4544%"/boot/grml/” B3R,
« B GRUB %4 :

# dpkg-reconfigure grub-efi-amd64

AREITTIFAGHIR , GRUB BIRRIE Linux B A 2R RGNS A,



https://grml.org/faq/#password
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3.3 Systemd

3.3.1 Systemd 1At

¥ Debian RZZEA3) , /usr/sbin/init FS4EEEIM /usr/1ib/systemd {EA¥IERGBHFE (PID=1) 23 , X
FHFEE root (UID=0) fTH. &M, systemd(1).

systemd ¥a U SHFRET ATAE M (B W, systemd.unit(5)) SKIFATIRAEDFE , XLERATTHCE SCAE AR
PE , KB AT SysV fd FERE, XLL s TR E U N T HE— RIS NE (£ M, systemd-system.conf(5))
IREEFHFRE AL — > 8749 Linux control groups , R TT/AT A , ENBT—AFAEM systemd ERLEH (S,
cgroups fI& 4.7.5 1),

REHER BT systemd.unit(5) #AS H)"System Unit Search Path” finZk., TEZNRRBTIHLEAURF -

« "/etc/systemd/system/*”: IR AR KRS B T Y
e "/run/systemd/system/*": iZ{THI B G344
« "/1ib/systemd/system/*": RITHRIX BB LRM ARG AT

AR E K F < AZiBid"Wants=", "Requires=", "Before=", "After=", ---Z$5,REKHACE , (& N, systemd.unit(5)
B K)"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES"), BiREEHEN (&N, systemd.resource-
control(5)).

IRIE A TTRLE S E AR A E (TR

 *service AR systemd FHIFILEHRHFE. 0 systemd.service(5).

*.device R TE sysfs(5) BMEEA udev(7) BEM BRIIEE. &0 systemd.device(5).

* mount AR systemd IFHIFINEMLHERGHES S, £, systemd.mount(5).

+ *automount iR systemd FHIF L ER L HREENIEH R, S systemd.automount(5).

* swap AR systemd {=HFSE K swap XHEEE S . 50 systemd.swap(5).

*.path #A % systemd WITMEEIR , BTETEENIES). £ systemd.path(5).

*.socket #R# systemd FHIM B ENERET , BTETEEFNIES). £ systemd.socket(5).
*timer #1414 systemd EHMEERITEES , BTETHBEMES). £, systemd.timer(5).

* slice BIH cgroups(7) BIRIR. £, systemd.slice(5).

*.scope {§f [l systemd REE&FEOREFHLREE , AAEHE—RIIAGHFE. £ A systemd.scope(5).
- ~target ILHERTEEHNA , ZEEINEHE , KEERDS R, £ N systemd.target(5).

RO Eshit (B |, init) , systemd #2424 f33h"/ 1ib/systemd/system/default. target (&% £%'graphical. te
KR SHEE), Bk , — 2455/ target BT (3 I, systemd.special(7)) , bkl local-fs. target”, "swap.target”
M"cryptsetup.target” S AMHEBRXHRE. 2/F , HE target BT ARIERITTRMKX ARSI, A

1800 , Pk bootup(7).

systemd 12{E GIHRABMTNEE, £ /etc/init.d/rc[0123456S].d/[KS]name” EHK SysV KA&H S sh AT
REWNHT ; telinit(8) S A systemd HIEATTIEENER,

NGy
BIENEITRA 2 B 4 £EHFSHEHEE T MRK multi-user . target”,



https://manpages.debian.org/unstable/systemd(1)
https://manpages.debian.org/unstable/systemd.unit(5)
https://manpages.debian.org/unstable/systemd-system.conf(5)
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
https://manpages.debian.org/unstable/systemd.unit(5)
https://manpages.debian.org/unstable/systemd.unit(5)
https://manpages.debian.org/unstable/systemd.resource-control(5)
https://manpages.debian.org/unstable/systemd.resource-control(5)
https://manpages.debian.org/unstable/systemd.service(5)
https://manpages.debian.org/unstable/sysfs(5)
https://manpages.debian.org/unstable/udev(7)
https://manpages.debian.org/unstable/systemd.device(5)
https://manpages.debian.org/unstable/systemd.mount(5)
https://manpages.debian.org/unstable/systemd.automount(5)
https://manpages.debian.org/unstable/systemd.swap(5)
https://manpages.debian.org/unstable/systemd.path(5)
https://manpages.debian.org/unstable/systemd.socket(5)
https://manpages.debian.org/unstable/systemd.timer(5)
https://manpages.debian.org/unstable/cgroups(7)
https://manpages.debian.org/unstable/systemd.slice(5)
https://manpages.debian.org/unstable/systemd.scope(5)
https://manpages.debian.org/unstable/systemd.target(5)
https://manpages.debian.org/unstable/systemd.special(7)
https://manpages.debian.org/unstable/bootup(7)
https://manpages.debian.org/unstable/telinit(8)
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3.3.2 Systemd &%

W—AA FIET gdm3(8). sshd(8) Z%& %%l Debian £&%:,/1ib/systemd/system --user {E A FPARE SRS
a3, HFEMNMAFRE. £ 0 systemd(l).

systemd YA CHAERT BITRCEX M (2L systemd.unit(5)) SRIFATIRAEDAR | XLBTTRCE S AHERABARAR
PE , KB ZHTHIZE SysV g7, XL A TRCE AN THEK— R IR N (£ X, systemd-system.conf(5))

AR ITTM systemd.unit(5) #AS K"User Unit Search Path” Nz, FTEZN2IRBTIMLEAURF

» "~/.config/systemd/user/*": F FECE BTG

« "/etc/systemd/user/*": EIR ABIEN A FEATTE

» "/run/systemd/user/*": FFiz{Th BT

« "/1ib/systemd/user/*". KITHRAKMH-EEIRR LI A FRITHF

KRS 3.3.1 TR SIS,
3.4 NIZEE

HEiEH e LB RNRZAREE , SEBET W EIEREKFRELE.

# dmesg -n3

ERRAE BRI R e

0 KERN_EMERG AREATT A

1 KERN_ALERT 1T AWML XA
2 KERN_CRIT ﬁi@%ﬁc

3 KERN_ERR *M

4 KERN_WARNING i&%%&#

5 KERN_NOTICE R EEETNES

6 KERN_INFO BRI~

7 KERN_DEBUG debug ZHIHNEE

Table 3.4: NiZEE R HIFR

3.5 ARLUHE

1f systemd T, NAZM AL M5 S48 L AERS systemd-journald.service (X4 journald) iR , i
f£"/var/log/journal” FRIARZH —HEIEEE , 3%4E"/run/log/journal/” TR ZHHI%GE. X3
HIRESEE , ATRUEE journalctl(1) dy4>kiaMml. Fizn , RATABRMRE— RN BE | RO THR :

$ journalctl -b

£ systemd T , RGEHETA rsyslogd(8) ATAEIE. MREKKTE , bEEAI/}I ERITARZIR S KM HGIHE
¥R (A BAE systemd ZHUEJHAE@ /dev/log”)HBIEE{E iﬁE‘]ﬂ(fUﬁASCII%\ EWIE."/etc/default/rsyslog”
F"/etc/rsyslog.conf’ GEE B EN HEXHMREREE R, &0 rsyslogd(8) F0 rsyslog.conf(5) , AT A5 W5
932 1



https://manpages.debian.org/unstable/gdm3(8)
https://manpages.debian.org/unstable/sshd(8)
https://manpages.debian.org/unstable/systemd(1)
https://manpages.debian.org/unstable/systemd.unit(5)
https://manpages.debian.org/unstable/systemd-system.conf(5)
https://manpages.debian.org/unstable/systemd.unit(5)
https://manpages.debian.org/unstable/journalctl(1)
https://manpages.debian.org/unstable/rsyslogd(8)
https://manpages.debian.org/unstable/rsyslogd(8)
https://manpages.debian.org/unstable/rsyslog.conf(5)
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HHE - R
= Y = = 7

e L L I —

o L T L I ——

L e R L (= e ——

BENEE RISt BT
HiE (Ctail - 4%

"journalctl -b -u $unit -f”

Table 3.5: #1EYH] journalct 1l 3 HERSIER
3.6 ARLEH

systemd AMUURERGN AW , B systemctl(1) 412 I8 ARG BIRIRM?E.

XEB, FEFIFRRSunit” , AIE— M EITL (J54E. service . target 20%W) , 2E , ERZBAT , 1
ﬂ%ﬁ%ﬁ?ﬂ%’l\ﬁﬁ (shell XA 2 FBACET*", "2, "[ 17, BT {ER famatch(3) , KILACH SIENEFHFBE R
JT 7K).

FEIFRARGRESEGS , BE BET sudo” SkAMNE | BIAKE BN ARG ESIEAR.
"systemctl status $unit|$PID|S$device” KL FRABHMEMNR ("o") KA LTTKRE , IEAF—IR#ENE.

« BERN O FRIR—A NiFsh" 3 AARENF KRS,
« LBH) e RN KMBE R MR,
< B e FIRTEF . “EHMBP T HIETRE.

3.7 HEARGGE

XER systemd THEZTEMNUIE®GSFIER. EFEEIE cgroups(7) ZERNRIFE XM man FHFR.

3.8 ALAcE

3.8.1 FH%

NIZAEP ARG EN 4. EEsNEHE , BT systemd-hostnamed. service BRI AZ AR ERGEHENS |
HENZRTFIE"/etc/hostname”, XNMNHENZIBERETNG , MARESHIZL.

NS HOZ1T hostname(1) @34 A] DAFTENE METHENB .

3.8.2 XHARZ%

BB AR S RS R IR AT IAE " /etc/Fstab” hiRE , N, fstab(5) % 9.6.7 7,
MBXH ARG HBCEIREE /etc/crypttab™h, £, crypttab(5)
) RAID B E mdadm(8) iXE1E"/etc/mdadm/mdadm. conf”. £ ), mdadm.conf(5).



https://manpages.debian.org/unstable/systemctl(1)
https://manpages.debian.org/unstable/fnmatch(3)
https://manpages.debian.org/unstable/cgroups(7)
https://manpages.debian.org/unstable/hostname(1)
https://manpages.debian.org/unstable/fstab(5)
https://manpages.debian.org/unstable/crypttab(5)
https://manpages.debian.org/unstable/mdadm(8)
https://manpages.debian.org/unstable/mdadm.conf(5)
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BRIE we HE
FE A B A "systemctl list-units --type=help”
S REF A target BT "systemctl list-units --type=target”
FERGFEF A service Bt "systemctl list-units --type=service”
S REFF A device Bt "systemctl list-units --type=device”
S RTFF FTE mount g "systemctl list-units --type=mount”
SR RFEF A socket BT "systemctl list-sockets”
SIERNFFFTE timer BT "systemctl list-timers”
aah"sunit” "systemctl start $unit”
~fFEIE"$unit” "systemctl stop $unit”
CEERS AARANCE "systemctl reload $unit”
FEIEFBEAE $unit” "systemctl restart $unit”
Barsunit” FELEFREEER "systemctl isolate $unit”
BRI EE (BEERARD) "systemctl isolate graphical’
BRI ZRP (G1TAR) "systemctl isolate multi-user”
B V2R (SRAPGS1TARAS) "systemctl isolate rescue”
m"$unit” RIERIES "systemctl Kill $unit”
RESunit” RFERE LN "systemctl is-active $unit”
RESunit” BRFEREEIKRHN "systemctl is-failed $unit”
#®BE'$unit |[$PID[device” KRS "systemctl status $unit|$PID|$device”
BIRSunit [$job” HEHE "systemctl show $unit[$job”
CEREBRSunit” "systemctl reset-failed $unit”
S Fr B BT RS KRR TE "systemctl list-dependencies --all”
SEREEAG EREITTHF "systemctl list-unit-files”
BRsunit” BENFS5EE) "systemctl enable $unit”
CZEsunit” WGFSEER) "systemct1l disable $unit”
%ﬁ%ﬁfunlt (BIFET"/dev/null” &) "systemctl unmask $unit”
" w4 w » =}

,ﬁg)%nlt CHINE)"/dev/null” g9555 "systemctl mask $unit”
IREERIA) target & "systemctl get-default”
WEEOA target A'graphical” (BIJE&ES) | "systemctl set-default graphical”
~ LY ET) O N (A
}ﬁfiﬁ%ﬁ%ﬁﬂ‘] target Jymulti-user” (@< "systemctl set-default multi-user”
BRI ERELE "systemctl show-environment”
wEEAE variable” {E R value” | "systemctl set-environment variable=value”
BB A 2 variable” (R E "systemctl unset-environment variable”

3 s — PAas A o dm]
%ﬁ?ﬂ?ﬁ?ﬁixi#%ﬂ}ﬁm#ﬁhﬂh "systemctl daemon-reload”
EUES "systemctl poweroff”
<AMERAS "systemctl reboot”
TR R BT "systemctl suspend”
RIKARZE "systemctl hibernate”

Table 3.6: #EYH) systemct1 454 FERFIR
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BRIE AR

ERE— VAR BFE R a] "systemd-analyze time”

S Fr B S ot A AT [R] "systemd-analyze blame”
ME"$unit” TEFENERR "systemd-analyze verify $unit”

BRAPARSERETREEE | "loginct1 user-status”

TERE NARAT TREERE "loginctl session-status”
IRER cgroups FIEENIEFE "systemd-cgls”
IRER cgroups RIEENTFE "ps xawf -eo pid,user,cgroup,args’
ERER cgroups M3 zhidFE "/ sys/fs/cgroup/” FEY sysfs

Table 3.7: systemd THEZTE KIZHLSIIR

A

ﬁ);ﬁfd]lﬂﬁﬂﬂli , EERT BIBXHRGAE |, "/tmp”, "/var /lock”, #”/var /run” FREIGE 2405

Y

H}

3.8.3 MEIEHAL

XFE R systemd ELA Debian £E AL , ML&HEOIBE BRI RS HITVAL © loFEOBEE £ networking. servic
418 THEEEONB NetworkManager . service 48,

0% 5 ERFAVERREEEIINGESR.

3.84 Z=ARGAAN

= A5 3450 7] DA Debian Official Cloud Images” SkZ&{UHKIER B3, STTFXHERARESRB) , FHL. XHERSE. W
& VEBESHIR. SSH B4, APMAEMNER , TJRAMEA cloud-init 1 netplan. io BB HEHITHEERED
", fo-g’gﬁm , TRAE I RS 15 EENSCEE A ST R IR AN SR . XLk aE A YAML 23Rk
FﬂEEﬂ/ \—JL.EE: °

¥ % {552 )."Cloud Computing with Debian and its descendants”, "Cloud-init documentation” #1565 5.4 ¥,

3.8.5 A% sshd fRFFHI/MENLBIF

FRABIARE , BT systemd BEIIFEF |, 7 network. target B3h/5 , REMERSF S NE 6 =) EAE
ASFiEt e (daemon) B3, "sshd” AFI4, EFRIMERCHIRE B3N sshd” HE—NE BILEIEIT,

B, RRARGTERMRS AT,

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

1225 Unix RS BIIREEETIHIE (on-demand socket activation) ZRZEE inetd (8k xinetd) B&ARS IR, &£
systemd T, fBEThEEAERS BT IE N *.socket F *.service BITACE XK.

sshd.socket FSRE X — 1 KITHERT
[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]
ListenStream=22
Accept=yes



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
https://cloud.debian.org/images/cloud/
https://zh.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
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[Install]
WantedBy=sockets.target

sshd@.service ¥E& sshd.socket ILEACHIARS-SCHE

[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -1i
StandardInput=socket

FEE R ) IE=

$ sudo systemctl daemon-reload

3.9 udev &%

M Linux P9A% 2.6 iR FF44 , udev R5¢ I74E T B3 HERILARLAUANS]. (S A udev(7)). ERZKINE MR & HEAT
L, udev RBERM sysfs XHRLE (S AHE 1.2.12 1) KUERREs— A Fetiz , £/ modprobe(8) 72 (%
3.10 ) MFSTHFE FrERNPIZER, Q2N KRET R,

EF VI

WRBTELIER | "/1ib/modules/kernel-version/modules.dep” & E#; depmod(8) IE% 4 Y , 1R T]
BER A udev RGIRIAEM AR MNE. PiT"depmod -a" RKBREE.

"/etc/fstab” BEAFEEZRNN, BET R ANFEFHFTSH. IRBEBFER UUID KRS , kKB "/dev/sda”
KREE. AL 963 7.

BT udev RGER—MNEEZWKEY) , HIEH U T T FEMRE | EXERRAUTRIER.

o e
=H

R udev MAEER RUN (5 udev(7) 325)) KIBEITIT | AT BIA, EolE—NELH
systemd.service(5) XHFIFHIFERENR, SM%H 10232 7.

3.10 PRZARRAA

183 modprobe(8) F2FF A MNANMIBRAIAZAELR |, fEIRA1REE WA PR FERECE IEFEEITHI Linux N#Z, udev ALt (31
5% 3.9 ) B ERAREEBNZIERYIIA L.

TE AR RS IR AT AR IR BB R, FEWTSLMNEL , E(IE/etc/modules” XHEFEH (£ W mod-
ules(5)).

» TUN/TAP 8332 EZHA) Point-to-Point M4%i% % (TUN) F1EEHAK Ethernet AKX PRI 1R % (TAP),
* netfilter #EH$Z L netfilter fiKIHBES (iptables(8), % 5.7 ),
« watchdog timer BREh#EHR



https://zh.wikipedia.org/wiki/Udev
https://manpages.debian.org/unstable/udev(7)
https://zh.wikipedia.org/wiki/Sysfs
https://manpages.debian.org/unstable/modprobe(8)
https://manpages.debian.org/unstable/depmod(8)
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://manpages.debian.org/unstable/udev(7)
https://manpages.debian.org/unstable/systemd.service(5)
https://manpages.debian.org/unstable/modprobe(8)
https://manpages.debian.org/unstable/modules(5)
https://manpages.debian.org/unstable/modules(5)
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/iptables(8)
https://zh.wikipedia.org/wiki/Watchdog_timer

871247

Debian % F i}
modprobe(8) 2 FHIALE L2 1% modprobe.conf(5) HIAARAE"/etc/modprobes.d/” BR T , GnE{(A88RE

FIMBELENZIESR |, Z BRI HEANRLBMAE"/etc/modprobes.d/blacklist” 3(HE.)
"/1lib/modules/version/modules.dep” 34 depmod(8) F2FFA K , E#A T modprobe(8) F2/F{F FAR5E

RRME.

WMNRRAE BN I A S N2k (8 & , 33 modprobe(8) B & INAZ $k fin &k [a) &, "depmod -a” AT L@ T E

EE
¥'modules.dep” &fRRIXLL(a) R ,

modinfo(8) F2FF B /R Linux RAZIERIZE.,
Ismod(8) F2FFRAFERIMEINRIR"/proc/modules” INZ, BIRZRTPIAZINE T MPLEARIR

9.5.4 7.
9.10 7.

N

REEBRSIRAMA RS LR 4F. S A% 953 7.
R AFE B s BC B R A R E IR R . S 58
AT AE TS IR IR 3. S 5%



https://manpages.debian.org/unstable/modprobe(8)
https://manpages.debian.org/unstable/modprobe.conf(5)
https://manpages.debian.org/unstable/depmod(8)
https://manpages.debian.org/unstable/modprobe(8)
https://manpages.debian.org/unstable/modprobe(8)
https://manpages.debian.org/unstable/modinfo(8)
https://manpages.debian.org/unstable/lsmod(8)
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Chapter 4
AR (A4

LA/ (BFREFF) REVRIALGH , FEHTALE , WASHEREE.

o e
=]

PAMINECE SR AT BES DU R ARLE. RIIA — M HERIFIIREE CD , BERL— A boot 71X, A4
TWRERG , REREREN B RGEIHLUERR.

4.1 —f%H Unix IAUE

— %A Unix LAMEER PAM  (Pluggable Authentication Modules , BPa]# A BIBRAEFESRE) TE) pam_unix(8) kit
B 3NMEEXMHNT  HRMKBER AR,

X AR il 2H W

/etc/passwd -rwW-r--r-- root root (AXH) AFArkEEE
/etc/shadow “TW-r----- root shadow | Z&NENAFAKSEE
/etc/group -rwW-r--r-- root root HAER

Table 4.1: pam_unix(8) {F M 3 NEEEEHE 4

“/etc/passwd"BETIIRA.

userl:x:1000:1000:Userl Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

70 passwd(5) FETIR | XAHRHE A IRKEIE LT,

- BRAL

« BRLTE A

s BFEXWAF ID
« ¥ FERRA ID

- APEESERTR



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://manpages.debian.org/unstable/pam_unix(8)
https://manpages.debian.org/unstable/pam_unix(8)
https://manpages.debian.org/unstable/passwd(5)
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« AFxRExR
o AR PSR RS
“/etc/passwd’fi5E I L4 R EFENRFHE, £35| N T“/etc/shadow’/f

R TP SULER ALY

b DeEA
(x) TTHE RSk
X & e SRR F4E“/etc/shadow”

Table 4.2: “/etc/passwd™E _MHKNE

“/etc/shadow @& TIIRNE.

userl:$1$XopOFYHI$IFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbSSELYErNf/aguDsm1DehJIMS/:13261:0:99999:7: : :

70 shadow(5) AT | XAICHFH A IRAIEIRE XANTF.

- BRE

« MERHER (FFR$1$" KRR EA MD5 IR, “RRTIEER. )
s RATIRIEBURRLHETE] , KRR 1970 F 1 A 1 HiEMREK

« AR FBRER BRI

« B PSS SR RGN R 2RI

o WMRLREATA R , EHIE A A EE

o WRLRBEHRE , B TILKIAS W ES

o IS RapaTE , HFORM 1970 45 1 A 1 BNEK

“/etc/group”BE TIINE.

groupl:x:20:userl, user2

0 group(5) AT , XASHPH A IRERE AT,
o HAFR

< MEBAERERS (FALSWAEEFER)

« MFEAMA D
< R AIRNA P &SR

=z
=

“/etc/gshadow”A*/etc/groupi@it 7 5“/etc/shadow s{INKITHAE , {BIRBHEIEM(F A,

=z
=

0 HRrauth optional pam_group.so” X {7 ¥ M0 E| T"/etc/pam

.d/common-auth”, 3 H

1£"/etc/security/group.conf” B#{TTRE , —NAFRISKIRER ] AR, £ 0 pam_group(8).



https://manpages.debian.org/unstable/shadow(5)
https://manpages.debian.org/unstable/group(5)
https://manpages.debian.org/unstable/pam_group(8)
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=z
TE

base-passwd AT —H A FPFIHERE F XA “/usr/share/doc/base-passwd/users-and-groups.htm

4.2 EHWSHMEREE

THE-LEHKSEENERHS,

i IhRE
getent passwd user_name M user_name’ K S{EE
getent shadow user_name % P user_name” [ag& 0K P15 E
getent group group_name A% “group_name”fZE{EE
passwd BN S TR
passwd -e FBTERK SR E — X R R
chage BHEHEABIEE
Table 4.3: ERKSEEM S

HAp—LTNaERBEK root £/, EIEMBURAMES N, crypt(3).

*E
ERET PAM 1 NSS &% L (140 Debian salsa #.25) , & “/etc/passwd’, “/etc/group”fi
“/etc/shadow FTHER S ARGRUEF . ERMGSRIELA T XFIME TKIBEE WK,

4.3 IR

ARG LRI — MK SEAEA passwd(l) a8 , IRNZIEE—NTFERS , ENZHE 6 3] 8 NFRHAR , HAF
BETIIRIE passwd(1) BEREMEAEFH—INTE TR,

s NEFH

s ¥F0%9

* BRRFES

A

FHAEFEALUEEINIE, KSE. SONESHE, BEESE, it £H. KERREIEYNET. F
AR ERRTFRIFS (2091234578 ‘qwerty”) FEFEFEREMKIERE.

4.4 BINEBRERY

TEZE LR T AR AN EERRL T,



https://manpages.debian.org/unstable/crypt(3)
https://salsa.debian.org
https://manpages.debian.org/unstable/passwd(1)
https://zh.wikipedia.org/wiki/Password_strength
https://manpages.debian.org/unstable/passwd(1)
https://zh.wikipedia.org/wiki/Salt_(cryptography)
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KHE ATIE NN ne IhaE
whois V:22, 1:209 384 mkpasswd B & crypt(3) FEFTB IR R
openssl V:856, 1:996 | 2532 ;2?2; 3 t HHEBRLIAE (OpenSSL). passwd(Lssl)

Table 4.4: &£ R TR

4.5 PAM F1 NSS

IAREIZE Unix 2% (45120 Debian £&%t) 3244t PAM (Pluggable Authentication Modules , 3 A EIFAERR) F1 NSS
(Name Service Switch , BFRIRFYIH) HHIAAMAGEIERR | FIEBIEBC KA. EIINTNEET] IEHE
AUNTILR.

o PAM AN AR LT — AN RIBEAENS) , Rt R 2T BREEEERITH.

« NSS Rt T =M RIENBFRRFIS) , ©LF W C IAEREER , (6120 Is(2) 0 id(1) XENFEFHRIF A RMA 4
FR.

PAM F1 NSS A WRIFELE 3.
PAM #1 NSS AEHEENXEBIT.

KA TE K/ | utEH
libpam-modules ?:/:1%%10' 892 | FEARIITHIE (ERERS)

Tibpam- ldapd V7, 114 79 72 LDAP FEO KR AR uER SR
— _— s
libpam-systemd | V:742,1:966 | 785 BT loglqd R PSRRI (Pluggable
Authentication Module)

Tibpam-doc [7.2 1492 | FHARFUEREIR (html MXXAIH)

libc6 S 5355 | GNU C [ : FAHR Mt £ FR RS VI M It 2
glibc-doc 1:5.3 3836 GNUC £ : FTEITm

glibc-doc-referents.2 14764 | GNU C fE : 32Ff} , & info, pdf #1 html 48z (non-free)
Tibnss-mdns V276, 1:1499 | 142 FITH#E#ATZE7% DNS Z#RE NSS 2R

libnss-1ldapd V8, 1:16 131 NSS & |, FHT{E A LDAP fEA— &R

Table 4.5: PAM #1 NSS RS EE WA,

 libpam-doc #“The Linux-PAM System Administrators’ Guide"2 7 fi# PAM AL & N E A,
 glibc-doc-reference Hf“System Databases and Name Service Switch"2 7 fi# NSS ECEKEZE 4.

EE
{RATAfE A “aptitude search 'libpam-|libnss-'"®4&BEFELZRNMERKMHE. NSS EFEMAIREEKE
“Network Security Service , R4 L£RE", EART“Name Service Switch , ZFRIRF VR,

REECS
e

PAM 2 RSk AT E A RSL R BOAMER GG MR A BB EM T .

1£ systemd T, libpam-systemd 3 BHLFRAREER ~EX , BIIA logind 7£ systemd =68 EL&HiE M
BARLERSKIN. £, systemd-logind(8). logind.conf(5) 1 pam_systemd(8),



http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
https://tracker.debian.org/pkg/whois
https://manpages.debian.org/unstable/crypt(3)
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
https://manpages.debian.org/unstable/ls(1)
https://manpages.debian.org/unstable/id(1)
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
https://tracker.debian.org/pkg/libpam-modules
http://packages.debian.org/sid/libpam-ldapd
http://qa.debian.org/popcon-graph.php?packages=libpam-ldapd
https://tracker.debian.org/pkg/libpam-ldapd
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
https://tracker.debian.org/pkg/libpam-systemd
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
https://tracker.debian.org/pkg/libpam-doc
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
https://tracker.debian.org/pkg/glibc-doc
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
https://tracker.debian.org/pkg/glibc-doc-reference
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
https://tracker.debian.org/pkg/libnss-mdns
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
https://tracker.debian.org/pkg/libnss-ldapd
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://manpages.debian.org/unstable/systemd-logind(8)
https://manpages.debian.org/unstable/logind.conf(5)
https://manpages.debian.org/unstable/pam_systemd(8)
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4.5.1 PAM F1 NSS ijaECE

THEE—L PAM 1 NSS iR EEALE 4.

RCESHF ThEE
/etc/pam.d/program_name Fj)zrg.r;jo(g)ram_name FEFEE PAM BLE ; 20 pam(7) Al

/etc/nsswitch.conf

FETREZERE NSSACE. £ I nsswitch.conf(5)

/etc/nologin 1B pam_nologin(8) R B F&Ex
/etc/securetty BT pam_securetty(8) H2ER[REH] root i7[a] tty

/etc/security/access.conf

BT pam_access(8) R & IR B

/etc/security/group.conf

IE3id pam_group(8) BRI E T AR

/etc/security/pam_env.conf

BT pam_env(8) R ENRATE

Jete/environment %g%ﬁ “readenv=1"Z¥H) pam_env(8) ERE B MR
=8

BT A ‘readenv=1 envfile=/etc/default/locale’%

EY pam_env(8) IR EVES MR (FE Debian R%iH)

BT pam_linits(8) FBXE &IEIRS] (ulimit, core &%)

183d pam_time(8) & & K [RIFR ]

®E systemd FEREHEZALE (3L logind.conf(5) F

systemd-logind.service(8))

/etc/default/locale

/etc/security/1limits.conf
/etc/security/time.conf

/etc/systemd/logind.conf

Table 4.6: PAM 1 NSS i8] Be & ¢

TSGR HREZ BT PAM #25R pam_unix(8) #1 pam_cracklib(8) Sk3HE). EATAINEE % BHSHHTRE.

LN
PAM HERIES & R ERR4R" . s0”

WARNEFARGEE

MARKEFRRFEEIRTUERAEPRNZEBFARIPNY (LDAP) RFF[FITHE , AMBEI MK EIRFL R

Unix #19E2E Unix &%, 28 BFRIPHYXAIFFIRSSILE OpenlLDAP {4,

LDAP fR%-25{F A PAM #1 NSS # 1ibpam-ldapd #1 libnss- ldapd {4415 Debian ASIREKSEE. &

%—%ﬁ]‘f’ﬁﬂéﬁﬁ LDAP (FRIXBFERAITXMRE  FETHNEEAREE_FHNGEE. BEXFEHE T TS
Bo)e

4.5.2

« RESET—MFERF , HIAAMSLH) LDAP SFH2tA2 slapd(8) , REEIML & ) LDAP fR%525.

» {R1E“/etc/pam.d/”BRFH PAM BECEXHE |, FH8“pam_ldap. so"EREIA{E ‘pam_unix. so’,

s {RIE“/etc/nsswitch.conf"XXFHF KA NSS BLE |, FAldap”BEREGAE (‘compat’zl‘file”),

o ATHIBHRRL |, FRURLE Libpam- ldapd {8 SLL (8% TLS) &£,

« AT IR LDAP MR FFEHBRATTEM: | fRJIIE Libpam- ldapd £/ SLL (8L TLS) &k,

« AT LDAP MERIRE , RN AXIEAMIZIT nscd(8) SKREZFFEM LDAP 2 ZRLER,

% DL 1ibpam-doc FAEIR HEHK) nsswitch.conf(5) . pam.conf(5) Idap.conf(5) #1“/usr/share/doc/libpam-doc/htm1/
HESAY , BAL& glibe-doc #EEiR M “info 1libc 'Name Service Switch'”,

A, RATRME AR E R IERRE B—FEPRMARE.



https://manpages.debian.org/unstable/pam(7)
https://manpages.debian.org/unstable/pam.d(5)
https://manpages.debian.org/unstable/nsswitch.conf(5)
https://manpages.debian.org/unstable/pam_nologin(8)
https://manpages.debian.org/unstable/pam_securetty(8)
https://manpages.debian.org/unstable/pam_access(8)
https://manpages.debian.org/unstable/pam_group(8)
https://manpages.debian.org/unstable/pam_env(8)
https://manpages.debian.org/unstable/pam_env(8)
https://manpages.debian.org/unstable/pam_env(8)
https://manpages.debian.org/unstable/pam_linits(8)
https://manpages.debian.org/unstable/pam_time(8)
https://manpages.debian.org/unstable/logind.conf(5)
https://manpages.debian.org/unstable/systemd-logind.service(8)
https://manpages.debian.org/unstable/pam_unix(8)
https://manpages.debian.org/unstable/pam_cracklib(8)
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
https://manpages.debian.org/unstable/slapd(8)
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://manpages.debian.org/unstable/nscd(8)
https://manpages.debian.org/unstable/nsswitch.conf(5)
https://manpages.debian.org/unstable/pam.conf(5)
https://manpages.debian.org/unstable/ldap.conf(5)

Debian &%} 93/ 247

+ [ Windows RS4RI,
- 183 winbind #1 libpam_winbind 3X#4i5(R] Windows domain AR%S.
- %I, winbindd(8) #1 Integrating MS Windows Networks with Samba,

o FAIEERZE Unix ARG &R P14,

- B nis BAEVIRE NIS (ZHTIY YP) Bk NIS+,
- %I, The Linux NIS(YP)/NYS/NIS+ HOWTO,

4.5.3 “}{t4 GNU su A~z FF wheel 287

XZ7EIAf“info su”JikEB Richard M. Stallman BTt —a & 5. HI4E/( : Debian REEH LRI su o EMT
PAM , X# Y4 7E“/etc/pam.d/su”F BA T #HH “pam_wheel.so’1T/a , FBEBRHIIE wheel A~ su F
root ZAfEE

4.5.4 RS ZERDRL N

4% libpam-cracklib BB I/REEM RIS AR K ZERSRLA,
E—N AR GNOME &% , 4<% libpam-gnome-keyring , "/etc/pam.d/common-password” & itk
% :

# here are the per-package modules (the "Primary" block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here's the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional" block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

4.6 TEIA\E

=z
=

XEMEERTFAETLRERNRETR  EXENLE—MIER.

4.6.1 HHREHEN_ERRERLT S

W AT S B RS BE A A RAE R BIEERNEILE EENKEZIER., FERASIAELMN _ HEHHEEERE
FEREE | RAXFHERRNERRASEM_EH M ABIR. AT7THREMIBELRE , BEENRERENEMERMEE
WXBRRE , EIMEEHEST S (Transport Layer Security , TLS) "PMXEEHF S ,“RLEEKFE (Secure
Sockets Layer , SSL) "#MX 2z _EiEITX LRSS

MZIEFE CPU Bf(E], #EA5T CPU BRMNEBERAR , RO URIFEAGIARER , UUERREIAETHI NS
RS, Lkanit : POP 1§ fB”Authenticated Post Office Protocol” (APOP) , SMTP #1 IMAP {§ fi"Challenge-Response
Authentication Mechanism MD5” (CRAM-MD5), ({REJHFE% Fui I8 I BB _ERECIBARAR 55 28 R X MBAERT |, HILIR
TERFAE AT IE A 587 KRAKELH SMTP iiw[ 25 , XA A A7 CRAM-MD5 IAEB T B , PSR
FHZE 25 ¥, )



https://zh.wikipedia.org/wiki/Windows_domain
https://manpages.debian.org/unstable/winbindd(8)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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A RLHRF % Ui Z2MRFE Ui
www (http) 80 https 443
smtp (AFH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636
Table 4.7: REMALLHNRFIHHF IR
4.6.2 %% Shell

&4 Shell (SSH) A F TS NERREALZ ML EFARISEENZ ARNEZLMNEEB R, BEH OpenSSH &
i ssh(l), 1 OpenSSH [FASTHHHE (daemon) |, sshd(8) ZBA%.SSH {F i i A45M |, TTA%A POP F1 X 23
RARZEHOETIE RS E | [FHE T AT R _E 2154,

& Pim el UERM T ARINEED  ETENMINE. RANE. BURRZIAE. BRAE. ERALHINE, T
KUZRLELER, 0% 6.3 7.

4.6.3 EHHEXMESMAR ST

BP{#{f1=4T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) X#¥HIL 2 RS , EEIEM_E , (AR BHL
LFEATRRNBENERBEHAN. FAKIERE (S8 5.7 0), FNTENEZL2TA—E , TURARLE

#®,
LR TE AN | BB
knockd V07 117 | 110 /INEY port-knock [ &P 3tAE (daemon) knockd(1) 1% Fim
""" knock(1)
fail2ban V:102, 1:1113 | 2191 | ZREAZ AR RN IP
libpam-shield ?-/506%5 : 115 | BN SRR TR B 2 S AESMNE

4.6.4 root L L

Table 4.8: f2tE M2 A RKTAIIR

SBRLE AfiTF3 root ARG | (RBEM FEHIRIE.

* BFLESS REF R Z MR IR) (HDD / SSD/ ...)
« §iE UEFI/ BIOS >kff LE WA 304 BT fE3)
* 4 GRUB X E AR E TS
* 8i¥ GRUB %8 , 2 FYFiE

AARAT YR IR RS ik &, WIRTAGE AR R ER | AR R SR EE B 30,

1. RARGHERBZ LR — A AIRE UEFI/BIOS )\ USB 3N,
2. (FRN2HENFENARLS (A% 3.22 ),



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://manpages.debian.org/unstable/ssh(1)
https://www.openssh.org/
https://manpages.debian.org/unstable/sshd(8)
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
https://tracker.debian.org/pkg/knockd
https://manpages.debian.org/unstable/knockd(1)
https://manpages.debian.org/unstable/knock(1)
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
https://tracker.debian.org/pkg/libpam-shield
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
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3. AEEREERRSX,
4. YRiER P XH)"/ete/passwd” X, {F root IKFRBHRE AT,

XyF grub-rescue-pc , BMERMASNFUSSHKAEM , 1RAYIE GRUB REKE (A% 3.1.2 1) KR , 1
JREhE , AT ERISRE A,

1. FRRZEBEIN RS kG —EEYs |, Ekanit , "root=/dev/sda6 rw init=/bin/sh”.
2. YmiE"/etc/passwd” 3XfF , fF root IKFPKBEMREZEAT,
3. ERARL.

ZZH) root shell IAER] AT EERL A[E] T,

xR

—BEAIH root shell Ji[RIANR , AEBIRMEMANZ , FFATUERAG EREMERD, BSh , BT UER john
Q;(ﬁckl;t%g’x{#’aﬂﬂ%jﬁﬁﬁﬁlﬁﬂ%bti&ﬁﬁ}ﬂFE‘]@EEJ (ZW% 9510 ). HHEMHNEN , ATURRMEE
2. \—)L:L'?-J_- -\_o

I8 G X LA KA , XA S _E R AHAR IR 7T SE £ dm-crypt A initramfs (£ 0L%6 9.9 1) % root 73X
(@/etc” HX) . XHEE , FRERFREILRENARL.

4.7 HEIaEs)

EFEETINENMSCHRIR 25 , REAH RIS,

=
SN 9.4.16 TRRFINRNREEEEH (SAK) ThHE.

4.7.1 j[R)iEHI%15k (ACLS)

VilaizhlFzk ACL 215 1.2.3 TEEMBRAZERRM— B,

EIREEMETF |, RLBE|ACLITABLAN , Y— LAWK USB 176815 & B33 E)/media/penguin/USBSTI
—/NEE - penguin BEBHRIT ¢

$ cd /media/penguin

$ s -la

total 16

drwxr-x---+ 1 root root 16 Jan 17 22:55 .
drwxr-xr-x 1 root root 28 Sep 17 19:03 ..
drwxr-xr-x 1 penguin penguin 18 Jan 6 07:05 USBSTICK

1E5E 11 SR+ 3R_oN ACL £ . INRIKE ACL , —1MEIEA F penguin MZAREEBZRXAEIIE BRAS , BA
penguin R7E root H. {REEBIRINTARXEF ACL :

$ getfacl .
# file: .
# owner: root
# group: root
user: :rwx
user:penguin:r-x
group::---
mask::r-x
other::---



https://zh.wikipedia.org/wiki/Dm-crypt
https://en.wikipedia.org/wiki/Secure_attention_key
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XE

e "user::rwx”, "group::---"Fl"other::---" MNRIEBEAEE. ANEE AKAE.,

« ACL "user :penguin:r-x"Z{TZEAF penguin B'r-x" BPR. XA BEMEILL s -la” FIHEBRHNE.
« ACL "mask::r-x"&&_tE4ENR.

FZ{5E25 N"POSIX Access Control Lists on Linux”, acl(5). getfacl(1) 1 setfacl,

4.7.2 sudo

sudo(8) F2fF A T fE— N REEIE AR A% A PR root ARIFTR root FEBNMIRITH. sudo R FE—NEER
PR, 23 sudo BB R E /etc/sudoer s"FRIETREAE .2 0 /usr/share/doc/sudo/examples/st
g 1.1.12 FHHBCERS).

¥ sudo BTFRAFRS (0% 1.1.12 7)) BATHIEACSTREMENRETH., BEMIANS , THANER
sudo £tb{FE A root K SHRIERGRISLF. Hlan , THI643 some_file"iRBEEXRAZL F“my_name”,

$ sudo chown my_name some_file

YRR IRFNE root TG (PkaABE1TRA Debian A FHTHE) , EAHAAKSEATUER su -cibET a4

root 1=17.

4.7.3 PolicyKit

PolicyKit Z1E2¢ Unix 4RGP IZHITAN RGAPRK— MRIERSA M.

B GUI BEREFREFROITEHMEE BE) T AMEAFEUHATEXRIZTT. E1@T PolicyKit SRANEFAHFEES , MR
ITEIRIRME,

7£ Debian &% , PolicyKit fR%| T BT sudo 2RI A K-S rX FhiR /e,
2, polkit(8),

4.7.4 FRENAR)FL RS IHAIRS

SNAZREME , RUBENZARSER , E— 1M FHNEE. MERSEBRK. BNMEAKRS  ANEEEEHRE
BFHFE (daemon) R , REIT super-server FRFHIE , #HIAARRTENK.

WZFERF, bbanik sshd(8), {FAET PAM RiAlalaH]. MEE S A KRG R —L IR S imIFEF.

o BRE {4 "/etc/default/program_name”

JaASTIF#HFE (daemon) f) Systemd fRF-HATTALE
» PAM (Pluggable Authentication Modules)

« super-server {ff"/etc/inetd.conf”

« TCP wrapper {f”/etc/hosts.deny” flI”/etc/hosts.allow”, tcpd(8)
e Sun RPC" i} /etc/rpc.conf”

« atd(8) {#f"/etc/at.allow” #”/etc/at .deny”

« crontab(1) {#f"/etc/cron.allow” f1"/etc/cron.deny”

 Network firewall % netfilter fE22



https://www.usenix.org/legacy/events/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher.pdf
https://manpages.debian.org/unstable/acl(5)
https://manpages.debian.org/unstable/getfacl(1)
https://manpages.debian.org/unstable/sudo(8)
https://zh.wikipedia.org/wiki/PolicyKit
https://manpages.debian.org/unstable/polkit(8)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://manpages.debian.org/unstable/sshd(8)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://manpages.debian.org/unstable/tcpd(8)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://manpages.debian.org/unstable/atd(8)
https://manpages.debian.org/unstable/crontab(1)
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
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NFS MIHEERT RPC WFEFF , FEMIE Sun RPC k%,

G
WNRARIEFE IR R FH) Debian ARG F (@il , H N4E"/etc/hosts.deny” BEH/FFFE"ALL: PARANOID” IXAEY
RYECE | HICEERE. (BERRMUEEXF T RNZTE N, )

4.7.5 Linux &4

Linux NAZE LA BITFIFEESR UNIX SSELERIZ B RNT 24FHE.
Linux 334 BB | B T1E58 UNIX B (B0, xattr(7)),

Linux EZSEHRR AR PR XSRS FFEIARRKEATT , BHRA capabilities(7) , EREBMILKERAFMZEA. M 2.2 iR
ARIZFT4E , Capabiliies B—MAFEINILABME.

Linux Security Module (LSM) R&EHAES 2 T — N EZ A HMRERENS , FEFRKRZY RXEL. Fia0

e AppArmor

 Security-Enhanced Linux (SELinux)

» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux

BOLEy RFARR RN S I Unix R SEM B4 , S22 root AU HARIRA). R kemel.org
LB Linux R2AEER (LSM) ESECAS,

Linux ] namespaces 3 7 — M2 B AGRIRE— MR MEE , £ RRGRIRIE namespace AXTSHFEA A, ,
3 H namespace BE(TBC ML RARIRRERSG. XHEHBRELRTIRAT LHEMZBER , @—1 namespace
KRR W, , (B2 X IEE—4 namespace HIHEHFEART M. M 5.6 lRAIR , B 8 ## namespaces (5 I,
namespaces(7), unshare(1), nsenter(1)),

7£ Debian 11 Bullseye (2021) 5, Debian {§ F unified cgroup hierarchy (£t— cgroup E2&Z8#])) (FRFRA cgroups-v2),
namespaces [8] cgroups —i2 KRB ENIRKZHFE , AFRIRIEHIHERRGIE :

« Systemd, $05 3.3.1 .

s WEWE., B0E 7.7 T,

e Linux &% , tkan Docker, LXC., &% 9.11 7.

5
=
2y

HHRERREBIEIT S 4.1 TR, XESEERKREAEE T ANBIAEKTEEL.



https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://manpages.debian.org/unstable/xattr(7)
https://manpages.debian.org/unstable/capabilities(7)
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://manpages.debian.org/unstable/namespaces(7)
https://manpages.debian.org/unstable/unshare(1)
https://manpages.debian.org/unstable/nsenter(1)
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

PZE R E

2
KT Debian EEBHIMLEF} , EEF Debian B RFH—MWEELE.

ETZIN
systemd FME T, ATBAR networkd SRECEM 4., 155 % systemd-networkd(8),

5.1 FARRLKE0H

LEERAISRE R — T Debian #AERGH EAMLEL2H)

511 FHLMET

EH AT, BATHER NSS (& FIRSFFHH#H Name Service Switch) AUHISRSTRF. XMEITHIRAZIT.

1. "/etc/nsswitch.conf” X#EM"hosts: files dns”XERHLE ML MRATIRF.(£E"/etc/host .conf”
XHEM order” XERAHINEE.

2. files AXNEABAR . MMRENEIE /etc/hosts” XHEREIMAI , NIREIFBEFEHILIFIRE ("/etc/host . con
XHEE multi on”.)

3. dns ARX#VEA. IR EH L BT E N /etc/resolv.conf” B MTE R E B MI® 4 24 Domain Name
System (DNS) kFkZ! , NIREIFIEBBCHIEFHFIRE.

—MNAR T b ER AR AR E TS |, FlaN"host_name” MR E AT FITRMEERE . X , "/etc/hosts”
BB T LHTRIIXAE

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
N localhost ip6-localhost ip6-loopback

ffo2::1 ip6-allnodes

ff02::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://manpages.debian.org/unstable/systemd-networkd(8)
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System

Debian &%}

99/ 247

RHER ATE WNESY Wi
network-manager |V446157 7021 | BCE :: NM | NetworkManager (SFIL3HF2) : BahEIEMLE
network-manager{gviG@el:158 | 18 ALE :: NM | NetworkManager (GNOME Rij¥f)

- o 1 iE :: Netplan (EfR#%): i—H , FEAMEZROE]
netplan.io Vi24,185 | 340 NM-+networkd NetworkManager #1 systemd-networkd 5
ifupdown ?:’567423’ 201 ﬁﬁi o | FREBURMMBRBAT A (Debian #74)
pppoeconf V0.2, 1:4.0 | 176 E%ﬁ A FCEBNTF , DMET{ER PPPoOE &
wpasupplicant ?_/gg%?, 3896 Eﬁ S| \wpa F1 WPA2 % s dE (IEEE 802.11i)
wpagui V:0.2,1:1.2 | 779 E%E L wpa_supplicant Qt KIFER @R Fip
wireless-tools |V215867 298 Ej?ﬁ AR 15 Linux ol i REGTA
iw V:37,1:468 | 332 E%ﬁ S| R Linux TARENTA
iproutez ?:/578766, 4123 EEE t e:2 gouteZ, IPv6 FIE SRR ACE : ip(8).tc(8) &
. V:378, e s s :
iptables 642 2408 | (Lo HATIRMME IR EIE T H (Netfilter)
ftables V:253, 189 | PCE :: HATsMME IR REE TR (Neffilter)

1:869 Netfilter ({ip,ip6,arp,eb}tables K 5L E{H)
. : V:196, i MAAREMERRAE TN, , BT EH A5 1P HbiE
iputils-ping 998 188 5 (iproute2)
putils-arping | o 197 |53 | W MIRAETEBTAE TN, , BT ARP Hutik
iputils-tracepathv:2, 1:20 50 MR ERERVIANEFE N AR IR
ethtool V:95,1:254 | 1093 | I BREESARMEREFRE
mtr-tiny V:4, 1:39 181 gﬁt SR epsmrmEnmmse okEE)
$|'| A I _ N
mtr V:4, 1:41 230 %_'J‘i R BEREROEREENRRR (CCAREM GTK FM)
gnome-nettool | V:0.5,1:9.0 | 2480 ‘%_'ﬁi SR | g AmsEETA (GNOME)
nmap Vi24,1:184 | 4759 ‘gﬁ“ R PLR ARG AR (Nmap , 12H]&)
tepdump V:18, 1:1176 | 1346 ‘jﬂéﬁi HE | msnE AT (Topdump | 1A
wireshark V:3, 1:38 17068 ‘gﬁ HR | mmE s (Wireshark,GTK)
tshark V2, 1:23 433 ‘gﬁ R ML MEIHT (THIE)
tcptrace V0.2, 1:1.6 | 407 ‘gﬁ“ HR | 4RIE topdump B 4 BAEEOR
: _— MR :: K | BIND XEFBIRERNER Finte T
dnsutils V5, 1158 23 = nslookup(8),nsupdate(8),dig(8)
dlint V:0.1,1:21 | 52 ‘gﬁ“ R FIFRIS 4 R S25EHkEE DNS IH{EE
dnstracer V:0.1,1:1.1 | 63 %‘Jﬁt IR IRER DNS i EZE Bk

Table 5.1: MEACE TH—Y3k



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
https://tracker.debian.org/pkg/network-manager
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
https://tracker.debian.org/pkg/network-manager-gnome
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/netplan.io
http://qa.debian.org/popcon-graph.php?packages=netplan.io
https://tracker.debian.org/pkg/netplan.io
https://netplan.io
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
https://tracker.debian.org/pkg/ifupdown
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
https://tracker.debian.org/pkg/pppoeconf
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
https://tracker.debian.org/pkg/wpasupplicant
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
https://tracker.debian.org/pkg/wpagui
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
https://tracker.debian.org/pkg/wireless-tools
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
https://tracker.debian.org/pkg/iw
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
https://tracker.debian.org/pkg/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://manpages.debian.org/unstable/ip(8)
https://manpages.debian.org/unstable/tc(8)
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
https://tracker.debian.org/pkg/iputils-ping
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
https://tracker.debian.org/pkg/iputils-arping
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
https://tracker.debian.org/pkg/iputils-tracepath
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
https://tracker.debian.org/pkg/ethtool
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
https://tracker.debian.org/pkg/mtr-tiny
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
https://tracker.debian.org/pkg/mtr
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
https://tracker.debian.org/pkg/gnome-nettool
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
https://tracker.debian.org/pkg/nmap
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
https://tracker.debian.org/pkg/tcpdump
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
https://tracker.debian.org/pkg/wireshark
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
https://tracker.debian.org/pkg/tshark
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
https://tracker.debian.org/pkg/tcptrace
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://zh.wikipedia.org/wiki/BIND
https://manpages.debian.org/unstable/nslookup(8)
https://manpages.debian.org/unstable/nsupdate(8)
https://manpages.debian.org/unstable/dig(8)
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
https://tracker.debian.org/pkg/dlint
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
https://tracker.debian.org/pkg/dnstracer
https://zh.wikipedia.org/wiki/Domain_Name_System
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F—1TH IP ot FFA | ETREMREKNEN 4.

EXAMEIFRIE AT 127. 0. 1. 1 IP HBHIFRSFEHE 3 Unix REAT. Debian Installer Ai&H KA 1P bR
SREXANGE , fEAFELRME (20 GNOME) H—NIBTTIA , JLICAY bug #719621.

host_name ULECAE"/etc/hostname” B E MENL. (B0 3.8.1 ).
SFFHKA P MRS | XA KA P Y YA X ER 127.0.1.1,

SFH KA P #htFHIE 4% A4 Domain Name System (DNS) 12 {it 554 & #&15 4 fully qualified domain name
(FQDN) &% , #3t4 host_name.domain_name [ 243 FASk{t%% host_name.

R resolvconf AT ARE , "/etc/resolv.conf” B— M. MMRTET , ER— I IFSHEE. It
s, EEEEMRITRRKYIAKISEE. 20 DNS 2 IP="192.168.11.1", R[EEF.

nameserver 192.168.11.1

resolvconf BHEFEX/"/etc/resolv.conf” EFFA— NS4 |, FBETHFHAENEEENE.

st F#27) adhoc FIBMIFE TH PC TiEsk , I T EAM files M dns ARz, FHLEEEMHET Multicast
DNS (MDNS) BHTf##T.

Avahi $£4it Debian T 2E3% DNS AIAELS,
"B %1 Apple Bonjour / Apple Rendezvous #H4.

libnss-mdns #E#EMIE 4L mDNS KEHL AT , GNU C JE (glibc) () GNU £ FBR %5 #: Name Service Switch
(NSS) ZRESHF mDNS,

"/etc/nsswitch.conf” XN 4HE % hosts: files mdns4_minimal [NOTFOUND=return] dns”3 X
—K (HEBES N, /usr/share/doc/libnss-mdns/README.Debian),

—AME".local” pseudo-top-level domain [EZHF A& fEAT , B IPv4 it 224.0.0.251" 8 IPv6 " FFO2: : FB”
RIE—ANARE UDP A1) mDNS Ef{EE.,

E
1544 Z2%: Domain Name System F {18 B TRZki5k4 expansion of generic Top-Level Domains (gTLD) i&f#E3
179, ERENA , EE—MREE , FIREEF S name collision,

e

F A% M A, bl libnss-resolve Bt & systemd-resolved, {3 libnss-myhostname, = #
libnss-mymachine, 3f£"/etc/nsswitch.conf” XHEEK hosts” TR FIEH mymachines g% myhost-
name XHF , XK 2REMN LEITRRNEEMNEIRE. FL{5E25 N nss-resolve(8), systemd-resolved(8),
nss-myhostname(8) #1 nss-mymachines(8),

5.1.2 Mi&HEEOLZHR

systemd £ f"enp0s25” Z ZEA) AT TN AR 3 O B 7K

5.1.3 JRIm MLt TE

WEBAIEFIRAE T 7E rfc1918 B FIHM local area networks (LANS)IPv4 32 futisit £ % JStit (R EATE R X
LEHHHRIEAR 2 SRR _EEFHthHER,

RRSET
=

IP it BEFHESHE IPv6 ik , 5120, ": 11" & localhost A4,



https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://www.debian.org/devel/debian-installer/
https://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://manpages.debian.org/unstable/nss-resolve(8)
https://manpages.debian.org/unstable/systemd-resolved(8)
https://manpages.debian.org/unstable/nss-myhostname(8)
https://manpages.debian.org/unstable/nss-mymachines(8)
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/IPv6
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+ P

23 L& At F MR ALK F %K

A 10.x.X.X 255.0.0.0 /8 1

B 172.16.x.Xx —172.31.x.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256
Table 5.2: W& EIS3R

AE

MR XL A ECE— AT, , BBAXNEN—ERREBEEAREILR |, MUE T —NMER M AR RS 2B
T MLR AL Network Address Translation (NAT). JEZR EIsMFRE |, Torm ke EE F A NAT,

5.1.4 MR ESTF

R%& Debian AL IFRZEIERE |, (BIKIBE — LMK XK FE DFSG non-free EHRZIFEL]. N5 9.10.5
o

5.2 WAKNEHMEALE

X F{EF systemd (I Debian RE AL , MK EOIEE BN RS HITVAWE - Lo #EOEE £ networking. servic
418 | TEEFEONBR“NetworkManager . service b8,

Debian AT A& j7 & ST 32 (daemon) EIREASREIR MLXIZEHE | Bl40 NetworkManager (NM) (network-manager
MAERZRGR).

- ENEBECH GUI M S1TREFRIEN A FAE.

- ETEECKEATI T (daemon) EAENINAS Gk,

« EANERR] AR AR REEREIMLK.,

o EANERTT AR Rt EIR A TAMENELE.

« ENAVRECE MG AMKRESM ifupdown 3R,

=z
EE

FEERFHF LEAXLEEIMERETR, BINERHYTECKRBN LB EmA .

XLMAKMEEETAFTEHTELNEE , UL 5%S ifupdown REBRERR , ENEEXHLT

“/etc/network/interfaces”,

5.2.1 EEFREHIMEEET R

Debian &%t NM B A X4 F*/usr/share/doc/network-manager/README . Debian”,
ARE , INTRERD A TE A R AR BLE .

1. B T3S ELEmA S/ foo IHEnetdev’sl (54, 120 GNOME F KDE X#H IR EEIFIRLE T
D-bus BENTRIXERE).



https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/D-Bus
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$ sudo usermod -a -G netdev foo

2. {F“/etc/network/interfaces’HBCE{RIT T EABEERS.

auto lo
iface lo inet loopback

3. BE T3S EH R NV,

$ sudo systemctl restart NetworkManager

4. B ERAmACE M.

3=z
=

RAEXRFIfE /etc/network/interfaces”PRIEO L4 NM EI8 |, U5 ifupdown [H)HZE,

TN
mRMKREY E NM M MWK EEBEDNEE, FFHESNE GRS TK
i |, 11 g network-manager -openconnect, network-manager-openvpn-gnome,

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth %= %,

5.3 XAEGBRERIAMSEE

{§F systemd ALH , AJRAFE /etc/systemd/network/ RACEMLE 5 I, systemd-resolved(8).resolved.conf(5)
FN systemd-networkd(8),

XA AR B ERB A EAEN FEREILARL .,
DHCP & FipfBcE o] UB S A" /etc/systemd/network/dhcp . network” X TR E. 40 :
[Match]

Name=en*

[Network]
DHCP=yes

— NS MR ECEREB BT A" /etc/systemd/network/static. network” K& &E. LN :

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1

5.4 HAZMLECE

THHAMSEECEATAER cloud-init # netplan.io A (B A5 3.8.4 7).

netplan.io BT FFE systemd-networkd F1 NetworkManager fEAEHIMEECE 5 , BEM{FE A YAML
PIRFEIAMKELE., LR8I YAML:



https://zh.wikipedia.org/wiki/Systemd
https://manpages.debian.org/unstable/systemd-resolved(8)
https://manpages.debian.org/unstable/resolved.conf(5)
https://manpages.debian.org/unstable/systemd-networkd(8)
https://zh.wikipedia.org/wiki/YAML
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+ iz{T"netplan generate” 454 , \ YAML &£ ATHE WM fainlicE .
« izfT'netplan apply” 65N AAERKECES) Eim

2 I’Netplan documentation”, netplan(5), netplan-generate(8) 1 netplan-apply(8).

3,87 A5 W,”Cloud-init documentation” (#3152 El4¢"Configuration sources” #1"Netplan Passthrough”) 7 fi# c loud - init
S EMREBE B ANBUEIRE) netplan.io BLE.

5.4.1 {E/f DHCP Il = MLKACE

DHCP % fisfOReE o] LUBIE A1 — MBI 4"/ etc/netplan/50-dhep . yaml” kBHTRE :

network:
version: 2
ethernets:
all-en:
match:
name: "en*"

dhcp4: true
dhcp6: true

5.4.2 {FRAHE IP HIIKEMNEEE
— SR AL EREM BT B — MURIRICH" /etc/netplan/50-static. yaml” KR E :

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default
via: 192.168.0.1

5.4.3 {f/H Network Manager (I =MEALE

{# F Network Manager ZEM N & FIRECE |, A] UB A1 — N IRIRS4"/etc/netplan/00-network-manager .\
KFHITRE -

network:

version: 2
renderer: NetworkManager

55 JREMSEEE

fE Linux _ERREMSZECE | £/ iproute2 F2FF (ip(8), =) .

5.5.1 Iproute2 i54

Iproute2 fr S EEFR M TERARIREMBEECERES . B MIBK net-tools dSEEIHTHI iproute? di S HIFTIREK,
2N, ip(8) M Linux S BFIR=4EH (Linux Advanced Routing & Traffic Control) .



https://zh.wikipedia.org/wiki/YAML
https://netplan.io/reference
https://manpages.debian.org/unstable/netplan(5)
https://manpages.debian.org/unstable/netplan-generate(8)
https://manpages.debian.org/unstable/netplan-apply(8)
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
https://wiki.linuxfoundation.org/networking/iproute2
https://manpages.debian.org/unstable/ip(8)
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
https://manpages.debian.org/unstable/ip(8)
https://lartc.org/
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[HH net-tools FTEY iproute2 e

ifconfig(8) ip addr — MR ERIPX (1P Bk IPv6) MBIt
route(8) ip route HREFxZE

arp(8) ip neigh ARP B¢ NDISC ZE174<H

ipmaddr ip maddr ZiEHbIE

iptunnel ip tunnel IP & &

nameif(8) ifrename(8) T MAC HbHERIMZE O &
mii-tool(8) ethtool(8) AXME&EE

Table 5.3: )\|H#I net-tools dsS&EEIFH iproute2 dpd &gk

5.5.2 LT2HIKEMEERIE
FRAT IR FTEMARELMNERREMEGS | XGOS NAREMEIRE,

i BtEH

ip addr show TORIES MR I O ERAHIPKE

route -n R B2 Bk Rk

ip route show AL RETRER

arp BREGH] ARP ZEHERANE

ip neigh BREH] ARP ZHERANES

plog 2R ppp F AT (daemon) HE
ping yahoo.com K& Z['yahoo.com” REEMERE

whois yahoo.com B2 EIEEEmREEEM 7 yahoo. com”
traceroute yahoo.com IRERz]"yahoo . com” FRIAF I ETE
tracepath yahoo.com IRERE]"yahoo . com” FRIAF TR

mtr yahoo.com IRErz]"yahoo.com” FEEMIERE (EEM)
dig [@dns-server.com] EWH"dns-server.com” IR %K examp le . com” 3% & K
example.com [{a|mx|any}] DNS g3 : "a”, 'mx” 8"any” 3%
iptables -L -n BEATR

ss -a X AT s

ss -1 TR B

ss -1 -t -n TR TCP BlnH (¥FH)

dlint example.com &Eif]"example.com” i DNS zone {5 &

Table 5.4: JEEML& 6 4F3%

SN
BN KEMEECE T AR /usr/sbin/” B3R, KATRMER"/usr/sbin/ifconfig” XA TEGLSMKIZ
3"/usr/sbin” "~/ .bashrc” XHFIH A $SPATH BT EE

SEI:

5.6 MLt
B MR T AR, TR BB RIS R N E

5.6.1 FkHi#E{E MTU

MR EIRRE R < AR ERERKNEHR LT (MTU) .



https://manpages.debian.org/unstable/ifconfig(8)
https://manpages.debian.org/unstable/route(8)
https://manpages.debian.org/unstable/arp(8)
https://manpages.debian.org/unstable/nameif(8)
https://manpages.debian.org/unstable/ifrename(8)
https://manpages.debian.org/unstable/mii-tool(8)
https://manpages.debian.org/unstable/ethtool(8)
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
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REE ATIE XK/ | Ui

iftop V6, 1:89 93 BR— A MEEO LRH TefE BEE
iperf V2, 1:34 431 | ERMINGE RNETR

ifstat V:0.6, 1155 |52 EAGTRE

bmon V:2,1:20 141 BT vo i AR A0 P R {d T T E
ethstatus V:0.2,1:2.5 41 TRMEMZE R FTRREIZA
bing I - R = s

bwm-ng V:1.0,119.7 | 95 NIRRT & Do b 2
ethstats pyosd 21 | EFEHIANAMST NS

: V:0.04, I

ipfm 1011 78 iy e =

Table 5.5: ML T RS

FE—IHRT , £/ ping(8) MN_E"-M do” AL ZFHA/NK ICMP IR BEITRR R , AEEATUFHRE
MTU, MTU 2R AT TEAIRE IP 2 FHBEEEX/MIE 28 45 (IPv4) B 48 54 (IPv6), TEMFIF , RIL IPv4
R MTU 2 1460 , IPV6 &) MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, O received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seq=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <+«
time=191 ms

--- www.debian.org ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time 0Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms

EXMIFEEKIE MTU (PMTU) &£31 (RFC1191) , tracepath(8) #54-BEB B INTTAXA .

RIS MTU BEXRHE
$&S1EH% (IP: PPP) 576 PR
IR EHE (IP: DHCP Ek[EE) | 1500 SRR

Table 5.6: fx{£ MTU {BEIEAFES| Ak

BT LR ARFES| FIES , RIEN LAE TEMEE.

* EREMEESR (VPN F) KiR{EMTU §
« MTU (BN 24813 @i SR RUERK) PMTU {E.,

H—BEE T LEmKKED.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
https://tracker.debian.org/pkg/iftop
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
https://tracker.debian.org/pkg/iperf
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
https://tracker.debian.org/pkg/ifstat
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
https://tracker.debian.org/pkg/bmon
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
https://tracker.debian.org/pkg/ethstatus
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://qa.debian.org/popcon-graph.php?packages=bing
https://tracker.debian.org/pkg/bing
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
https://tracker.debian.org/pkg/bwm-ng
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
https://tracker.debian.org/pkg/ethstats
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
https://tracker.debian.org/pkg/ipfm
https://manpages.debian.org/unstable/ping(8)
https://zh.wikipedia.org/wiki/Path_MTU_discovery
https://datatracker.ietf.org/doc/rfc1191/
https://manpages.debian.org/unstable/tracepath(8)
https://zh.wikipedia.org/wiki/Virtual_private_network
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« BIBFHERBKEHE , BARK MTU EIEF PLRLF.
RAS RN (MSS) & B —FHEERAKR/NOTTIE. MSS F MTU X ZRINTF.

o SF IPv4 , MSS = MTU - 40
o XF IPv6 , MSS = MTU - 60

*E
£T iptables(8) (BN 5.7 ) KA, , BEBIEIT MSS SkEHEBA A/ , IEZLHEI MMS . £, iptables(8)
" TCPMSS” .

5.6.2 WAN TCP {1t
AR TeA SR WAN , TCP FNITEaEMIRIT A% TCP S hA/NAS% , B TCP F®R B | kg XK. FIH
ArALE , 2477 Debian BUAREREBRIFHARZIFERA 1G bps Y42 -~ LAN i%E¥#,

5.7 Netfilter P& T jEHELE

Netfilter f£ /8 Linux A% 183R (256 3.10 1) R 4PREHT I MM (NAT) HE5L.

R MTE KN | B
HETIEMMEIE R EE TR (Netfilter)

nftables V:253,1:869 | 189 | it bitables f S 2)
iptables V:378, 1:642 | 2408 | neffilter BFE LK (iptables(8) FIT IPv4, ip6tables(8) FiT IPv6)
arptables V:0.1,1:11.7 | 102 netfilter BIE L E (arptables(8) F T ARP)
ebtables V:15, 1:24 276 netfilter B T H (ebtables(8) AT RIAM#HT)
iptstate V0.2, 1:11.7 121 FEM R IE netfilter I (F top(1) AL

H H H N H L (=]
U V-8l 11107 | 862 l%ncomphcated Firewall (UFW) E—1&IE neffilter [ X IBHFE
gufw V6, 111 3663 | Uncomplicated Firewall (UFW) BE& A AR HE
firewalld Vi14,1:22 2581 | firewalld & — 1 B BEIRMh JOBHIFER |, XI5 MIZR XI5

firewall-config | V:0.8,1:3.3 | 1096 | firewalld El{&FH AR

shorewall-init Y004220 88 Shoreline [k 3% ¥4

shorewall V:2.3,15.1 | 3090 | Shoreline [f k35, netfilter BC.& X 12 k2
shorewall-lite YOOO(? 71 Shoreline Bk, netfilter BL & U4 s (F5TRTAR)
shorewall6 V:0.7,1:11.3 1334 | Shoreline [5:k 3%, netfilter BEE XL HFE =y (IPv6 FRA)
shorewall6-lite Yoooozl 71 Shoreline Bk, netfilter BLE XA 2§ (IPV6, #5TEIAR)

Table 5.7: frk3& T A%z

netfilter T EHK A~ EFEFE iptables(8). #RBEM shell FLIZAFRMECE netfilter , {§ 8 iptables-save(8) fRTFE 4 ATIR
A, YRSE RN, @it init BA<EA iptables-restore(8) ik E .

1% shorewall XL E F BN AREBF XN T FE IS E AR,
I, Netfilter X4Y _EfSTAY (878" /usr/share/doc/iptables/htm1/” BEKISCAY).,



https://zh.wikipedia.org/wiki/Maximum_segment_size
https://manpages.debian.org/unstable/iptables(8)
https://manpages.debian.org/unstable/iptables(8)
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/iptables(8)
https://manpages.debian.org/unstable/ip6tables(8)
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
https://tracker.debian.org/pkg/arptables
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/arptables(8)
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
https://tracker.debian.org/pkg/ebtables
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/ebtables(8)
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
https://tracker.debian.org/pkg/iptstate
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/top(1)
http://packages.debian.org/sid/ufw
http://qa.debian.org/popcon-graph.php?packages=ufw
https://tracker.debian.org/pkg/ufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/gufw
http://qa.debian.org/popcon-graph.php?packages=gufw
https://tracker.debian.org/pkg/gufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/firewalld
http://qa.debian.org/popcon-graph.php?packages=firewalld
https://tracker.debian.org/pkg/firewalld
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/firewall-config
http://qa.debian.org/popcon-graph.php?packages=firewall-config
https://tracker.debian.org/pkg/firewall-config
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
https://tracker.debian.org/pkg/shorewall-init
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
https://tracker.debian.org/pkg/shorewall
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
https://tracker.debian.org/pkg/shorewall-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
https://tracker.debian.org/pkg/shorewall6
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
https://tracker.debian.org/pkg/shorewall6-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/iptables(8)
https://zh.wikipedia.org/wiki/Netfilter
https://manpages.debian.org/unstable/iptables-save(8)
https://manpages.debian.org/unstable/iptables-restore(8)
https://zh.wikipedia.org/wiki/Shorewall
https://www.netfilter.org/documentation/
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* Linux Networking-concepts HOWTO
 Linux 2.4 Packet Filtering HOWTO
* Linux 2.4 NAT HOWTO

EF N
BHRIXLEER A Linux 2.4 B , iptables(8) 454F1 netfilter RNAZZHBEABREMSFE Linux 2.6 F1 3.x RAZZRFISHL,,



https://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
https://manpages.debian.org/unstable/iptables(8)
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Chapter 6

PZE N

B MBERE (S 5 F) , R LSTEFME N,

N
X3 F I Debian PSRRI AAGE | [k Debian EHE RFH—— MK EAHEE.

N
FEFEL ISP T, WRRER LRI, (R REF TR — DN RN RIKFZFFR) POP 1 SMTP RS, 1R
W ATREREF LRI, IP BT VAR,

6.1 PN TS

BT SMIUNERAE | EREXAEHYNY (HTTP) JiRzfiENE.

LRl TE INES ML) e 55t B

chromium V:29, 1:97 316754 X Chromium , (k8 Google BIFRX A2y )
- a1 — Firefox , (kB Mozilla FFFRNEES , {NFE

firefox V:15, I:21 299269 [&)_k Debian Unstable &a] )

firefox-esr |V411%4 266258 [k Firefox ESR (Firefox fEK T 3FhRAN)

epiphany-browsen V:2,1:11 6666 | [@_L GNOME , 3% HIG , Epiphany

konqueror V:25, 11111 7982 | FE KDE , Konqueror

dillo V:0.5,1:141 | 1585 | [{E Dillo , (T FLTK R EZ N % ay)

w3m V:10, I1:135 2853 BN w3m

Tynx V:28,1:445 | 2031 | FE Lynx

elinks V2, 1:116 1791 | EE ELinks

links V2, 1:21 2321 | [FE Links (53X 7A)

Tinks2 V:0.9,1:9.5 | 5466 | Bl Links (%A X BIEHaE®R)

Table 6.1: RITTN¥E235115%



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
https://tracker.debian.org/pkg/chromium
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
https://tracker.debian.org/pkg/firefox
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
https://tracker.debian.org/pkg/firefox-esr
https://zh.wikipedia.org/wiki/Firefox#延長支援版本
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
https://tracker.debian.org/pkg/epiphany-browser
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
https://tracker.debian.org/pkg/konqueror
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
https://tracker.debian.org/pkg/dillo
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
https://zh.wikipedia.org/wiki/Links_(web_browser)

Debian &%} 109/ 247

6.1.1 A PRIEFR S

AT iR R B MG , ARA]BERR DA PI TN ST 2R AR FFIR (17 User-Agent FF&, S
 MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

» How to change your user agent

« How to Change User-Agent in Chrome, Firefox, Safari, and more

* How to Change Your Browser’s User Agent Without Installing Any Extensions

» How to change the User Agent in Ghome Web (epiphany)

6.1.2 %Y B’

AT/ GUI (R FARE) NS F:FET browser extension KRS , B 7EIR web extensions L ARAELL..

6.2 HiFARLE

AETRIETIHEE R MIER AR s Tk,

/J\It,\
WNRAFAGR B B IR 25 R BB T BRI AT AR , RE SR IFFNE— T X N EA SR,

6.2.1 FE3FHMEFEAL

M =AM, TBEREE , BB SKRAMFIESL.

. %l\gP FIFFBRAHEE L/ To” FFrom” (FERFLEBIF. (FFH LAY From” (SR MM MOR E3tbdit, 120 From_
)

« FFEMERA To” F"From” (58, BRIERFEMEE Fin L. (EXRBAMEAT , XLEERIRAFEMHMEE —2,
BHALEXH.)

o B mAMESKANESCHURI A F ERH B EAR A Z G BB R (MIME) /R , WAESCAR) ASCI BIHEFH
YREY , BIEREAMERER. TR, RGN RATER.

ThREL AT T B Finh) GUI FFFERET GUI EMMELE | IREt T IR,

« ATAEIEHIRER R H YR | CAEME RS MG EEXMENMEY R (MIME) SRABRERFAR KAMERAFESC.

« B{FAIBMEREIRIAESINAA OAuth 2.0 4] ISP (EEXM AR ZHA) M SMTP # IMAP RSB 2AEE BT,
(XF OAuth 2.0, BT £ EMIMERERIZRETE , 70 , "Settings” -> "Online Accounts”.)

« EREIHEE] ISP EEEEAM SMTP RS MITHIEESEATIHO (587).,
« N TLS/IMAP4 i1 (993) #EUNTFAETE ISP ARS8 LAIHE.

« EBEBIEI T BMED AR

- EREBRMESMAOTIRE : BKARA. BRI, 1%, &5,



https://zh.wikipedia.org/wiki/用户代理
https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
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BT TATE WNEST

evolution V:25,1:223 | 488 X GUI 22 (GNOME, groupware )
thunderbird V:45, 1:102 274189 X GUI #2F (GTK , Mozilla Thunderbird)
kmail V:43,1:103 | 25270 | X GUI #2F (KDE)

mutt V:10, I:87 7334 | RAARES vim —EFHARFHRIRIEF
mew Y001052 2319 | (x)emacs FHIFRFRIGFEF

Table 6.2: A PRIESZR (MUA)

6.2.2  HLACHBAFAR S5 PR
IAHBEIRS 255 — LR BRI/ IMLR T (AR EMRBBROAFHE) [FH,

« FEIHBRERMME _LZ1T SMTP IR 2K E I AT S AR B R min TR RIIKK.

o = HMFREB M ENFFIHIEIELE | BMERAZ)T Brt , BRAFE RARER R EETINEXN.
o JEE AN EREEA AT SRR E A A RARER AL R E AR EAL , XA,

XERA :

« WHBRERMER MM EAERZI LMK SMTP I (25) BAWEHSIT.

« WEEX®IK SMTP igH (25) IEHRETHTRERMBRIEN TN SEWEHT .

« WHBREEMERHNENRLBIERMIHEE , ReeBBTIHEE3R0 (587) R,

o BIBABFRREME (DKIM), RAFHRMAEL (SPF) METIEHAKHENE, REMKY (DMARC) XHHRI
IREMESART 2 TR EHL IS,

o A AR AR S AT BES AT ARAVIET smarthost FIFRFHRAFAIX.
« BREEA A AFEBME K E IR T AR A RIOBRIK = |, SRBELEFRFBRHRVE.

6.2.3 [ HMFARSImHIEE

—467F Debian EHIFEF , EMIZUARIEVIR] /usr/sbin/sendmail dp4RAXMM , SEMN— DM MERRERN
UNIX REEHBEEAR S 23R A KBB4 | SCELR S AITNRE -

o BB R EBRLESIA ST BIRE.

o MpERE /usr/sbin/sendmail d54401E,

o ST HEEMUAR—3FA, , /usr/sbin/sendmail 543 THMERAHIY & | SHFEMI4E /var/mail/$username
XHfa.

- BRI MEIEE 4 : apt-listchanges, cron, at, ...

o ST BRHNEETFEERL , /usr/sbin/sendmail s34 T2 EMBMERIB EMN , £ SMTP &I DNS MX ig
X,

- BRI MEHIERA 4 : popcon, reportbug, bts, ...



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
https://tracker.debian.org/pkg/kmail
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
https://tracker.debian.org/pkg/mutt
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://qa.debian.org/popcon-graph.php?packages=mew
https://tracker.debian.org/pkg/mew
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 HIHERMAIE (MTA)

1£ Debian 12 Bookworm f5 , f£/&# mail transfer agent (MTA) F2FHI1F AT , Debian #3h s ] DAETFEEFHi4
% P, BLEASTIEERN GUI (BMBAFRmE).

PATEfK Debian 2% HEA MTA F2FkX3FHAEE /usr/sbin/sendmail 4 HF2F. B TiEuh EXEEHK MTA
PRI 6.2.2 T 6.2.3 THEILE.

ST ah Ll , BB MTA %32 eximd-daemon-light 8§ postfix , FFEFRISPLX AR T IELETR “Mail sent
by smarthost; received via SMTP or fetchmail’, X252 MTA #1*/etc/aliases” ILAL,

R

FCE exim4 SRAXEEXMANME , Z MR FEMPBIILE RS MANKEREEIYN , TETTER. WR—LRFS
%’-;ﬂiﬁﬂgﬁﬁﬁ , {EF msmtp SRREMA] , EWRASFKREL MREFHME . REHE MTA (UUREBAAE
FHBAHBALE

RHE AT K/ 1tHR

exim4-daemon-1igh¥:204, 1:214 | 1634 | Exim4 MB{£E(EHi{RIE (MTA : Debian EHAR)
exim4-daemon-heapvy:5.0, 1:5.2 | 1803 | Exim4 HRE{EHI{IE (MTA . RIERERGH)
exim4-base V:209, 1:1220 | 1635 | Exim4 XX#% (OCA) A018 X fF
exim4-doc-html | 1:0.96 3798 | Exim4 3CA% (html)

exim4-doc-info | :0.52 648 Exim4 344 (info)

postfix V:107, 1:112 | 4226 | Postfix M EHAIE (MTA . T2HRERR)
postfix-doc [:4.6 5024 | Postfix XA (html+text)

sas12-bin V5, 1:10 381 Cyrus SASL API 323 (3R postfix SMTP JAIE)
cyrus-sasl2-doc | 1:0.73 2140 | Cyrus SASL - 3#Y4

msmtp V8, .14 822 ZE MTA

msmtp-mta V:6.8,1:8.8 | 139 2 & MTA (sendmail 3F2F &2 msmtp)
nullmailer Vi7.9,1:.83 [ 483 | BNTiAE MTA , IXRB AR

ssmtp Vi41,1:6.3 [ 134 | BB TIRE MTA , IXBEAHBERE
sendmail-bin VAL, 111 1954 | 2IhEE MTAINRAFREET EBE)
git-email V:0.4,1:9.7 1204 | git-send-email(1) KX ZI 4N T AFEFEFF

Table 6.3: ZhbEHRHE IR XX BSIR

6.2.4.1 eximd WfCE

X FARLLIETT smarthost AIPXEE IR | AR IR0 T BRI (BEHT) BCE exim4-* 3RE4-E,

$ sudo systemctl stop exim4

$ sudo dpkg-reconfigure exim4-config

Bt & "General type of mail configuration” B , 1%3%”mail sent by smarthost; received via SMTP or fetchmail”,
R E"System mail name:” AZKIAM FODN (03 5.1.1 ),

X & IP-addresses to listen on for incoming SMTP connections:” AZRARK"127.0.0.1; 217,

"Other destinations for which mail is accepted:” ¥EIMB %,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
https://tracker.debian.org/pkg/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
https://tracker.debian.org/pkg/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
https://tracker.debian.org/pkg/exim4-base
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
https://tracker.debian.org/pkg/exim4-doc-html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
https://tracker.debian.org/pkg/exim4-doc-info
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
https://tracker.debian.org/pkg/postfix
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
https://tracker.debian.org/pkg/postfix-doc
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
https://tracker.debian.org/pkg/sasl2-bin
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
https://tracker.debian.org/pkg/cyrus-sasl2-doc
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
https://tracker.debian.org/pkg/msmtp
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
https://tracker.debian.org/pkg/msmtp-mta
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
https://tracker.debian.org/pkg/nullmailer
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
https://tracker.debian.org/pkg/ssmtp
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
https://tracker.debian.org/pkg/sendmail-bin
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
https://manpages.debian.org/unstable/git-send-email(1)
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"Machines to relay mail for:” 1 EIREE Z5,
X E"IP address or host name of the outgoing smarthost:” 2A”"smtp.hostname.dom:587",

® & "Hide local mail name in outgoing mail?” &3 4"No”, (& 456 6.2.4.3 THEARKABFEER /etc/email-addresses”
A=)
WA AT REEF — Nk [[%Z Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” #NR ENMEHE , REUpE LT BEXM.,
* "Yes” MR ERMEHE , REURBELTIEXM,

& '&"Delivery method for local mail:” 3%E31 A"mbox format in /var/mail/”,

"Split configuration into small files?:” &R 4 "Yes”,
BIE%/etc/eximd/passwd. client” X , KA1 T smarthost EL&H .
$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp.*\.hostname\.dom:username@hostname.dom:password

ARE exim4(8) , f£"/etc/default/eximd” X #+HE N\"QUEUERUNNER="queueonly'” , "QUEUERUNNER="nodaemon"”
5% kB MUARGTRIBER. (T%EK)

BTN T RSN exim4,

$ sudo systemctl start exim4

"/etc/exim4/passwd.client” XHFRINLARAZANE , REOXIRIN T IR ERIENTNE.

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

K" /etc/exima/passwd. client” L {EAIENFRIXAKSD 7% R, BME ISP B T 32 Fr¥sm K FE4L
% , SMTP AUTH 28T ).

PREEE BT AN T TR FINEH eximd BLE:

o« EH"/etc/eximd/” B TH eximd BLESTH.
- QIE"/etc/exim4/exim4 . conf. localmacros” R B RS HEH " /etc/eximd/exim4a . conf . template”
X, (RBEREIREE)
- f£"/etc/exima/exim4 . conf.d” FERF BRI BB ECHFENIH. (HEWERE)

« 1zfT'systemctl reload exim4”.

(N
® 2R debconf if][a]"Keep number of DNS-queries minimal (Dial-on-Demand)?” 3x/Mal@ify |, %37 "No” (B
AH) , BBABEh eximd SILARKERIFH B RGAE Eoh N BHE RN 2 BB,

Y5 ®E"/usr/share/doc/exim4-base/README . Debian.gz” B AT55# update-exim4.conf(8),

EEH:

})\Fﬁﬁmy&i%ﬁ , ff T STARTTLS ) SMTP i1 587 , 8k#& SMTPS (SSL Z _EKJ SMTP ) ¥ 465,
&4 SMTP ¥ 25,



https://manpages.debian.org/unstable/exim4(8)
https://manpages.debian.org/unstable/update-exim4.conf(8)
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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6.2.4.2 A SASL i postfix iCE

STF@id smarthost FRILRERE , YRV IZE SCBEIE postfix SCAYFN BRI FH T,

i IhRE

postfix(1) Postfix =572 FF
postconf(1) Postfix it T K
postconf(5) Postfix A& 3
postmap(1) Postfix BFRFAI
postalias(1) Postfix 712 ¥iEEH

Table 6.4: EE postfix FH TR

PRAZAREN T FoRE) (5T BLE postfix F sas12-bin #4EA,

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

% Internet with smarthost”,
X E"SMTP relay host (blank for none):” A"[ smtp.hostname.dom] : 587" FRAN T FT/RBLE.

sudo postconf -e 'smtp_sender_dependent_authentication = yes'

sudo postconf -e 'smtp_sasl_auth_enable = yes'

sudo postconf -e 'smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd'
sudo postconf -e 'smtp_sasl_type = cyrus'

sudo vim /etc/postfix/sasl_passwd

&P BH BB P

k] smarthost g% L& H.

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN T 7RI E3N postfix,

$ sudo systemctl start postfix

dpkg-reconfigure &i&F{EBK"[" F1"]” F1"/etc/postfix/sasl_passwd” HEREKRE MX iR EHIE
F RS EMBABENS. 3 W"/usr/share/doc/postfix/html/SASL_README.htm1” B[ fK"Enabling SASL
authentication in the Postfix SMTP client” 8.

6.2.4.3 HRHRMNEACE

XEF-LRATEMEEE . TBMAPRIEREME I ECE S,

X IhEE A

/etc/mailname BT OFMR) BMEFRERAENZ | Debian EFE , mailname(5)
/etc/email-addresses BTNRAMEREN S A exim(8) E ] , exim4-config_files(5) _
Jetc/postfix/generic | MTAMHENEpE | PO THE, postmap() ST
/etc/aliases TR msMERITK a4 JEFIR , newaliases(1) e HIT/ERIE.

Table 6.5: SHRF AR R ABCE XH51ER

"/etc/mailname” L) mailname B & £#I%AH (FQDN) , XN £FEHA K LW REVK 1P sk, T
Fi& B fRATAL 1P Hust O EN L W T/ELL , iR E mailname Ji’hostname -f” W{E., (XXFF exima-* F0
postfix #pELLBWANEE. )



https://www.postfix.org/documentation.html
https://manpages.debian.org/unstable/postfix(1)
https://manpages.debian.org/unstable/postconf(1)
https://manpages.debian.org/unstable/postconf(5)
https://manpages.debian.org/unstable/postmap(1)
https://manpages.debian.org/unstable/postalias(1)
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
https://manpages.debian.org/unstable/mailname(5)
https://manpages.debian.org/unstable/exim(8)
https://manpages.debian.org/unstable/exim4-config_files(5)
https://manpages.debian.org/unstable/postfix(1)
https://manpages.debian.org/unstable/postmap(1)
https://manpages.debian.org/unstable/newaliases(1)
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EI YN

"/etc/mailname” FHINBWIHF L IE MTA BFREEMNINEGAITA. XTTF mutt, £ ~/muttrc XHH &R
H'hostname” fI"from” A=k ZE = mailname {H, XfTF devscripts IREAKFER , FI40 bts(1) 1 dch(1) ,
S EATE"$DEBFULLNAME” F1"$DEBEMAIL” (R{E KB =T,

N

popularity-contest % # & — ft Il FQDN JB i\ B root Tk F & X B #. KR F &
% /usr/share/popularity-contest/default.conf X # & # & W I # X & B
/etc/popularity-contest.conf {5 MAILFROM {H., &N, REIHEHE S % smarthost SMTP R &
BHELe, REFXLIFRBRZE , XFTELLAEET MTA 3FEER root A RRIEMIMEES FititE4&4, X
AT AR AT A2 E 2 cron IAER.

L& E mailname A"hostname -f” {ERT |, BT MTA BRIRARAHEbE Do v BUB IS 20T FT/RESESREL,
« 3T exim4(8) t"/etc/email-addresses” X4 , exim4-config_files(5) FM T A T HIfizk:
« BT postfix(1) f"/etc/postfix/generic” X4 , generic(5) FRRFTH X TEN IR

3T postfix , #H F RN RFEENIT.

# postmap hash:/etc/postfix/generic
# postconf -e 'smtp_generic_maps = hash:/etc/postfix/generic'
# postfix reload

YREEBIA TS 20 T FT/RAISRIMN AR A E
« exim@) f -brw, -bf, -bF, -bv, ... &R
 postmap(1l) F# -q %5,

N
Exim 58— ARFER |, 5120 exiggrep(8) # exipick(8). & MW,"dpkg -L exim4-base|grep man8/” k#k18
A4,

6.2.4.4 Ehl MTA $E

XEA—LEM MTA #24F, B—LAgE4<IET sendmail(1) MFERAMER O SRS,

R
1¥"/etc/ppp/ip-up.d/*”" EE—MRIFAARMFRHASBIRENEE.

6.3 fRSEHEFEARFA TR (SSH)

Secure SHell (SSH) B R4EM LT £iE# 730, 7 Debian 2 , H—/ MY OpenSSH % ¥ SSH kR4 , 7£
openssh-client #1 openssh-server B2,

X+ F P3RE, ssh(l) ThAELE telnet(l) EMEREMZ 2. A% telnet 654, ssh S AAEIBE telnet KIRHFRF
FHEZIAR CTRL-]) BH=LE.

& shellinabox RE—/ SSH#EF , BINEX B IE TR AR — N F B ER,
RN X B , 20 % 7.9 7,



https://manpages.debian.org/unstable/bts(1)
https://manpages.debian.org/unstable/dch(1)
https://manpages.debian.org/unstable/exim4(8)
https://manpages.debian.org/unstable/exim4-config_files(5)
https://manpages.debian.org/unstable/postfix(1)
https://manpages.debian.org/unstable/generic(5)
https://manpages.debian.org/unstable/exim(8)
https://manpages.debian.org/unstable/postmap(1)
https://manpages.debian.org/unstable/exiqgrep(8)
https://manpages.debian.org/unstable/exipick(8)
https://manpages.debian.org/unstable/sendmail(1)
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://manpages.debian.org/unstable/ssh(1)
https://manpages.debian.org/unstable/telnet(1)
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exim ©54 postfix 754 1tAR
sendmail sendmail MR AR AR 3F B THER % (-bm)
mailq mailq FIEFHHRSHBEAI] 1D BAREEAS] (-ba)
newaliases newaliases Va2 EFIRE (-1)
exim4 -q postqueue -f RIF S5 (-q)
. ) postsuper -r ALL .
exim4 -qf deferred; postqueue -f T AT BB
. } postsuper -r ALL; e SRSy
exim4 -qff postqueue -f RIFEZE B S IRERRME
exim4 -Mg queue_id postsuper -h queue_id BT ARMFAIBAST ID KRS E
exim4 -Mrm queue_id postsuper -d queue_id BT BRMFAOBASY ID KFZFRE
N/A postsuper -d ALL TR T A W
Table 6.6: Zhiti MTA $2/E31|3k

RS _ AT XN | TR Uik
openssh-client I\/gf;? 3521 | ssh(1) SSH % Py
openssh-server | V173 3594 | sshd(8) SSH %

. ssh- s ~ o
ssh-askpass 1:16 103 askpass(1) &K i\ ssh-add 285 (BI85 X)

ssh-
ssh-askpass-gnomeVv:0.4, 1:2.9 | 46 askpass- &K A P\ ssh-add %55 (GNOME)
gnome(1)

_ ssh- - ~ add 53
ssh-as kpass—fulls}éagﬁ%gn 41 askpass- gﬁ%?%u]\ ssh-add &3 (GNOME) , HE4F&

o fullscreen(1)
shellinabox V:0.7,1:1.1 | 528 shellinaboxd ()X #5 14[8] VT100 ZRinfailzs MRS 25

Table 6.7: fRF-#HTFRhRAM AR



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
https://manpages.debian.org/unstable/ssh(1)
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
https://manpages.debian.org/unstable/sshd(8)
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
https://tracker.debian.org/pkg/ssh-askpass
https://manpages.debian.org/unstable/ssh-askpass(1)
https://manpages.debian.org/unstable/ssh-askpass(1)
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
https://tracker.debian.org/pkg/ssh-askpass-gnome
https://manpages.debian.org/unstable/ssh-askpass-gnome(1)
https://manpages.debian.org/unstable/ssh-askpass-gnome(1)
https://manpages.debian.org/unstable/ssh-askpass-gnome(1)
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
https://tracker.debian.org/pkg/ssh-askpass-fullscreen
https://manpages.debian.org/unstable/ssh-askpass-fullscreen(1)
https://manpages.debian.org/unstable/ssh-askpass-fullscreen(1)
https://manpages.debian.org/unstable/ssh-askpass-fullscreen(1)
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
https://tracker.debian.org/pkg/shellinabox
https://manpages.debian.org/unstable/shellinaboxd(1)
https://github.com/shellinabox/shellinabox
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7Ny
ANRARE SSH 2 NREFRISKIR] , 2056 4.6.3 1,

2N
H{EH screen(1) F2FFRILITAE shell ZERRTHNERE L7/E (02 9.1.2 ).

6.3.1 SSH E7t

OpenSSH SSH [F&STH#F2 (daemon) R373F SSH 2 MY,

B #&"/usr/share/doc/openssh-client/README . Debian.gz”, ssh(1). sshd(8). ssh-keygen(1l). ssh-add(1)
FN ssh-agent(1).

< : > g
=R
WRAEEIZIT OpenSSH RS , "/etc/ssh/sshd_not_to_be_run” WAARTFELE.,
RNEFTHET rhost BIAIE ( /etc/ssh/sshd_config ) HostbasedAuthentication),

ACE X RCE R

/etc/ssh/ssh_config SSH & FimZiik, £, ssh_config(5)
/etc/ssh/sshd_config SSH R%imERA, I sshd_config(5)
~/.ssh/authorized_keys K FIEREERXA RS A ERE FinfE FARIZKA SSH A48
~/.ssh/id_rsa FI7H) SSH-2 RSA .53

~/.ssh/id_key-type-name P SSH-2 %4 , key-type-name ;) ecdsa, ed25519 &

Table 6.8: SSH FL&E C{431&
NE Figfas—4 ssh(l) i&E#.
P WA
A RIS R

username@hostname.domain.ext
BIEEME ERBOAEEAER

ssh -v
username@hostname.domain.ext
ssh -0
PreferredAuthentications=password SSH 2 hRZ& , 3&${F %S
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext TOEFEEM, _EIE1T passwd d4 kK E HREL
passwd

Table 6.9: SSH % i fashfil £33k

6.3.2 EREFH EHAF£

MRMREAILTFE TN LERRRKA SRS | REEBEREIH N username@”,

R {E A FNTFEENE R ARRKE 4L , RATAER"~/ . ssh/config” k&M H N\ 4. XFF Debian Salsa fi§
%25, [FRAWK 4L foo-guest”, FRATLIKE"~/ . ssh/config” B TEHHRRNEA.



https://manpages.debian.org/unstable/screen(1)
https://manpages.debian.org/unstable/ssh(1)
https://manpages.debian.org/unstable/sshd(8)
https://manpages.debian.org/unstable/ssh-keygen(1)
https://manpages.debian.org/unstable/ssh-add(1)
https://manpages.debian.org/unstable/ssh-agent(1)
https://manpages.debian.org/unstable/ssh_config(5)
https://manpages.debian.org/unstable/sshd_config(5)
https://manpages.debian.org/unstable/ssh(1)
https://salsa.debian.org/
https://salsa.debian.org/
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Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 HRITFREE

f#F"PubkeyAuthentication” (SSH-2 #1¥) , AfiTe] A SRICIHITFE RGN ERD.
TEEFE RGN /etc/ssh/sshd_config” BB , REHMNSLE, "PubkeyAuthentication yes”,
EARMA IRIFRANT | FRENPENTFERE.

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys"

YRATAZE"~/ . ssh/authorized_keys” B4 £k B 38 NGRS EHFLE THEE 64 . 2 M, sshd(8)"AUTHORIZED _KE)
FILE FORMAT" ,

6.3.4 IR HE'TE SSH % fFig

HEFA EH L5438 K SSH & M.

iR %% SSH 12FF

Windows puTTY (PuTTY : — 1 NEHRHMK SSH . Telnet & Fif) (GPL)
Windows (cygwin) %?thl)n E /) SSH(Cygwin: Get that Linux feeling - on Windows)
Mac OS X OpenSSH; &g I {EH ssh (GPL)

Table 6.10: B & %%k SSH & P&

6.3.5 &3 ssh {1#

AR SSHINERAR R 2M, WMRERZHXE , £M"ssh-keygen -p” KiRE,

EARBIANER (Bkan : "~/ . ssh/id_rsa.pub”) MEBEFEEMM"~/ . ssh/authorized_keys” , XAEFEEHEH L
RO E T ERANERE .

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

MXERITE T RNG S , IABETRED.

$ scp foo username@remote.host:foo

& AD SRR 4E ssh (RIELE,

X X Bj%53% , 8% K Debian FEAMASMENRFHFERIT ssh-agent, FIMRRFEEHIT—IX ssh-add, #H—H
KIS 2 , E%E ssh-agent(1) #0 ssh-add(1).



https://manpages.debian.org/unstable/sshd(8)
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
https://manpages.debian.org/unstable/ssh-agent(1)
https://manpages.debian.org/unstable/ssh-add(1)
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6.3.6 MImFREAM A XM

WMRIRE—NIEMIRE T DNS HIRS 25 LB —A> SSH shell kS, {REEBRKLEA/RASH TR, _EA RAOHRE | VB0
RS LA , EIERMATFERS S EAX.

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org" < mail data «
LExt

6.3.7 SMTP/POP3 5 Hin[ A&

BT ssh B —/NXFEREEER , M localhost {4025 #5[%! remote-server (K 2588 , 3 M localhost
B 4110 ¥x[ %] remote-server ¥ 110 g0 , EEAVPITIN T4

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

XE B HESFMEIL SMTP/POP3 fRFIEFHEM KL AL FEIEFEFEH"/etc/ssh/sshd_config” BRE"AllowTcpForwar
%BMyes”.

6.3.8 /E#fBIJ SSH XIMZfE AR5t

PRAETAER at(l) 654 (B35 9.4.13 ) kM SSH KigE{RFH"shutdown -h now” (BHE 1.1.8 77) HBIETFE.

# echo "shutdown -h now" | at now

1£ screen(l) (305 9.1.2 ) &EEE1T"shutdown -h now” , & BIM—PAIERMX BEFEHENS.

6.3.9 SSH fWEHEE

WRMFIBRFE , WERCE AR A - v EHIZ1T ssh.
IARARE root WK/, FERERBIASE | (E/7-p” W5 X AT VB SR (E R 1 —1023 Z ErIARS IR .

MR ssh EFEF TR ARRELETE, SINFRASEETEAWPEIRENER , THEERGAIFI BT
T’host_key”. FERAXMERG , FFRIEE AR E BN EEEAKESOEFE TN, , #RATRAFEAM]"~/ . ssh/known_h
BEHiFR"host_key” & B REHIKIGIEE.

6.4 FTENRRSFHILA

TEZHIZE Unix A% , BSD Line printer daemon(lpd) T¥TENHLIG & 5T SRR, 1E5H B B ERPRAEFTED
AR E PostScript (PS)., AT REMBFTENZIIE PostScript FTENH, , FEW —Lid 828 R85 H0 Ghostscript —#E{F .
SN 1141 35,

TEIN{H Debian &%:% , Common UNIX Printing System 18 UNIX FTENRZ 2t FARAE. T E B EHIAR
AEFTENH B 4822 Portable Document Format (PDF) R[4 A& K.

CUPS {# i Internet Printing Protocol EEXRIFTENMY (IPP). IPP 2 A& ) B {5REN IS T & ImFE TENFIZE SCAR .

2T H CUPS RIS IR B S AT |, BIBRRNA R TAEIEE] lpr 664, ARG A HAERITEN ML . (E
CUPS B, 1pr gEfB BT &H cups-bsd FKHERIRER.)

Debian R4t — LA BATITENRSAEARITENLA,

IR
RAT PAIEREY web i) 2837518) " http://localhost:631/” SKECE CUPS Z&%E.



https://manpages.debian.org/unstable/at(1)
https://manpages.debian.org/unstable/screen(1)
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/
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RS TR A | w0 Yt
lpr V:2.0,1:2.3 | 378 ?5“1”;)” BSD Ipr/ipd (MHTERHLIE A543 daemon)
cups V:90, 11439 | 1088 | IPP (631) | HEXMFIEN CUPS RS 2%

V109 FTF CUPS ) System V FTENHL45<: Ip(1),
cups-client “'152 ' 429 Eil= Ipstat(1), Ipoptions(1), cancel(1), Ipmove(8),

’ Ipinfo(8), Ipadmin(8), -

: : — T CUPS # BSD FTEI#L#54: Ipr(1), Ipq(1),

cups-bsd V:33,1:1182 | 131 | EE Iprm(D). Ipo(8)
printer-driver-gu¥dapkidt | 1117 | XE{EHR CUPS FTER#BKE)

6.5 HEMBNAMRS

Table 6.11: FTENIREF T A%I3k

XERHEMENFARS.

KEE, TE K| WX 1tHR
telnetd V0.3, 1:1.6 55 TELNET TELNET JR%%:
nfs-kernel-serverV:47, I:55 830 NFS Unix XHH£=

V108, : X -
samba 1192 5053 | SMB Windows CEFFIFTENHEZE
netatalk Yoog? 933 ATP Apple/Mac XHFFTENHLZE (AppleTalk)
proftpd-basic | V:3.8,1:9.1 | 452 | FIP BT
apache2 |V211768 586 HTTP B web JR%-2:
squid V:8.8,1:9.3 [ 9358 | [EE T F web RIERRS 2%
bind9 V:34,1:37 888 DNS HEFTHH 1P ML
kea 1:0.52 244 | DHCP EFinEHH 1P M3t

Table 6.12: HE MKV ARESIR

B FHE XM SR RSEX (CIFS) AR THEIR (SMB) RN —HF | #i{M#X Windows iz .

N

SN 452 TRFRGEN,

Er N

FHLALMATIEE B DNS fREIRM4t. X3 TH DHCP shA S ECAEM, IP Hilik, 175 DNS gE{EH bind9 0 kea i
A& #E4T , Debian wiki (] DDNS T B1i8R.

Er 2

i

£/ squid ZZEAIEMRSES | FMER Debian IAFEMTL ARG RS FHELL , BB RET AT .

8



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
https://tracker.debian.org/pkg/lpr
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
https://tracker.debian.org/pkg/cups
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
https://tracker.debian.org/pkg/cups-client
https://zh.wikipedia.org/wiki/System_V_printing_system
https://manpages.debian.org/unstable/lp(1)
https://manpages.debian.org/unstable/lpstat(1)
https://manpages.debian.org/unstable/lpoptions(1)
https://manpages.debian.org/unstable/cancel(1)
https://manpages.debian.org/unstable/lpmove(8)
https://manpages.debian.org/unstable/lpinfo(8)
https://manpages.debian.org/unstable/lpadmin(8)
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
https://tracker.debian.org/pkg/cups-bsd
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://manpages.debian.org/unstable/lpr(1)
https://manpages.debian.org/unstable/lpq(1)
https://manpages.debian.org/unstable/lprm(1)
https://manpages.debian.org/unstable/lpc(8)
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
https://tracker.debian.org/pkg/printer-driver-gutenprint
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
https://tracker.debian.org/pkg/telnetd
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
https://tracker.debian.org/pkg/nfs-kernel-server
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://qa.debian.org/popcon-graph.php?packages=samba
https://tracker.debian.org/pkg/samba
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
https://tracker.debian.org/pkg/netatalk
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
https://tracker.debian.org/pkg/proftpd-basic
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
https://tracker.debian.org/pkg/apache2
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
https://tracker.debian.org/pkg/squid
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
https://tracker.debian.org/pkg/bind9
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/kea
http://qa.debian.org/popcon-graph.php?packages=kea
https://tracker.debian.org/pkg/kea
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
https://wiki.debian.org/DDNS
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6.6 HEMLKNAR Fin

XERHEMEN BT P,

RER AT XN MY Uik

netcat-traditional:50, 1:903 | 139 TCP/IP TCP/IP IEZET]

= Y H == i T

netcat-openbsd v:21, 11120 | 105 TCP/IP %:ﬁ- IPv6, RIEFN Unix EEFH TCP/IP It ZE
openssl S 2532 | SSL REFHTFE (SSL) ZHHHIRMXMMBET A
stunnel4 V:6.1,1:19.3 | 24 E_E B SSL HE

telnet V:11, 1:209 55 TELNET TELNET & Fig

nfs-common Y119£'158 1139 | NFS Unix =

smbclient V:22,1:205 | 2084 | SMB &R Windows AHFIFTENRZE Fig
cifs-utils V:33,1:118 | 351 EE WFAEER Windows RSB A EIR 2

V:181, HTTP FA
wget 1982 3784 ETP web T T H
V:230, — =

curl 1723 512 Gl [k

transmission-gtk V:11, 1:150 | 6259 | BitTorrent BitTorrent & i (GTK)

transmission-qt | V:0.6,1:25 | 6213 | [E_Lt BitTorrent & Fig (Qt)

ktorrent V:1.4,1:5.0 |5031 | HE BitTorrent & Fig (Qt)

gbittorrent V8, 1:22 15262 | [F]E BitTorrent & Fig (Qt)

bind9-host V:115, 1:939 | 136 DNS KB bind9 ] host(1), "Priority: standard”
dnsutils V5, 1:158 23 FE kB bind ] dig(1), "Priority: standard”
ldap-utils V:10, 1:56 783 LDAP J\ LDAP JRZZXEX IR

Table 6.13: R4 AR Finsk
6.7 AZAASTIHIE (daemon) ZHT

telnet FRFREB T LIEHE R m ATt

MiLE POP3 A%y , = PRI

$ telnet mail.ispname.net pop3

B4y ISP 244 TLS/SSL M%) POP3 RS , T MAE

% P, 3k openss 1 3R{FE.

$ telnet -z ssl pop.gmail.com 995

(daemon) , FFHITIZHT.

$ openssl s_client -connect pop.gmail.com:995

TEM RFCs Rt —1M ARG /5

f£"/etc/services” B | AR T im0 k.

 AREERT| telnet-ss1 AENIF TLS/SSL 1 telnet

SATH#HFE (daemon) FTEZERANR.



http://packages.debian.org/sid/netcat-traditional
http://qa.debian.org/popcon-graph.php?packages=netcat-traditional
https://tracker.debian.org/pkg/netcat-traditional
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/netcat-openbsd
http://qa.debian.org/popcon-graph.php?packages=netcat-openbsd
https://tracker.debian.org/pkg/netcat-openbsd
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
https://tracker.debian.org/pkg/stunnel4
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
https://tracker.debian.org/pkg/telnet
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
https://tracker.debian.org/pkg/nfs-common
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
https://tracker.debian.org/pkg/smbclient
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
https://tracker.debian.org/pkg/cifs-utils
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://qa.debian.org/popcon-graph.php?packages=wget
https://tracker.debian.org/pkg/wget
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://qa.debian.org/popcon-graph.php?packages=curl
https://tracker.debian.org/pkg/curl
http://packages.debian.org/sid/transmission-gtk
http://qa.debian.org/popcon-graph.php?packages=transmission-gtk
https://tracker.debian.org/pkg/transmission-gtk
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/transmission-qt
http://qa.debian.org/popcon-graph.php?packages=transmission-qt
https://tracker.debian.org/pkg/transmission-qt
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/ktorrent
http://qa.debian.org/popcon-graph.php?packages=ktorrent
https://tracker.debian.org/pkg/ktorrent
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/qbittorrent
http://qa.debian.org/popcon-graph.php?packages=qbittorrent
https://tracker.debian.org/pkg/qbittorrent
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
https://tracker.debian.org/pkg/bind9-host
https://zh.wikipedia.org/wiki/Domain_Name_System
https://manpages.debian.org/unstable/host(1)
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://manpages.debian.org/unstable/dig(1)
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
https://tracker.debian.org/pkg/ldap-utils
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://www.ietf.org/standards/rfcs/
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RFC 18

rfc1939 #0 rfc2449 POP3 fR%

rfc3501 IMAP4 fR%

rfc2821 (rfc821) SMTP fR%

rfc2822 (rfc822) HESYREE N

rfc2045 Z & B EXMAMFY R (MIME)
rfc819 DNS RS

rfc2616 HTTP RS

rfc2396 URI X

Table 6.14: & F RFC ¥I|3R



https://datatracker.ietf.org/doc/rfc1939/
https://datatracker.ietf.org/doc/rfc2449/
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://datatracker.ietf.org/doc/rfc3501/
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://datatracker.ietf.org/doc/rfc2821/
https://datatracker.ietf.org/doc/rfc821/
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2822/
https://datatracker.ietf.org/doc/rfc822/
https://datatracker.ietf.org/doc/rfc2045/
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc819/
https://zh.wikipedia.org/wiki/Domain_Name_System
https://datatracker.ietf.org/doc/rfc2616/
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2396/
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (KIERF&RE) Ao

71 GUI (RERFARE) S5

7£ Debian A%tk , HJINIRELEM GUI REMIFEIEE,

EFRHE MTE AN | A
task-gnome-desktpp186 9 GNOME =@z
task-xfce-desktopl:88 9 Xfce EEMIR
task-kde-desktop| 1:93 6 KDE Plasma £ E¥HiE
task-mate-desktopl:31 9 MATE £EHE
task-cinnamon-desk86p 9 Cinnamon £EHE
task-1xde-desktopl:20 9 LXDE £HEHE
task-1xqt-desktopl:17 9 LXOQt ZmHiE
task-gnome-flashpa®ls-desktop6 GNOME Flashback £HE#RE

Table 7.1: £EMIEFFER



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
https://tracker.debian.org/pkg/task-gnome-desktop
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
https://tracker.debian.org/pkg/task-xfce-desktop
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
https://tracker.debian.org/pkg/task-kde-desktop
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
https://tracker.debian.org/pkg/task-mate-desktop
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
https://tracker.debian.org/pkg/task-cinnamon-desktop
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
https://tracker.debian.org/pkg/task-lxde-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
https://tracker.debian.org/pkg/task-lxqt-desktop
https://zh.wikipedia.org/wiki/LXQt
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
https://tracker.debian.org/pkg/task-gnome-flashback-desktop
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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Egm&%ﬁx#@w&mw&r@ , ¥E Debian IFFERRMABIET , BTRINRGEEIRE , THERER
iR, 3T task-gnome-desktop , #RAT AR N EIKI A TARRE AR A EIEHE
« A sudo aptitude -u 23} aptitude(8),

* BBENEHRE Tasks” FHR[EI G4,

« BENEAREI"End-user” FHREIZ4E.

« BENHAREI"GNOME IR A4,

o BENYEHFE task-gnome-desktop HiRE| %4,

* BENEAREI"Depends HR'm” (FILI%EHE).

* #%ohArE"Recommends” 37" m”  (FILEH).

« BEARE]" task-gnome-desktop F%"-". (M)

o AESERRIRIEE, | FERIRRIE B AR IR A R R .

< RgTSRIIRRE.

AF A ERS iF Debian BHAMKSEMEIME : task-gnome-desktop , £ wayland _E324t GNOME,

7.2 GUI (EFERFRE) BETRY

1£ GNOME £H1{F R GUI BIsHMET LA -
« Wayland (JR i ZR~EMY) (JR4)
« X HARGAZOPMY (BT xway land)

B A F freedesktop.org 4K T fif Wayland Z2#9F0 X & 0 32M 2 2N AE],
MNAFPRM A, NEREBHIBAHBIILA

« Wayland Z7ER—NFEH LK GUI BISTMY : #. @8, K , RNEE setuid root — |
o X Window Z—/ A& MLEINEER) GUI BIEHMY : €88, E2Zx. 18 , T setuid root — )

XFF{E A Wayland #MXHINA , BB VNC 2k RDP XX IFN—MERREN EARENERNE. 0% 78 1

A X REZ[EE MIT EEZREY B, MAAR X & Aimdid A ZNERH TR, XHERE T M B
Xlib FHFE(E)EHIBE , F5 T MHRE. XMEN , LELIEE Wayland /EAZA3 GUI BIESTMXHE =

FAM GNOME Kixnf53hi) xeyes F2FF , IREEBRE ST GUI (RIERAFARE) NARERF ﬁﬁlm GUI B {5tmX.

$ xeyes

* INRFARRIEER Wayland fR 55 B R UMM AFEFF L, PLAN“GNOME A", IREEARSIRBERARS SN,
« RBAEIESA X BORGAONKRFEF £, han‘xterm”, RIS IRMEFARES) , FEH AN E ALK
X B F Rt

3 2021 4 4 B , EZIRITH GUI KL FBFER |, kil GNOME # LibreOffice (LO) B2 %2 T Wayland JR$i% &
X, FAIL xterm, gitk, chromium, firefox, gimp, dia 1 KDE W FFERF{ER{ER X &0 ARS A% MM,



https://manpages.debian.org/unstable/aptitude(8)
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://zh.wikipedia.org/wiki/Xlib
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

Xt F Wayland 2 £ xwayland S JRAEK X FH A%, XA LEMIEK X RFimiE X
#/etc/X11/xorg.conf” RN YERSGE LEE. BERANHANES BT R2ANIZK DRM, KMS F1 udev
B, FAN X REIGEEDLEERFEMAEN]. SN Linux RIZ3IA4H"modedb default video mode support”,

7.3 GUI (EERARE) 3

XER Wayland 335 E AT GNOME HZE £ 1) GUI Z2HiR{4H .

L/t
LY Qe TATE ax |
N
mutter Vi1, .24 215 GNOME ) mutter &[0 EIE 2 [auto]
xway land V:249,1:327 | 2540 | 1174 wayland Z FR— X Ali%i% [auto]
. . — o P
gnome-remote-deskWaiB5, 1:234 | 2453 i PipeWwire (X GNOME LFZRE R AT 3442 (daemon)

[auto]
gnome - tweaks V:16,1:2226 | 1145 | GNOME HSKEERE

gnome-shell-extep¥igri@iefs| 72 AR GNOME 4h< RIT A

Table 7.2: ZF &K GUI 32X H+E3I%*K

XE , "[auto]” FRRXLARHEIE task-gnome-desktop TR BN,

N
gnome-tweaks — /N ATAHER/DHBCET A, B0 :

« {REESRGIAEESEE , M General (i) "ZI"Over-Amplification (II478K) 7.
» {/RBEfAGIRIA"Caps” BT A "Esc” 42 , )\"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

EFZIN
GNOME £ MM HHKNFM4FAE e E AR T AKACE , 7£3R T Super-## /5 , BT 1% "settings”, "tweaks”
g"extensions” kEIEE.

7.4 GUI (KIERFRm) A

IFEFE Debian £, BF LA MK GUI NAFFE. MR GNOME K EIMEFIRBHNINRENRMG , ABARIBIAN
scribus (KDE) XHHRHARTEITIERK. BRRIZSIEEINRGE , KERNARGREL.

XEE—MERIKIREKM GUI (BIFERFARE) FEFIIK.



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
https://tracker.debian.org/pkg/mutter
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
https://tracker.debian.org/pkg/xwayland
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
https://tracker.debian.org/pkg/gnome-tweaks
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
https://tracker.debian.org/pkg/gnome-shell-extension-prefs

Debian &%}

125/ 247

e
KRR MATE ax | R Ll

N
evolution V25, 1:223 | 488 GNOME PMAEEEE (FHARKFSRFARE)
thunderbird V:45,1:102 | 274189 GTK B FAFEER Fim (Mozilla Thunderbird (55) )
kontact V:1, 1:10 2305 | KDE TAGETE (AR AMF)
libreoffice-writiev:94, 1:414 | 33283 | LO AL IR
abiword V:0.9, I:5.0 3596 GNOME AR TR
calligrawords V:0.3,1:129 | 6932 | KDE AN
scribus Vi, 1:112 32415 | KDE YwiE PDF XX FE desktop publishing ZriEzy
glabels V:0.3,1:25 | 1283 | GNOME Wiy
libreoffice-calg V:91, 1:1411 | 28297 | LO B 3RA%
gnumeric V:3,1:10 9945 | GNOME BT &RI%
calligrasheets |y.,, .19 | 13503 | KDE BT A%
libreoffice-imprne¢ss, 11410 | 2445 | LO TER S
calligrastage | V:0.1,1:1.8 | 6011 | KDE TR A
libreoffice-base V:19, 1:68 4986 | LO IR ESIR
kexi ?,/(:)Oé%& 7565 | KDE MR ST
libreoffice-draw V:79, 1:410 | 10989 | LO FEREHmES (RR)
inkscape V12, 175 112538 GNOME XERERER (2RE)
karbon V:0.2,1:2.3 | 3958 | KDE FEREwES (RA)
dia V1,116 3801 | GTK AR B AN = E e as
gimp V:34,1:211 | 32779 | GTK NEIREmiEas (RF)
shotwell V:14,1:241 | 6334 | GTK RO R BT
digikam V:15,1:82 | 325 KDE Ao RE RS
darktable Vi3, 111 35876 | GTK B MR EIT AT B
gnome-video-trimmeéo.1, :11.1 1665 | GNOME lossless cutting of video files
kdenlive V:3, 1:21 19821 | KDE non-linear video editor
shotcut V:1.0,1:6.8 | 7830 | Qt ivF non-linear video editor
openshot-qt V:0.7,1:8.8 | 196007 Qt non-linear video editor
flowblade V:0.2,1:2.2 | 42213 | GTK non-linear video editor
planner V:0.2, 1:13.9 1400 | GNOME ImMEEE
calligraplan V:0.1,1:2.6 | 23545 | KDE mEBE
gnucash V:2.1,1:6.8 | 29451 | GNOME NMAET
homebank V:0.3, I:1.5 3194 GTK MAET
kmymoney V:0.5,1:1.9 | 18945 | KDE MAET
frescobaldi V:0.2,1:1.4 | 11102 | Qt v FH LilyPond sheet music text editor
Tibrecad Vi1, 1113 9164 | QtN A WENHEIRT (CAD) %%t (2D)
freecad Vi1, 1119 112 Qi A WENHEIRT (CAD) %%t (3D)
kicad V:3, .14 213264 GTK FRIREIF] PCB & TEk 5
Xsane V:9, 1:128 1512 GTK FHIF{NETER
libreoffice-math V:74, 1:413 | 1914 | LO WA TRIARIRE S
calibre V6, 1:24 66260 | KDE B PHEREMEEE
fbreader V:0.6,1:5.7 [ 3827 | GTK B PRy
evince V71,1279 | 942 GNOME XAY (pdf) Fhies
okular V40, 11129 | 4419 | KDE XS (pdf) FREes

Z

x11-apps V:30, 11438 | 2461 iﬁﬂ‘] X xeyes(1) &,



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
https://tracker.debian.org/pkg/kontact
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
https://tracker.debian.org/pkg/libreoffice-writer
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
https://tracker.debian.org/pkg/abiword
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
https://tracker.debian.org/pkg/calligrawords
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
https://tracker.debian.org/pkg/glabels
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
https://tracker.debian.org/pkg/libreoffice-calc
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
https://tracker.debian.org/pkg/gnumeric
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
https://tracker.debian.org/pkg/calligrasheets
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
https://tracker.debian.org/pkg/libreoffice-impress
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
https://tracker.debian.org/pkg/calligrastage
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
https://tracker.debian.org/pkg/libreoffice-base
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
https://tracker.debian.org/pkg/kexi
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
https://tracker.debian.org/pkg/karbon
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/gnome-video-trimmer
http://qa.debian.org/popcon-graph.php?packages=gnome-video-trimmer
https://tracker.debian.org/pkg/gnome-video-trimmer
http://packages.debian.org/sid/kdenlive
http://qa.debian.org/popcon-graph.php?packages=kdenlive
https://tracker.debian.org/pkg/kdenlive
http://packages.debian.org/sid/shotcut
http://qa.debian.org/popcon-graph.php?packages=shotcut
https://tracker.debian.org/pkg/shotcut
http://packages.debian.org/sid/openshot-qt
http://qa.debian.org/popcon-graph.php?packages=openshot-qt
https://tracker.debian.org/pkg/openshot-qt
http://packages.debian.org/sid/flowblade
http://qa.debian.org/popcon-graph.php?packages=flowblade
https://tracker.debian.org/pkg/flowblade
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
https://tracker.debian.org/pkg/planner
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
https://tracker.debian.org/pkg/calligraplan
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
https://tracker.debian.org/pkg/gnucash
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
https://tracker.debian.org/pkg/homebank
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
https://tracker.debian.org/pkg/kmymoney
http://packages.debian.org/sid/frescobaldi
http://qa.debian.org/popcon-graph.php?packages=frescobaldi
https://tracker.debian.org/pkg/frescobaldi
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
https://tracker.debian.org/pkg/kicad
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
https://tracker.debian.org/pkg/libreoffice-math
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
https://tracker.debian.org/pkg/fbreader
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
https://tracker.debian.org/pkg/evince
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
https://tracker.debian.org/pkg/okular
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
https://manpages.debian.org/unstable/xeyes(1)
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
https://manpages.debian.org/unstable/xev(1)
https://manpages.debian.org/unstable/xwininfo(1)
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7.5 RFEXR

FFBEx , tkan’~/Desktop”, "~/Documents”:----- , HBAREZ T | FARAERRN EEIMNERIES. /REEBIEE
MNEENTE -

$ LANGUAGE=C xdg-user-dirs-update --force

REFRFIHRIFEEIERIFNER. £0 xdg-user-dirs-update(1).
B YmiE"~/ .config/user-dirs.dirs” , {fRIAEBIEEITRENTAEF. £ user-dirs.dirs(5).

7.6 FK

xiT Debian KWAS , BFZEANKEFTREE., APXIREFRRA , EFLLEZXARNS EETKRNTIE,
st TS AIRELRK GUI (BIERFRE) MAfREFEE,

Debian R&&:{#F FreeType 2.0 FEsRi& i S KEFEME , AT FREFFTED :

« Type 1 (PostScript) F{& 1§ =k DIZE/RENL (ERZ BFHRR)
* TrueType A& {8 3 Z ik DIZE/RANEL (SFA0EIEAE )
« OpenType FI (A= R ZE/REL (FRIEEFE)

7.6.1 FHREFIK

THRWRRNREFETNA P EFEUNERETE , FERNIEMBHIRIEISES (metric compatibility) FFEE
=, KENFEREET BHLT . FHEH Cyril 57, A EFNBIEF RN RN T ENZE, XEFREEBH AT
Fr5 B oRANERGKFTED,

XE

s "MCM” 3RIRX” SHEKIR N AR EHHRIEA R RS K"

o "MCMATC” FRRA” ERIZ AR © Arial, Times New Roman, Courier New HERRFEARZER”

« "MCAHTC” 3zk7-” 1 Adobe 1Z{fK=2{K: Helvetica, Times, Courier HEFRFEIRFER"

« EFEEAI|RBFRRSMEFRNTERS M FERRTEMATEE GFE : M R7R Medium &7, FAAMEMAFE
EHREFE).

+ £ mono FHATFIRHP RRMT AT | SLBIEMIHIR S 00" LTI,

o ttf-mscorefonts-installer &AL T EHMEK "Core fonts for the Web” &3 Arial, Times New Roman,
Courier New, Verdana, ... , XM TFEEEE | 2IEFFIRREEE.

WEFFRAHI T 74K , 5 URW Nimbus ZRi%&8%, Bitstream Vera i ZERE.

R
MRIRANE SR TR ENFRIRBE LA FATIESE , 1{F A aptitude 1£"Tasks” -> "Localization” FEKGE{E
FHHBIER, FERBIEADepends:” B"Recommends:” FIld |, EAMUEF KB ERE & RIREX A,



https://manpages.debian.org/unstable/xdg-user-dirs-update(1)
https://manpages.debian.org/unstable/user-dirs.dirs(5)
https://freetype.org
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://en.wikipedia.org/wiki/PostScript_fonts
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
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KA AT A/ | sans serif mono FHREFR
fonts-cantarell \_/'171’ 224 59 - - C_:antarell (GNOME 3, &
1:282 =)
) Noto fonts (Google, B
fonts-noto 1:149 30 61 63 40 CIK (B iE=

DejaVu (GNOME 2,
fonts-dejavu 1:381 34 58 68 40 MCM:Verdana, ¥ &

Bitstream Vera)

Liberation =={K T
fonts-liberation2 V:44,1:170 | 15 56 60 40 LibreOffice (Red Hat,

MCMATC)

Chrome OS: Arimo,
fonts-croscore V:19, I:35 5260 | 56 60 40 Tinos 1 Cousine

(Google, MCMATC)

Chrome FE&S::
ggrr;lt; crosextra- | \119 1:.89 | 2696 | 57 ; - Carlito (Google,

MCM:Calibri )

Chrome E&AS::
fonts-crosextra- ) ) Caladea (Google,
caladea Vil L84 ) 347 - 55 i MCM:Cambria ) (RE+:

TFF) .

. . GNU FreeFont (
fonts-freefont-ttf V.77, 1:200 | 14460| 57 59 40 URW Nimbus)
V205 Debian {£55 £,
fonts-quicksand DA 392 56 - - Quicksand (8/r , RE
1:444 g
ziT%L%) e
a1 BIREREBTH—F
fonts-hack V:33, 11135 | 2507 | - - 40P 1k Hack (Facebook)
fonts-sil- V-0, 1:27 14345 | - 54 - Gentium SIL
gentiumplus
fonts-sil-charis V:1, .27 6704 | - 59 - Charis SIL
V181 URW Nimbus (Nimbus
fonts-urw-base35 |'526 ' 15558 | 56 60 40 Sans, Roman No. 9 L,
' Mono L, MCAHTC)
fonts-ubuntu V:2.0,1:45 | 4339 | 58 - 33P Ubuntu Z{K (87R)
fonts-terminus V:0.3,1:3.9 | 451 - - 33 Cool retro ZKig=F{K
fttmscorefonts- | /g 39 | g5 | 562 60 40 TRBARIFIRT K
installer (™)

Table 7.4: £/ TrueType F1 OpenType F{KFI3k

RHEa AT XN | A

libfreetype6 V580, 1:997 | 1018 | FreeType FZAEMEE

libfontconfigl | V:571,1:811 | 344 Fontconfig &AL E FE

fontconfig V:461, 1:690 | 415 fc-*: Fontconfig 45817404

font-manager V:2.4,1.:6.7 1116 Font 1825 Fontconfig GUI (RIFEERFHRE) w4
nautilus—font—man%l_/g(%r%g’ 38 Font 1228 4 Nautilus ¥ &

Table 7.5: & WFRIMEMME XU BIFR



https://zh.wikipedia.org/wiki/Sans-serif
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
https://tracker.debian.org/pkg/fonts-cantarell
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
https://tracker.debian.org/pkg/fonts-noto
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
https://tracker.debian.org/pkg/fonts-dejavu
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
https://tracker.debian.org/pkg/fonts-liberation2
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
https://tracker.debian.org/pkg/fonts-croscore
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
https://tracker.debian.org/pkg/fonts-crosextra-carlito
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
https://tracker.debian.org/pkg/fonts-crosextra-caladea
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
https://tracker.debian.org/pkg/fonts-freefont-ttf
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
https://tracker.debian.org/pkg/fonts-quicksand
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
https://tracker.debian.org/pkg/fonts-hack
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
https://tracker.debian.org/pkg/fonts-sil-gentiumplus
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
https://tracker.debian.org/pkg/fonts-sil-charis
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
https://tracker.debian.org/pkg/fonts-urw-base35
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
https://tracker.debian.org/pkg/fonts-ubuntu
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
https://tracker.debian.org/pkg/fonts-terminus
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
https://tracker.debian.org/pkg/ttf-mscorefonts-installer
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
https://tracker.debian.org/pkg/libfreetype6
https://freetype.org
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
https://tracker.debian.org/pkg/libfontconfig1
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
https://tracker.debian.org/pkg/fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
https://tracker.debian.org/pkg/font-manager
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
https://tracker.debian.org/pkg/nautilus-font-manager
https://github.com/FontManager/font-manager
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7.

6.2 FRilAELL

Debian {5/ FreeType SRtz bk, ©RFAERSME Fontconfig FARCE e fit.

N

—LF KRR |, PR fonts-noto* , @RERZHFIR, RO UMRIFELETRREBRNTE , BEEE FH
B T2 . BT Han unification F HES—REXF , —L Unicode R BIIEEZNFE , A"EERFEL
KLY BECEM Fontconfig FEIEFFE., — N4 AT IRAMBE 27 CIK F HEEZRFH"U+3001 IDEOGRAPHIC
COMMA” §1"U+3002 IDEOGRAPHIC FULL STOP”, {f8Ef{E A GUI (BB ARE) FAZIER (font-manager)
TR B8 O L B 7R AE A AR I X M [R) BB T

R AT AN G S1TF I FARRLERE.

« fEf“fc-match(1)"&% fontconfig AEIAFE
o {FA“fc-list(1)"&FFTA T AK fontconfig Fk

REES NI ARESECEFARERE , EXEBHK. £ fonts.conf(5).

7.

7

&

&
m

Linux EX#RS GUI (BIFER AR E) MA7ESE Debian IR L , R #HIA&AFE.

* Applmage -- {E# 75 1Z1TH Linux 3
« FLATHUB -- Linux 2 F , siEXE

« snapcraft -- Linux N AR &

B

fki?;f%ﬁ&i ORI B AR , BT RERAERLA ARTTIRER ¢

X Debian 8 BEIAFRERZIFE  XE—HEIRRANAR , - EEENER. FRAXEBEE—NTEN
&4 , # Debian IREHEMBEEN N BREFHENK LT REERNE , M3k,

J\g

ITHNSS ZHBINE A K , BEBERLD AT B, EATN Linux RFHMERTFR. (205 475 ).

 XF Applmage F—L& ik Sk 8t , EFLAECE /B firejail Biz1T.
» XFF M FLATHUB 3k —3t%| , 7£ Flatpak 2iz1TE(]. (FREEFILEE.)
o XTF M snapcraft kK Z 6 , £ Snap BEEEITEAN]. (AFEFLACE. MEATHHFE (daemon) #7A.)

xdg-desktop-portal FA 518 A EmEFHERE—RER AP, £ 3, xdg-desktop-portal (flatpak) F0 xdg-
desktop-portal (snap) .

XN EREREARMNETEFIIRERGE LN AR FIEEAE  XBEANBREFNEERIREZZPEHTHIT
.

=

e XM GUI (BFERARE) MFAFERF | bt Debian ERIMTTUNYEES , AERTHER T DEIERA | XL
MNREMELF.



https://freetype.org
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/中日韓統一表意文字
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://manpages.debian.org/unstable/fonts.conf(5)
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
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REA, TE AN | UtER
flatpak V:107, 1:112 | 9080 | Flatpak =N 72 FECEIELS
gnome-software - p[Ligd 1 Alat paR83 GNOME %4518 25/ Flatpak 23
snapd V61, 1:64 78910 | J3H snap BXEBRIEE~TIHFFHFE (daemon) FILE
gnome-software-p[Ligiid-s22p | 145 GNOME {4+ &E18258) Snap X
xdg-desktop-portaV:361, 1:430 | 2291 | Flatpak 1 Snap L HE &M ]~
xdg-desktop-portaV:apsk 1:429 | 715 gtk (GNOME) # xdg-desktop-portal [5im
xdg-desktop-portaV:#aje:110 | 3266 Qt (KDE) ¥ xdg-desktop-portal [5u
xdg-desktop-portaV:2rl:6.2 159 wiroots (Wayland) f] xdg-desktop-portal f5iig
firejail V:1.2,1:4.3 | 1827 | #1 Applmage —#c{fE ] SUID &£ /)& F2FF firejail
Table 7.6: F &K EMIFEFAR XK HAI xR
KR AT KN ] X Wi
gnome-remote-des kl\{é%jf 2453 | RDP GNOME i&f2 £ ARSum
xrdp V:28,1:30 | 4669 | RDP xrdp, Az AN (RDP) RS 2%
x11ivnc V:8, l:44 1863 | RFB (VNC) | xl1lvnc, TiemiZEs7mY (VNC) RS 25
tigervnc-standalovi®; §&5ver | 2960 | RFB (VNC) | TigerVNC, ITFemiZZF MY (VNC) fR%-28
gnome-connectionsV:6, 1:136 1651 R/?\IPC’:)RFB GNOME &2 £/ % Fif
RDP, RFB
3 . . (VNC)v ] . xa RIT]
vinagre Vi1, 1:23 4249 | opicE Vinagre: GNOME iZF2 £ H & Fif
SSH
RDP, RFB
3 . . (VNC), H . b o | Ly
remmina V:16, 1:60 983 SPICE Remmina: GTK &R M % Fifn
SSH, ...
krdc V:2, 1:15 4144 R/[,)\IPC’:)RFB KRDC: KDE &2 £ H & Fif
RFB 41 e O E— _
virt-viewer V:4, 1:39 1278 | (VNC), %ﬁﬁm BIEE TR SHURERZ GUI BoR%
SPICE i

Table 7.7: Z& & HIEFE0) IR S im 53



http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
https://tracker.debian.org/pkg/flatpak
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
https://tracker.debian.org/pkg/gnome-software-plugin-flatpak
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
https://tracker.debian.org/pkg/snapd
https://zh.wikipedia.org/wiki/Snap_(software)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
https://tracker.debian.org/pkg/gnome-software-plugin-snap
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
https://tracker.debian.org/pkg/xdg-desktop-portal
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
https://tracker.debian.org/pkg/xdg-desktop-portal-gtk
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
https://tracker.debian.org/pkg/xdg-desktop-portal-kde
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
https://tracker.debian.org/pkg/xdg-desktop-portal-wlr
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
https://tracker.debian.org/pkg/firejail
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/xrdp
http://qa.debian.org/popcon-graph.php?packages=xrdp
https://tracker.debian.org/pkg/xrdp
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/Xrdp
http://packages.debian.org/sid/x11vnc
http://qa.debian.org/popcon-graph.php?packages=x11vnc
https://tracker.debian.org/pkg/x11vnc
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/X11vnc
http://packages.debian.org/sid/tigervnc-standalone-server
http://qa.debian.org/popcon-graph.php?packages=tigervnc-standalone-server
https://tracker.debian.org/pkg/tigervnc-standalone-server
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/TigerVNC
http://packages.debian.org/sid/gnome-connections
http://qa.debian.org/popcon-graph.php?packages=gnome-connections
https://tracker.debian.org/pkg/gnome-connections
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.gnome.org/Connections/
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
https://tracker.debian.org/pkg/vinagre
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
https://tracker.debian.org/pkg/remmina
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
https://tracker.debian.org/pkg/krdc
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
https://tracker.debian.org/pkg/virt-viewer
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virt-manager
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7.8 WAEEH
7.9 X RFumiEsE

BNFAAENTREEN LN RIEED) X BS5n (BEAENK xway land ),

AR MTE KN | e A
. sshd &/
openssh-server Y872723 3504 | M SSH RS (%)

X11-forwarnding

openssh-client | Vo4, 3521 | ssh -X | SSH &/ (%)
xauth e 81 | xauth X FRCHTA

. V:301,
x11—xserver—utlls|_525 559 xhost X PR umlaldss)

Table 7.8: E#E X fREFIHHIA T

7.9.1 X R ipAHIER:

A X # O AIN A |, B IRIT A UNIX 384 BT ot Ta3iER | SKiARAK X RS8R, X 0T AR
A access cookie E‘]?iffﬂjcﬁﬁéi‘&iﬂ BRI BB $XAUTHORITY" MIRAEMHE , X B/RIET"$DISPLAY”
BT EMHE. ATXUMRTEBELSWEANRE , FETERITIEE. a0, THAR gitk”",

username $ gitk

E
XF xwayland, XAUTHORITY BZN"/run/user/1000/ .mutter -Xway landauth.YVSU30” K.

7.9.2 X RFipImARiEsE
1$ 8 X A OYM TR R B aAe X RSB B , B X11 AKX,

o EXHEMNFFTHF—A gnome &
o BTG4, 1z1TH - X EWMK ssh(l) , B 5mFuh mpiEsE.

localname @ localhost $ ssh -gq -X loginname@remotehost.domain
Password:

BE TG4, EEfR st X MATER | Bl gitk’,

loginname @ remotehost $ gitk

AR UEBRREIERE X B Fimd , AU TERET — 14 UNDXUSAE BRI TAMER.
% W/48 SSHISSHD H% 6.3 i,



http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
https://tracker.debian.org/pkg/xauth
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
https://en.wikipedia.org/wiki/X_Window_authorization#Cookie-based_access
https://manpages.debian.org/unstable/ssh(1)
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=H
BATR2MIRE , 7 Debian RGE L , FE TCP/IP H#HKE X R%in , RROAMERK. FNEETRESAKIER
B xhost + REME(N]. WMRAEBEEHE , LAKEMA XDMCP &k,

7.9.3 X k%% chroot &3

ER—ANFET (bkan chroot) |, /A X 20PN BRIRI—EHM X BRSun , RIRHETTEE , REBER
xhost HTRELMITA , Bid{FEH User-based access , Bz FEM"gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to

# cd /src

# gitk

# exit

username $ xhost -

7.10 BIRGAR

BINMESCAZIBI AR , 205 1.4.4 75,
BIMEENSEIBTNER , 0% 11.6 T,
— Loy ST SMAERET BT AR (= E4RFNBTNAR) .

EREE
L/Seaa) WATE ’]ﬂj( ST WA

I\
xsel V7, 1:42 55 X X EFRm1TIRA (BIR)
xclip V7,177 62 X X EERHSTED (BIER)

B =00 Py g/
wl-clipboard V:9, I:126 174 Wayland ;gliwpy wi-paste: Wayland Byt i) <47
- Ve 100 | s2a | UNUXTER] | E Linux SRR ERRRAS FHOR A THER

a (daemon)
Table 7.9: i&/EF R B NAARAE XFEFFF 5K



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
https://tracker.debian.org/pkg/xsel
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
https://tracker.debian.org/pkg/xclip
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
https://tracker.debian.org/pkg/wl-clipboard
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
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Chapter 8

| TR AN A1

— N RRAERZIES U (MI7N) RAMES T , BT 2 MERTA.

+ EIFRAL (118N): (E—MEHREB AR S MNESHRE.
+ AHAL (LION) : fE— MK — MR HE S,

7R
1 multilingualization (ZiES ). internationalization (Efr{r) #1 localization (&#htk,) & , F 17, 18, 5% 10 4
FRAE'M” F'n?, v M0, B0 Fn FriE] , BATMNERR D M17N, 118N 1 L10N, #A1i$ REFRLAZL |

8.1 EEIMR

RFXIFERMITA , BEBTEEMETE SLANG” KAk, ESHEMSRIRSIF , K#f libc FEIREas
M, FERKEI locales 3k locales-all FifFf. locales KA FEWIELHVIIAIL.,

2N locales 3 locales-all K BHIFELE , TFEEHENEMEKR , RSFH US FHE |, HiR
ASCI AME¥IE. XAMTHFI"SLANG” #EE F"LANG=", "LANG=C” 3{"LANG=POSIX" H[F].

GNOME #1 KDE UK HESEE M. MBATBETANE UTF-8 BUERSELERR L , FHBIT gettext(1) ZeMIR (HENF
ERRAM. BIEEE R AR KAt AR R L

B HiIf¥ Debian £ GUI (BIIERFARE) REZEE £ GUI FIEF IR EIE S 5 A"LANG=xX_YY.UTF-8", XE ,
"xX” 5& ISO 639 BEE AL |, "YY” £ 1SO 3166 EZFMXE, XUERALE E@EK GUI IPTFEXRRE , FRERERF
KiTHh. 205 152 7

8.1.1 UTF-8 &5 MEHNEAR[RIT

REBARXAIERIZE ASCH, EXTOEREBH , DT 127 MNF/F (FA 7 (ufEir).
RMEL S SCA M ] BEA S 3E ASCH 455, BlanfisEm A5 S7E ASCI 24T AK.

b''“b''double quoted textb''”b'' is not "double quoted ASCII"
b'''b''single quoted textb'''b'' is not 'single quoted ASCII'

ATFELZTHR , WETRHENREASGPARIIFLES. (BRF 11.2).
Unicode F#F& TR 21 (AL RTEESR BRILF A ANKSHMNFR (5120 , +7x2tHIi) 0 1 10FFFF),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://manpages.debian.org/unstable/gettext(1)
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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XA ARG UTF-8 ¥ Unicode B3 mEECEI— M &R 8 BRI , FAEBN KA ASCI BUBAIE ARG, X/ME
UTF-8 /E AIIAHEERERE. UTF 3RJ7K Unicode ##4&3 (Unicode Transformation Format), 4 ASCIl 453 A5
HHh UTF-8 ¥ , EB MRS ASCIl T2 —HMABM AN, FIARE UTF-8 B HEAABEMEXK.

£ UTF-8 1B SR T ANNBRERF | (R LB RAMGIEINE AR | TSR N iZZEFER/AE. 4
WFE"LANG=Fr_FR.UTF-8"iEE ¥R T , gedit(l) (GNOME £HEMNXALwiE2S) BEW B/RFNYRIE SCF R SCA SR |
MERRNFERZIRE.

N

FARAER) en_US . UTF-8" FIBARAER"C’/"POSIX” B S IMEAME AR AR US ZSUHE |, ENEFSAEEHM
ARG, FEAEPEC AMATHES , IRRRABLL IR ASCI 24 , RIFHRABMMHEWALIE UTF-8 JRIDINTFSF |, £
Debian _E{F FAEFRHER"C. UTF-8" FES R,

EE

—BRFEST I8N FRBEREZHNNGT. XREANENATREMN , MAERTER UTF-32(UCS4) K3
Unicode , iﬂﬁ/l\ﬂﬁﬂ%ﬁ%ﬂiﬁﬂﬁﬁﬂ‘] ASCII FHREIREPRIEFE 4 DT 1. Bkt , /8 UTF-8 EE R
ALERBKRAT 4.

8.1.2 EEHENENLE

ATUERGIOEES R | ESHREIRDIANE S IR EIE ET YR,
locales RH-AIRABETEMFMESELIE. RFEEIRX THENAELCE
# dpkg-reconfigure locales
HERAE 2 MR,
1. EEREREMESEREmMEA_HBIENX. (BWAZDEE—1 UTF-8 E5R)
2. EidpIE2"/etc/default/locale kiR ERGENARIE S IMREL PAM EA (205 45 1),

WEE/etc/default/locale” BERASTERENENES HIE , oAt GUI (AR ~RE) MARFHN GUI i
BES,

AE
FERRNBYESE ML RS PLE T “/usr/share/i18n/SUPPORTED” 3k A iA. E It , "LANG=en_US"
H”LANG=en_US.IS0-8859-1",

locales-all B AEMBMMMEAESIREIIE , (BEAEE" /etc/default/locale” , fRAJEERBE LI
locales #{4A1,

SN
—L Debian ZAITHRE locales 44 , BEAMAIE S MENTALSHFIFHIES IREIE. AT HIXFEEH
REHE | {REEREBTTE Debian &3 locales 1 locales-all 44,



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://manpages.debian.org/unstable/gedit(1)
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 {4 YmAL

TEFEHBIEL®R (BRE 1017 ), REZEAFRNMDERICMARGE. B2060F , FEREH
mount(8) R viat X{+ARSE £ CP437. {REFRLL A R BLEAMRIESETRE M UTF-8 3 CP932.

AE
1f GNOME XA EEMET |, YEsFEEH— ki U &8, ROTRUREXAREFESER., A5 Em LK
E#r , ;di’Drive” , "Setting”, #i \"utf8” E|"Mount options:”. ¥43x/ U £ R , UTF-8 Bia] AT .

EE
MRBEFHER—AN RS, HENENIE UTF-8 RETBHE , IF ASCI FREH A4 hiF 2 AZIHK 1SO-
8859-1 Bk eucIP RYwhd. 15 TFRIUAHHM TRICHEHE] UTF-8. 2.5 11.1 7.

EBANBIT , Samba Xt ETHI%E Fi (Windows NT, 200x, XP) {#F8 Unicode , {EXf ZH1% Fi (DOS F1 Windows
9x/Me) {#f CP850. ATRAFE"/etc/samba/smb.conf” XHEMH , A dos charset” kL EE FinHIXANZIA
AL, Peanit , CP932 R ARE.

8.1.4 AL EFNENMECAY

1£ Debian REF BRNFZ UMM IAFEEFINFHFE , LR ER. ERFHL . XHRMFHR. GNU
gettext(1) 4 T AR XEAENFESIMEHmLIA.

aptitude(8) 2 , "Tasks” - "Localization” f2#t— NG AR 6 BY R K , BN AREFENAM A4S EFRHERF
X,

ZEANBIF , IR LR 3 manpages - LANG EEEREA ML man FHTEE. MN"/usr/share/man/it/" FiER
programname EAFIER man FHIT, AT FERIRIE.

LANG=it_IT.UTF-8 man programname

81T $LANGUAGE FEATE , GNU gettext REMEE N EFE 5 MLERS k. Hi20
$ export LANGUAGE="pt:pt_BR:es:it:fr"

HPIEZ(EE , £ info gettext , [#i¥'The LANGUAGE variable” &7,

8.1.5 EEMENIE

sort(1) F Is(1) WFEFFHEFF 318 S F13% locale 205, S4 LANG=en_US.UTF-8 , HIFBFH# A->a->B->b. . .->Z->7
JRFF , TSt LANG=C.UTF-8 , HfFF-{#F ASCIl — 3| A->B->...->Z->a->b. .. JlAfF.

Is(1) WEARAZESHERI (A% 9.34 1),
date(1) F2 P BRI E S RR ., 640

$ unset LC_ALL

$ LANG=en_US.UTF-8 date

Thu Dec 24 08:30:00 PM JST 2023
$ LANG=en_GB.UTF-8 date

Thu 24 Dec 20:30:10 JST 2023

$ LANG=es_ES.UTF-8 date

jue 24 dic 2023 20:30:20 JST

$ LC_TIME=en_DK.UTF-8 date
2023-12-24T20:30:30 JST



https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
https://manpages.debian.org/unstable/aptitude(8)
https://manpages.debian.org/unstable/sort(1)
https://manpages.debian.org/unstable/ls(1)
https://manpages.debian.org/unstable/ls(1)
https://manpages.debian.org/unstable/date(1)
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FEVEEMRENB T IR aA—FE. thinik , BWEESHRF, —TR—B/RA"1,000.1" , MAEBEBESHES, BB
RA"1.000, 17, RATERFRIERFERRRIXANAME.

"$LANG” IEAEME — M THRMIEBIE T IRESLC_*" TEXRES, XLIMNETE N B BT IRE “SLC_ALL”
TEMPBRES. B3N locale(7) man FME. FIEFRBRIIVIEHGER Z2NELE , BB MAIFRE
F"$LANG” 2R ERE—1 UTF-8 IES IR,

8.2 HEMA

The keyboard system can be configured at different layers of the system.

* Linux kernel: keyboard(5)

» X server: setxkbmap(1), xkeyboard-config(5), environment variable XMODIFIERS

GUI desktop environment: Input Method framework: ibus, fcitx5

* Application: environment variables to set its input source: GTK_IM_MODULE, QT_IM_MODULE, QT_IM_MODULES,

Input method framework (IM) consists of:

* Input method engine (IME): Actual input method
» Configuration: Handles the configuration for IBus and other services such as IME plugins

» Panel: User interface such as language bar and candidate selection table

Multilingual input to the application is processed roughly as:

Keyboard UI panel Configuration Application
I N I oA
\Y | v Y |
Linux kernel -> Input method engine (IME) -+-> Gtk, Qt ---+ |
| ~ I I
| | +-> X11, wayland -+
v
IME plugin (ibus-mozc, ...)

8.2.1 Linux iZH|AF X & H MM

The Debian system can be configured to work with many international keyboard arrangements using the keyboard-config
package.

# dpkg-reconfigure keyboard-configuration

For the Linux console and the X Window system, this updates configuration parametersin”/etc/default/keyboard”.
Many non-ASCII characters including accented characters used by many European languages can be made available
with dead key, AltGr key, and compose key.

E
AR ibus HUE , BMEERETESM X MEEME T , @i setxkbmap BLEMESH X 88 , A ibus BE.
REEMBEAZRAI ibus , {8 im-config WEKI AL A'None”. BZ5E , £ Debian 4% : 4.



https://manpages.debian.org/unstable/locale(7)
https://manpages.debian.org/unstable/keyboard(5)
https://manpages.debian.org/unstable/setxkbmap(1)
https://manpages.debian.org/unstable/xkeyboard-config(5)
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://wiki.debian.org/Keyboard
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8.2.2 Wayland $&i A\

Unlike the X Window protocol, the Wayland core protocol doesn’t even support the input of accented characters.
Popular Wayland Compositors, such as Mutter for GNOME or KWin for KDE, implement extension protocols such as
the text-input-unstable-v3 for the text input (see "current Wayland protocols and their support status”).

The text-input-unstable-v3 protocol works well with Input methods for Wayland (see "Wayland input method
project post-mortem”).

Most GUI applications are built with GUI libraries such as GTK or Qt which support this text -input-unstable-v3.
Popular Input Method Engines (IME), such as IBus or Fcitx (version 5), can work with this text -input-unstable-v3.
IMEs support text input for many languages with plugins.

Recent IMEs integrate "X Keyboard Extension (XKB)” functionalities such as setxkbmap previously provided by
the X Window to support accented character text input for European languages for Wayland.

8.2.3 IBus XIFMMNIE

For GNOME, "ibus” is the default IME which is automatically installed via its package dependency.

Most multilingualized keyboard input features can be configured from "GNOME Settings” or "GNOME Tweaks".
Some multilingualized keyboard input features may need to be configured from the ibus-setup(1) command.

The emoji keyboard input is available by typing "SUPER- . ” (Simultaneously type Windows and period keys) followed
by a keyword for each emoji and SPACE-keys.

The list of IBus and its plugin packages are the following.

8.2.4 The input method support with Fcitx

Feitx (AR5 5) MINAAEREFE ZRIDI5"1bus” FA.

The list of "fcitx5” and its plugin packages are the following.

8.2.5 —/HVEMIBIF

| find the Japanese input method started under English environment ("en_US . UTF-8") very useful. Here is how | did

this with IBus:
1. Install the Japanese input tool package ibus-mozc (or ibus-anthy).
2. * Generic: Execute ibus-setup(l) — select "Input Method” - click "Add” - "Japanese” - "Mozc (or Anthy)” —
click "Add”
« GNOME: Select "Settings” - "Keyboard” - "Input Sources” - click "+” in "Input Sources” - "Japanese” -
"Mozc (or Anthy)” - click "Add”
3. IRATROEFA S WNIR.

4. EFERAFKS,
5. GHEE GUI TALKERMN , RES—MHAIR.
6. {ff SUPER-SPACE R NIAZ B TY)#k. (SUPER S2EE 2 Windows 42.)



https://zh.wikipedia.org/wiki/Mutter_(software)
https://en.wikipedia.org/wiki/KWin
https://absurdlysuspicious.github.io/wayland-protocols-table/
https://dorotac.eu/posts/im-finished/
https://dorotac.eu/posts/im-finished/
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://zh.wikipedia.org/wiki/Fcitx
https://en.wikipedia.org/wiki/X_keyboard_extension
https://manpages.debian.org/unstable/ibus-setup(1)
https://en.wikipedia.org/wiki/Emoji
https://zh.wikipedia.org/wiki/Fcitx
https://manpages.debian.org/unstable/ibus-setup(1)
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gD AT AN | IEREE A
ibus V:208, 1:247 | 1828 | f&HH dbus K AT RAESE
ibus-mozc V:2.0,1:3.7 | 979 HX
ibus-anthy V:0.5,1:11.1 | 8958 | HX
] V:0.04,
ibus-skk 1016 242 A3
. V:0.04, N
ibus-kkc 10.18 211 Hx
ibus-libpinyin V11,151 | 123 F3Z (zh_CN)
ibus-chewing Y008132 298 ZRPIC (zh_TW)
ibus-libzhuyin [:0.09 41009 | BEERF X (zh_TW)
ibus-rime ?_/(:)05238’ 76 | s (zh CN/zh TW)
ibus-cangjie Yoolcil 235 F3 (zh_HK)
ibus-hangul V:0.3,1:1.9 261 253
. . . V:0.00, N
ibus-libthai 10.04 84 E 34
ibus-table-thai 1:0.05 59 XL
. . V:0.19, B
ibus-unikey 1-0.40 286 S

V:0.01, » _ .
keyman 10.12 507 Multilingual: Keyman plugin for over 2000 languages
ibus-table Y009%6 2364 | table plugin for IBus
ibus-m17n V:0.2,1.1.8 | 373 s : ENEE. Mh{AEFEE

Table 8.1: List of IBus and its plugin packages



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
https://tracker.debian.org/pkg/ibus
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
https://tracker.debian.org/pkg/ibus-mozc
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
https://tracker.debian.org/pkg/ibus-anthy
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
https://tracker.debian.org/pkg/ibus-skk
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
https://tracker.debian.org/pkg/ibus-kkc
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
https://tracker.debian.org/pkg/ibus-libpinyin
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
https://tracker.debian.org/pkg/ibus-chewing
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
https://tracker.debian.org/pkg/ibus-libzhuyin
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
https://tracker.debian.org/pkg/ibus-rime
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
https://tracker.debian.org/pkg/ibus-cangjie
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
https://tracker.debian.org/pkg/ibus-hangul
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
https://tracker.debian.org/pkg/ibus-libthai
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
https://tracker.debian.org/pkg/ibus-table-thai
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
https://tracker.debian.org/pkg/ibus-unikey
http://packages.debian.org/sid/keyman
http://qa.debian.org/popcon-graph.php?packages=keyman
http://qa.debian.org/popcon-graph.php?packages=keyman
https://tracker.debian.org/pkg/keyman
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
https://tracker.debian.org/pkg/ibus-table
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
https://tracker.debian.org/pkg/ibus-m17n
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GRS MTE | XFRESNR
fcitx5 V7, 1112 761 | MIAFTAERF " ibus” B
fcitx5-mozc V:1.0, I:11.7 1265 | HX

. V:0.05, N
fcitx5-anthy 1021 808 Hx

. V:0.05,
fcitx5-skk 1017 369 Hxz

. V:0.01, .
fcitx5-kke 10.08 416 H3C
fcitx5-chinese- i N T
addons 1:9.2 17 3 (zh_* KT ER)
fcitx5-pinyin V:3.8, 1:19.6 1044 F3 (zh_CN)
fcitx5-chewing V:0.2,1:1.0 217 §1Z!KEF'3[ zh TW)
fcitx5-zhuyin :0.09 41051 | ZERF3IC (zh_TW)
fitxB-rime Yé%‘?’ 371 | #3 (zh CN/zh_TW)
fcitx5-table-cangjie- | .
large 1:0.13 1292 | #3C (zh_HK)

. V:0.11, N
fcitx5-hangul 10.26 235 B
fcitx5-libthai 1:0.06 119 =L
fcitx5-table-thai 1:0.09 34 XL
fcitx5-unike V:0.07, 588 HEE

y :0.21 e

. V015, 57\_:5_—_-_— . \H A = [
fcitx5-m17n 053 259 ZIES  ENEE. FMAMAEHHEE
fcitx5-table V:0.3, :19.5 520 table plugin for fcitx5
fcitx5-keyman YOOOO74 235 Multilingual: Keyman plugin for over 2000 languages

Table 8.2: List of Fcitx5 and its plugin packages



http://packages.debian.org/sid/fcitx5
http://qa.debian.org/popcon-graph.php?packages=fcitx5
https://tracker.debian.org/pkg/fcitx5
http://packages.debian.org/sid/fcitx5-mozc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-mozc
https://tracker.debian.org/pkg/fcitx5-mozc
http://packages.debian.org/sid/fcitx5-anthy
http://qa.debian.org/popcon-graph.php?packages=fcitx5-anthy
http://qa.debian.org/popcon-graph.php?packages=fcitx5-anthy
https://tracker.debian.org/pkg/fcitx5-anthy
http://packages.debian.org/sid/fcitx5-skk
http://qa.debian.org/popcon-graph.php?packages=fcitx5-skk
http://qa.debian.org/popcon-graph.php?packages=fcitx5-skk
https://tracker.debian.org/pkg/fcitx5-skk
http://packages.debian.org/sid/fcitx5-kkc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-kkc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-kkc
https://tracker.debian.org/pkg/fcitx5-kkc
http://packages.debian.org/sid/fcitx5-chinese-addons
http://packages.debian.org/sid/fcitx5-chinese-addons
http://qa.debian.org/popcon-graph.php?packages=fcitx5-chinese-addons
https://tracker.debian.org/pkg/fcitx5-chinese-addons
http://packages.debian.org/sid/fcitx5-pinyin
http://qa.debian.org/popcon-graph.php?packages=fcitx5-pinyin
https://tracker.debian.org/pkg/fcitx5-pinyin
http://packages.debian.org/sid/fcitx5-chewing
http://qa.debian.org/popcon-graph.php?packages=fcitx5-chewing
https://tracker.debian.org/pkg/fcitx5-chewing
http://packages.debian.org/sid/fcitx5-zhuyin
http://qa.debian.org/popcon-graph.php?packages=fcitx5-zhuyin
https://tracker.debian.org/pkg/fcitx5-zhuyin
http://packages.debian.org/sid/fcitx5-rime
http://qa.debian.org/popcon-graph.php?packages=fcitx5-rime
http://qa.debian.org/popcon-graph.php?packages=fcitx5-rime
https://tracker.debian.org/pkg/fcitx5-rime
http://packages.debian.org/sid/fcitx5-table-cangjie-large
http://packages.debian.org/sid/fcitx5-table-cangjie-large
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table-cangjie-large
https://tracker.debian.org/pkg/fcitx5-table-cangjie-large
http://packages.debian.org/sid/fcitx5-hangul
http://qa.debian.org/popcon-graph.php?packages=fcitx5-hangul
http://qa.debian.org/popcon-graph.php?packages=fcitx5-hangul
https://tracker.debian.org/pkg/fcitx5-hangul
http://packages.debian.org/sid/fcitx5-libthai
http://qa.debian.org/popcon-graph.php?packages=fcitx5-libthai
https://tracker.debian.org/pkg/fcitx5-libthai
http://packages.debian.org/sid/fcitx5-table-thai
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table-thai
https://tracker.debian.org/pkg/fcitx5-table-thai
http://packages.debian.org/sid/fcitx5-unikey
http://qa.debian.org/popcon-graph.php?packages=fcitx5-unikey
http://qa.debian.org/popcon-graph.php?packages=fcitx5-unikey
https://tracker.debian.org/pkg/fcitx5-unikey
http://packages.debian.org/sid/fcitx5-m17n
http://qa.debian.org/popcon-graph.php?packages=fcitx5-m17n
http://qa.debian.org/popcon-graph.php?packages=fcitx5-m17n
https://tracker.debian.org/pkg/fcitx5-m17n
http://packages.debian.org/sid/fcitx5-table
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table
https://tracker.debian.org/pkg/fcitx5-table
http://packages.debian.org/sid/fcitx5-keyman
http://qa.debian.org/popcon-graph.php?packages=fcitx5-keyman
http://qa.debian.org/popcon-graph.php?packages=fcitx5-keyman
https://tracker.debian.org/pkg/fcitx5-keyman
https://keyman.com/
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7N

MRRFLBERAYBERE (shift-2 IREZIFE " Wa|SHric) LR RBFEERMEENE , £ EEMNETRE
thi%&#%"Japanese” , 1/ ]\ﬁbﬁ]gr YIRHUS 8 ( Shlf’[ 2 IRBZIFEE—1 @#ric) L{FR"Japanese mozc (8 anthy)”
WABE,

* For Wayland:

- The im-config package does nothing and can be removed safely.
- You probably don't need to set environment variables except for the backward compatibility etc.
- Ifyou need to set environment variables, create a file suchas "~/ .config/environment.d/50-input-method. col
"to set them.
* For X Window:

- Install the im-config package.

- im-config(8) BB F AR EF 8 A\ O£ Input method”,

- A, WA FPH shell Sk 1T"im-config” .

- NSR44 M root Ik FakdE root IESHT , im-config(8) KINAH FIAME.
- im-config(8) it EMB NIAEARGIAM A FTER AT

8.3 B/l

Linux T’”%‘Jmﬂﬁﬁiﬂ?’ﬁ [REOFRF. (RBREARRNZIRTESF | FiM0 jioterm(1) , AIMAEIE GUI #2511 E + BI/RIERR

M Hll:l Bo

/\¥ﬁ%¥ﬂﬁ—?—ﬁi§§§%wﬁﬁﬁ , GUI (RFERARE) R (3B 7 &) BeBEBRMEE UTF-8 /. (FUAFAEURM
URIDSBALIE | XA PR E BN, )

8.3.1 KigfirE

The Debian system can be configured to work with many international console arrangements using the console-setup
package.

# dpkg-reconfigure console-setup

For the Linux console and the X Window system, this updates configuration parametersin”/etc/default/console-setu
to display many non-ASCII characters including accented characters used by many European languages can be made
available.

B IAAH] PURRECE FHHES) & ncurses(3) ASTTNAE

« “/etc/terminfo/*/*"X {4 (terminfo(5))
« “STERMIMEALE (term(7))
« setterm(1), stty(1). tic(1) F1 toe(1)

R xterm i terminfo X¥3E Debian i) xterm N2 {ER , NM4RMITFEE KR Debian RZH , IREE R AIRRL
”‘7*’*'1“$TERM" Mxterm"BECAINBESFREVARA (Flan“xterm-r6”) , BELNAS N, /usr/share/doc/libncurses5/F/

R“STERM P 58 M.



https://manpages.debian.org/unstable/im-config(8)
https://manpages.debian.org/unstable/im-config(8)
https://manpages.debian.org/unstable/im-config(8)
https://manpages.debian.org/unstable/jfbterm(1)
https://manpages.debian.org/unstable/ncurses(3)
https://manpages.debian.org/unstable/terminfo(5)
https://manpages.debian.org/unstable/term(7)
https://manpages.debian.org/unstable/setterm(1)
https://manpages.debian.org/unstable/stty(1)
https://manpages.debian.org/unstable/tic(1)
https://manpages.debian.org/unstable/toe(1)
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8.3.2 R FIERRNHTH

ERIESHET , AIELH, FBEFHNERERFREIES BRBIRTHANAEF RS | XS SBRIRH L HES
ANEEF (3N Unicode FrAEMTsE #11 , 4.2 Ambiguous F4F),

FEA] ASRT XNl

* gnome-terminal : &M - BEEXH - RLES - #AM - TEARNNTFR - &

* ncurses : XBEMIELE export NCURSES_NO_UTF8_ACS=0,



https://unicode.org/reports/tr11/#Ambiguous
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Chapter 9

Ao

XE , HAENEEARGNEARETT , KB EEH GIRIE.

9.1 THIAET

BT AR FRFEIRIITHI G153,

RER mTE XN T VER
mc V40,1181 | 1590 | BE0WE 13 1
bsdutils V:450, 1:.999 | 334 script (1) &RIcK&Kipah
screen V:52, 1:199 991 VT100/ANS| RigfEHlsc B S E AN AKin
tmux V:97,1:1164 | 1391 | KZinE RS EARE ({FH“Control-B(XE)
ripgrep V:15, :45 5294 | AFRENFREZEFERFHE , FEITIE
fzf V8, 1:34 4983 | BRI AETRES
V:0.06, . N . og
fzy 0,36 59 MR XA E TR
rlwrap Vi1, 11 328 A% readline FER G S1TEHE
Tedit V:0.4,1:75 | 375 A% readline F{EMN & S1TH I
rlfe ?_’605023’ 45 A% readline $E0& S1TE %

Table 9.1: HHEHI A TESNNFEFFIR

9.1.1 JEMIHNCE shell j&zh

B E A script(1) (W5 1.4.9 ) LR shell BERNRFA—NBEFIFRCM. XL=HF R UL T ER
730, £ col(1) Ki=.

$ script
Script started, file is typescript

LI E- 4% Ctr1-D JBE script.

$ col -bx < typescript > cleanedfile
$ vim cleanedfile

BERARFKICT shell JE3)



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
https://tracker.debian.org/pkg/screen
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
https://tracker.debian.org/pkg/tmux
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
https://tracker.debian.org/pkg/ripgrep
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
https://tracker.debian.org/pkg/fzf
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
https://tracker.debian.org/pkg/fzy
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
https://tracker.debian.org/pkg/rlwrap
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
https://tracker.debian.org/pkg/ledit
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
https://tracker.debian.org/pkg/rlfe
https://manpages.debian.org/unstable/script(1)
https://manpages.debian.org/unstable/col(1)
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« ¥ tee (7 initramfs ) FhidF2F AT A) :
$ sh -i 2>&1 | tee typescript

 {#f gnome-terminal 3&MITEH , BRNLEE.
« £/ screen M" A H' (ZWE 9.1.2 ) kiFH TITHI AR,

« A vim A" terminal” BEALIRE, EACEr1-w N NI H 2@ EK. /87w typescript”
BEFER .

« {#/ emacs #I"M-x shell”,”M-x eshell”, 8{’M-x term” EFHANICFKITHIE. {FH’C-x C-w B EESEI 4,

9.1.2 screen %

E%ﬁg(ﬂl) NMEAF—NMIGEIZTES MR | BAVRERE shell HEFESHFRRTHIERE. X B2 — 1A screen(l)
.

BRE—MmAEtles.

ERANES & _Efash screen,

M AA c ("Control-A” #E7c”) 7 screen FEIBHNEABITZ ML/

& AA n ("Control-A” 3#E"n") SKEZ S screen & [E)EH#.

B RREHTRNASG , BRAETIEEERRTE , XL TEREEESRRE.
AT VB ARAE screen &,

o« AR IR PR ZE TR

« A 7A d ("Control-A” #35"d") FF T NTFRIEHKIRH E3%

« i3 A\ AA DD ("Control-A” #%"DD") % screen B & F

7. REHBEREIE—MELEN (BMENRRML ),

8. {FA"screen -r” J33) screen.

9. screen BAMMERK_LSLHTETER screen @HFMBTEEETNEITRES.

o a0 0w D P

R
ST RS HEIRAIT RO G ERE |, RUTLUET screen TEIERERA , N AR ATERT FE#E R E— A PEF24k
BaE T , AIFHEBRERNERK LE.

£ screen 2VFE, {7 G SRBINNTAREMABLWREE|LFEH. screen IAHLSIRBEET NA
("Control-A”) fingaAMgE [IMEMSE] i XEA—LERNGSRBFRICHE.

M5, screen(l).
Z 0, tmux(1) |, TRERESHRTNEE,



https://manpages.debian.org/unstable/screen(1)
https://manpages.debian.org/unstable/screen(1)
https://manpages.debian.org/unstable/screen(1)
https://manpages.debian.org/unstable/tmux(1)
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BEPEThAE VtAA

AN ? BrRHEUFEE (BRESE)

AA C BE—NFNEOFTREZE X
AA N I ]

AA p FH—A &N

AA O 20 SHH

AA 1 1S5%E0

AR W BREASIER

AA a FERBERM AKX Cul-AZ[SEEH
AA h ELHE DR ENEE—A 3 H
AA H FHAEER LT E 02 HFHNSR
AN AX BT &g (BBSIRTF)

AAd MG B screen &8

AA DD 8 screen 2EFREER

Table 9.2: screen 4482 %15%

9.1.3 FEBRMEE

5% 142 7, 2 A BRIIAFRERIE R RIB)IFE , 7€ SCOPATH F me ik,
AMRARAE FIEMISCAT SRR | (REEB RN AREHERRIR. T fzf 4| , £ ~/ .bashrc EEEFETIINA.

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then
. $FZF_KEYBINDINGS_PATH

fi
Bign :
- REEB R/ MUIREBRAIER IR FBR. RELWMANcd **" [5I% Tab, RBEREHIRREERE, WAL

¥R, ki s/d/b foo , BAWAERIERE. BIBHAREIZERKN cd , FRIEFEEFERNIRZT.

o RATARSIMERGIRME , Nan S L EmEFE—1 <. Eam{ITIRAT MR Ctr1-R . RPN R IER 6
4. MBS GLSFRHE , thal vim d , FLUEFRIER. ERYHRRIZERERE ZERRG L.

9.1.4 Readline 3
—L4y4 , tkan /usr/bin/dash , BRRADH4SITIEMRIBERES |, 1B7E r lwrap RERENY TEITHAEBERK
HEANXFERITIRE.

$ rlwrap dash -i

KR MEFIF AR dash AR AL , ERAZEM bash MALFIFER.

9.1.5 IR ALK

£ ripgrep BAHEFH rg(l) 4, FEITHHIRABRIIMTLZRF | 24T —bk grep(1) s ERENEHR. B3R
NFBTHAZZ CPU , FEINEMELNIT IS B — L3,

9.2 EH#l vim

HERETSE 1.4.8 TEIEARK vim(l) f5, &R Bram Moolenaar f{]"Seven habits of effective text editing (2000)”
SRfR vim I S/ ERE(E .



https://manpages.debian.org/unstable/rg(1)
https://manpages.debian.org/unstable/grep(1)
https://manpages.debian.org/unstable/vim(1)
https://www.moolenaar.net/habits.html
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9.2.1 FNEMFHEES) vim

vim RITRBEBH BEMNAT , BT Ex-EXKHS , ERERNEERE | tban"set .. .7 SKI&E vim %1,

X Ex-ERMH4S |, BEBIER K vimre XEEREREBIE | F5K0K"~/ . vimre” 3% git ZIFH"~/ . vim/vimre”, X8
ﬁ—AﬂE TR F1

""" Generic baseline Vvim and Neovim configuration (~/.vimrc)
e - For NeoVvim, use "nvim -u ~/.vimrc [filename]"

LRI R R R R R R N N N R R N IR R RN R R R R RN R R NI R IR R R IR I RIRIRIRIRIR IR IRINIRIRIRIRININIRIRIRINIn}

let mapleader = ' ' " :h mapleader

set nocompatible " :h 'cp -- sensible (n)vim mode

syntax on " :h :syn-on

filetype plugin indent on " :h :filetype-overview

set encoding=utf-8 " :h 'enc (default: latinl) -- sensible encoding
""" current vim option value can be verified by :set encoding?

set backspace=indent,eol,start " :h 'bs (default: nobs) -- sensible BS

set statusline=%<%f%m%r%h%w%=%y [U+%04B]%21/%2L=%P , %2Cc%V

set listchars=eol:q,tab:b''ab''\ ,extends:b''ab'', precedes:b''ab'', nbsp:b''ab"’'
set viminfo=!, '100,<5000,s100,h " :h 'vi -- bigger copy buffer etc.

""" pick "colorscheme" from blue darkblue default delek desert elflord evening
""" habamax industry koehler lunaperche morning murphy pablo peachpuff quiet ron
""" shine slate torte zellner

colorscheme industry

""" don't pick "colorscheme" as "default" which may kill SpellUnderline settings
set scrolloff=5 " :th 'scr -- show 5 lines around cursor

set laststatus=2 " :h 'ls (default 1) Kk

""" boolean options can be unset by prefixing "no"

set ignorecase " :th 'ic
set smartcase " :h 'scs
set autoindent " :h 'ai
set smartindent " :h 'si
set nowrap " :h 'wrap

"set list " th 'list (default nolist)

set noerrorbells " 'eb

set novisualbell " 'vb

set t_vb= " 't_vb -- termcap visual bell
set spell " 'spell

set spelllang=en_us, cjk "
set clipboard=unnamedplus "

'spl -- english spell, ignore CJK
'cb -- cut/copy/paste with other app

O O35S O IO 5T DT O T

set hidden " "hid
set autowrite " 'aw
set timeoutlen=300 " "tm

vim AR IR SREB LA PR vimre SUHEEEH. B0

iy
RIS IR | R T A KT,

""" pPopular mappings (imitating LazyVim etc.)

""" window moves without using CTRL-W which is dangerous in INSERT mode
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

silent! nnoremap <C-L> <C-W>1

1B ZAEOEIERE S F : "Vim Galore”, "sensible.vim”,



https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
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""" window resize

nnoremap <C-LEFT> <CMD>vertical resize -2<CR>
nnoremap <C-DOWN> <CMD>resize -2<CR>

nnoremap <C-UP> <CMD>resize +2<CR>

nnoremap <C-RIGHT> <CMD>vertical resize +2<CR>

""" Clear hlsearch with <ESC> (<C-L> is mapped as above)
nnoremap <ESC> <CMD>noh<CR><ESC>

inoremap <ESC> <CMD>noh<CR><ESC>

""" center after jump next

nnoremap n nzz

nnoremap N Nzz

""ofast "jk" to get out of INSERT mode (<ESC>)
inoremap jk <CMD>noh<CR><ESC>

""" fast "<ESC><ESC>" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap <ESC><ESC> <C-\><C-N>

""" fast "jk" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap jk <C-\><C-N>

""" previous/next trouble/quickfix item

nnoremap [gq <CMD>cprevious<CR>

nnoremap ]q <CMD>cnext<CR>

""" puffers

nnoremap <S-H> <CMD>bprevious<CR>

nnoremap <S-L> <CMD>bnext<CR>

nnoremap [b <CMD>bprevious<CR>

nnoremap ]b <CMD>bnext<CR>

""" Add undo break-points

inoremap , ,<C-G>u

inoremap . .<C-G>u
inoremap ; ;<C-G>u
""" save file

inoremap <C-S> <CMD>W<CR><ESC>

xnoremap <C-S> <CMD>W<CR><ESC>

nnoremap <C-S> <CMD>W<CR><ESC>

snoremap <C-S> <CMD>W<CR><ESC>

""" petter indenting

vnoremap < <gv

vnoremap > >gv

""" terminal (Somehow under Linux, <C-/> becomes <C-_> in Vim)
nnoremap <C-_> <CMD>terminal<CR>

"nnoremap <C-/> <CMD>terminal<CR>

LRI R IR R IR R R IR R R IR R R RN NI RN R RN RN R IR RN RN RN IR IR IRIRINIRIRIRIRIRINIRIRIRINIRIRL

if ! has('nvim')

""" Toggle paste mode with <SPACE>p for Vim (no need for Nvim)
set pastetoggle=<leader>p

""" nvim default mappings for Vim. See :h default-mappings in nvim
""" copy to EOL (no delete) like D for d

noremap Y y$

""" sets a new undo point before deleting

inoremap <C-U> <C-G>u<C-U>

inoremap <C-W> <C-G>u<C-W>

""" <C-L> is re-purposed as above

""" execute the previous macro recorded with Q

nnoremap Q @@

""" repeat last substitute and *KEEP* flags

nnoremap & :&&<CR>

""" search visual selected string for visual mode

xnoremap * y/\V<C-R>"<CR>

xnoremap # y?\V<C-R>"<CR>

endif

JTE _EERIRBESE IEMIET , DIgfFEFHERCE : Backspace-4Ef=4"ASCII DEL”

. Delete-#Ef=4"Escape
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sequence”,

HEeZFMALEREBAEM FE vimre XHRESH. 620

""" yse faster 'rg' (ripgrep package) for :grep
if executable("rg")
set grepprg=rg\ --vimgrep\ --smart-case
set grepformat=%f:%1:%c:%m
endif
IR RN IR IR RN RN RN RN NI R R I I R I NI I R IR RN IRININININININININININI]
""" Retain last cursor position :h '"
augroup RetainLastCursorPosition
autocmd!
autocmd BufReadPost *
\ if line("'\"") > 0 && line ("'\"") <= line("$") |
\ exe "normal! g'\"" |
\ endif
augroup END
IR RN IR R RN RN RN RN RN IR IR RN R IR NI R IR IR IRINININIRININININININIn]
""" Force to use underline for spell check results
augroup SpellUnderline
autocmd!
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
augroup END

LRI R IR IR R R R RN IR R R RN NI RN R RN IR RN RN R IR RN RN IRI RN RIRIRINIRIRIRIRIRINIRIRIRINIRIRL

highlight SpellBad term=Underline gui=Undercurl
highlight SpellCap term=Underline gui=Undercurl
highlight SpellLocal term=Underline gui=Undercurl
highlight SpellRare term=Underline gui=Undercurl

E I T 3

""" highlight tailing spaces except when typing as red (set after colorscheme)
highlight TailingWhitespaces ctermbg=red guibg=red

me A\ g\+ 1 or more whitespace character: <Space> and <Tab>

"MO\%#\@<! Matches with zero width if the cursor position does NOT match.
match TailingWhitespaces /\s\+\%#\@<!'!$/

9.2.2 FSMNIPRMABEES vim

T HEREBRIE BASMNRE R

o Vim - LA RFERISCAGREEZS -- Vim F vim BAHE 7 L
« VimAwsome -- Vim #{F%1R
* vim-scripts -- Debian &4, : —4 vim A K&

vim-scripts 3 ELE BRI , RERB(E R A I vimre U B, baan

packadd! secure-modelines

packadd! winmanager

" IDE-like UI for files and buffers with <space>w
nnoremap <leader>w :WMToggle<CR>

B RAE Vim KB ARG git” #1"git submodule” ITFIM L {E, — M XEFMNECE B FREB KM it B FE:
dot-vim $kZ), AN F_E 2 XA -

o BIIfFEM"git" M git submodule” , mHMWY RIKHE , bbamii name” , £ E ~/ . vim/pack/*/opt/name
SN T .

o BitIEA0: packadd! name fTEIF FE vimre 304, XEERAAHKRE] runtimepath,

* Vim FEE M¥IA AT INBEX LR 4-aE] runtimepath,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim/tree/old
https://github.com/osamuaoki/dot-vim/tree/old
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« FENBRURRE , TR ERER , £A"helptags ALL,

FLZEE  EEM’vin --startuptime vimstart.log” Ja3h vim RAAESKIREIPITIRFAG— S HRIHFERE
(],
YRR NBIX AL M2 KEBEMMBGX LSNP EBE] vim, KEFIANEEERFNAIE.

ey B

:help package figRe vim XA

thelp runtimepath fERE runtimepath #ALH]

:version REPIRE | B3E vimre JUEFRIRE

recho $VIM RAE"SVIM FRERL vimre XHRIFETE

:set runtimepath? S AR R A ST X FFXHFRE X

:echo SVIMRUNTIME ﬁiﬁ@fi’WIMRUNTIME" ARENRERGIREREITIN T |

Table 9.3: vim ¥ E

9.3 ¥uRCRHMER

9.3.1 HEFRASHHFE (daemon)

WZAEZNFERFFE/var/log/” B3R T RXAHFIERIERENRIES).
E—ANFERSHETHNEASLE |, F logrotate(8) @i BES 4B,

W ZFFERF{ER systemd-journald(8) B AR S H —3#HI A& RIS RENNIES , ££7/var/log/journal” B
X,

YREERE I\ shell IASIEREIEE systemd-journald(8) B , {8 systemd-cat(1) #n4>
S5 3.5 RIS 34 1.

9.3.2 HENM

XERFERAESTIRMY (~Gsecurity: : log-analyzer” £ aptitude(8) ).

FE
CRM114 {RHNES MR EHEMITJEZS . (A7 TRE ENFREXRE . ©EEARCREMFT ST ER | (Bthaes
BT HREN.

9.3.3 EHNATIRHER

&5 more(1) F1 less(1) MO TR (3N
) ATRUESH B IRSCAEEE | (BIBANRERS (5

MRTEEMIRARBEEXTR (3055 11.1.8

5 79)
4.6 1) ZRgRI W, BUEdMERS

% 14
e 1

R
T vim(1) MERD THERAIE view(l) ,":set hls"JAERESER.

2vim-pathogen tH1RR1T.



https://manpages.debian.org/unstable/logrotate(8)
https://manpages.debian.org/unstable/systemd-journald(8)
https://manpages.debian.org/unstable/systemd-journald(8)
https://manpages.debian.org/unstable/systemd-cat(1)
https://manpages.debian.org/unstable/aptitude(8)
https://zh.wikipedia.org/wiki/CRM114_(program)
https://github.com/laurikari/tre/
https://manpages.debian.org/unstable/more(1)
https://manpages.debian.org/unstable/less(1)
https://manpages.debian.org/unstable/vim(1)
https://manpages.debian.org/unstable/view(1)
https://packages.debian.org/unstable/vim-pathogen
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RHER AT AN | UtER

fail2ban V:102, 11113 | 2191 | ERERZ AR RN IP

Togwatch V9, 111 2440 | F Perl ERHEN TR , BIFe0iGH
awstats V:5.4,1:8.4 [ 6934 | BAFFELEMK web JR5as HEDHT
analog V:3,1:84 3739 | web lRFZmHEENHT

sarg Y007792 863 | Ak squid AR

pflogsumm V:1.6,1:3.8 | 173 Postfix HEZEBE

fwlogwatch YO | asr | pERRESITREE

squidview Y004(213 224 W= 4T squid access.log XX

swatch oo 99 | BEMRER. SEMMANBEIHEES
crmii4 YOOS%G 1371 | Controllable Regex Mutilator F1LiR M4 & (CRM114)
. V:0.01, "y e

icmpinfo 10.38 42 % ICMP {58

Table 9.4: ARG HENMTERHEFSIR

9.3.4 EHIEF B ER

“Is -Us4BANRRMBIASREXIATESHIE (HXNESE 1.26 7). SLANGAEWHELER ,
EEA2HSHRSLC_TIME'S"S$LC_ALL FMNELEFE,

FMESH ;BTEQ%AE/T%‘QHM%?W%FHEQ C WrEFERIRRAS (libee 3EFA) , Wt . AFIA Debian &
TR B ARRIZIAE L. YT iso-formates , &4, 1SO 8601,

MBFERIEEE XV BEIES RN EMBIERER , REAZIET - - time-style’SHaE"STIME_STYLE
SKEEREERE (30 1s(1). date(l). “info coreutils 'ls 1nvocat10n"’)

NI =S EEIR NEEIEEEES

iso ERCIRE 01-19 00:15

Tong-iso (ERCRET 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000

full-iso 1H{A{E 10900

E=IE C Jan 19 00:15

B HE en_US.UTF-8 Jan 19 00:15

BEENIE es_ES.UTF-8 ene 19 00:15

+%d . %M. %y %H :%M ESREE 19.01.09 00:15

+%d . %b . %y %H : %M C X en_US.UTE-8 19.Jan.09 00:15

+%d . %b . %y %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: {FRAKEFRER"1s - 17 d<SHEEF B HIR B R E1F

N

TRAT A 4 5114 DA SofEdn

HTFMAKKNER , (20

alias 1ls='ls --time-style=+%d.%m.%y %H:%M'

i

% 159 %) :



http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
https://tracker.debian.org/pkg/logwatch
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
https://tracker.debian.org/pkg/awstats
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
https://tracker.debian.org/pkg/analog
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
https://tracker.debian.org/pkg/sarg
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
https://tracker.debian.org/pkg/pflogsumm
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
https://tracker.debian.org/pkg/fwlogwatch
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
https://tracker.debian.org/pkg/squidview
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
https://tracker.debian.org/pkg/swatch
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
https://tracker.debian.org/pkg/crm114
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
https://tracker.debian.org/pkg/icmpinfo
https://zh.wikipedia.org/wiki/ISO_8601
https://manpages.debian.org/unstable/ls(1)
https://manpages.debian.org/unstable/date(1)
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9.3.5 shell 3= echo K&

KEFN LG shell & echo BE#{F A ANSI 3% L F R BIRERE (2 /usr/share/doc/xterm/ct 1seqgs. txt.gz")
A TFBIF

$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf "\xib[Om")

$ REVERSE=$(printf "\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.3.6 AHEmENGDS

EXEAMALET , L MmHHAE , SRR ENSMNEETHRERN. KEKN'~/ bashre” BMAT TEMN
=

if [ "$TERM" !'= "dumb" ]; then
eval "'dircolors -b™"
alias ls='ls --color=always'
alias 11='1ls --color=always -1'
alias la='ls --color=always -A'
alias less='less -R'
alias ls='ls --color=always'
alias grep='grep --color=always'
alias egrep='egrep --color=always'
alias fgrep='fgrep --color=always'
alias zgrep='zgrep --color=always'
else
alias 11='1ls -1'
alias la='ls -A'
fi

EXERGLASF , F AL KREIFENEINTGEE., SHIFEAar 8 export GREP_OPTIONS="--color=auto'”
WHFAL , JXﬁFJE@UZ less(l) z KW UHEAEFBEOG. UFRASEIHEEGLSN , FEXEHE , @3
F’~/.bashrc” FRINS , AJRM{ERA"- -color=auto” {t%.

N
HERXERNIIEF , BT TERM=dumb bash” i shell , {REER XX LEEEHI4%

9.3.7 TR R IRNERIREINE

RBEBICTIWIE 25 2 RN E R IRIETNE.
XHF Vim, EIR T ERIE.
"ga”: FHRICRMAF B B FRETFd"a".
YR AR
Q" HEERICRMARFR.
02" PUTH 7R a INA.

StF Emacs, W51% N EIIRIE.
¢ "C-x (" FHAE N —MREER.



https://zh.wikipedia.org/wiki/转义序列
https://manpages.debian.org/unstable/less(1)
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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. ORI RIRIE

e "C-X ) EEREN—NRER.

e "C-x " PUT—MBEE.

9.3.8 0% X VAREFNEH

BLEFIETLNOCE X MATEFNEIG , BfF xterm BUR,

BT TATE XN RE
gnome-screenshot| V:11, 1:98 1115 Wayland
flameshot V7, 1:117 3542 | Wayland
gimp V:34, 1:211 32779 | Wayland + X
x11-apps V:30, 1:438 2461 | X
imagemagick V.7, 1:273 81 X

scrot V4, 1:149 144 X

Table 9.6: EIFEE B4R T A%k

9.3.9 IORECENHHKELE
RN T ARSI DVCS MBRISRICRELE ST E ML Btrs _HHIfERGIRE,

X TIE K/N | UtER _ _

etckeeper V24, 1227 157 g}ﬂ Git (EIK). Mercurial 8 GNU Bazaar fRFECE LA
e 1R TTEEE

timeshift V:8, 1113 4481 | {&F rsync 8k BTRFS REBRAG Tk E LE

snapper V6.0, 1:8.2 2396 | Linux XHEEASGRIESETEH

Table 9.7: iCRELE I ARG EIR

REATLE BAHASE 10.2.3 FHE.

9.4 &%, IHINENFERFIES

2P BhRE B SR TR Az,

TN
procps ARt T IFE BRI, TR FIESTIRENEETEFFTIRE, (R LB II2EFEA.

9.4.1 AFEHENT

BRI S A [R)THAE .



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
https://tracker.debian.org/pkg/gnome-screenshot
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
https://tracker.debian.org/pkg/flameshot
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
https://tracker.debian.org/pkg/scrot
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
https://tracker.debian.org/pkg/etckeeper
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/GNU_Bazaar
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
https://tracker.debian.org/pkg/timeshift
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
https://tracker.debian.org/pkg/snapper
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REE ATIE KN | utER
coreutils o 17994 | nice(1): ST MM IAUEIT— 2R
bsdutils V:450, 1:999 | 334 renice(1): B — B AI{EIE 1T FERIA B LA
procps V:829, 1:998 | 2669 | "/proc” XHEASG T E: ps(1), top(1), kill(1), watch(1), -
psmisc V:401, 11721 | 950 "/proc” XHEFAZ LA killall(1), fuser(1), peekfd(1), pstree(1)

. S AR ot ST AT T
sysstat V:119, 11167 | 1904 | sar(1), iostat(1), mpstat(1), ---: linux AZcHEREL R
isag V:0.1,1:32 | 109 | sysstat IR BRI ARG EBE]
lsof V:445, 1:949 | 492 Isof(8): {EF"-p” EIMF L #— 1 ARGt etA2T | O
strace V10, 1:102 | 4393 | strace(1): IRER AL AFIAE S
Ttrace V1,112 420 ltrace(1): ERERPEVAH
xtrace Y007%4 342 xtrace(1): FREr X11 & FunFl R 283% 2 B85
powertop V:33,1:223 | 696 powertop(1): A REREFREE
cron V:923,1:.997 | 247 T8¥E cron(8) e BTIF Az (daemon) HIAEBIZIT— iz
anacron V:413, 1:471 | 110 FATIEEX 24 Nz 1T R S1TX] , 2K cron

u AR R A RO

Table 9.8: Y IEMIZHIFEFESN TAS IR

# time some_command >/dev/null

real Ome.035s # time on wall clock (elapsed real time)
user OmO.000s # time in user mode
Sys OmO.020s # time in kernel mode
9.4.2 FAEMIEL
BRRRA MR B W — AT R BT S
SRR ASERE AR
19 BRI R
0 E S T Y b b
-20 root FFIERE ek HFE
Table 9.9: WERILEKESIF
# nice -19 top # very nice

# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

ERUENT , RERHBRAERESTRGERNGE. IMMERAXI 64,

9.4.3 psHd

1£ Debian &%t L ps(1) 4RI HF BSD # SystemV 5 , BB TIRAERSHSHFEESN.
SFEF BETH) FHFZ , FREEEIEIT"PPID” FERAALHFE ID KR EA].
pstree(1) fp4& BIRFHFEN .,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
https://manpages.debian.org/unstable/nice(1)
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
https://manpages.debian.org/unstable/renice(1)
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
https://tracker.debian.org/pkg/procps
https://manpages.debian.org/unstable/ps(1)
https://manpages.debian.org/unstable/top(1)
https://manpages.debian.org/unstable/kill(1)
https://manpages.debian.org/unstable/watch(1)
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
https://tracker.debian.org/pkg/psmisc
https://manpages.debian.org/unstable/killall(1)
https://manpages.debian.org/unstable/fuser(1)
https://manpages.debian.org/unstable/peekfd(1)
https://manpages.debian.org/unstable/pstree(1)
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
https://tracker.debian.org/pkg/time
https://manpages.debian.org/unstable/time(1)
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
https://tracker.debian.org/pkg/sysstat
https://manpages.debian.org/unstable/sar(1)
https://manpages.debian.org/unstable/iostat(1)
https://manpages.debian.org/unstable/mpstat(1)
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
https://tracker.debian.org/pkg/isag
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
https://tracker.debian.org/pkg/lsof
https://manpages.debian.org/unstable/lsof(8)
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
https://tracker.debian.org/pkg/strace
https://manpages.debian.org/unstable/strace(1)
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
https://tracker.debian.org/pkg/ltrace
https://manpages.debian.org/unstable/ltrace(1)
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
https://tracker.debian.org/pkg/xtrace
https://manpages.debian.org/unstable/xtrace(1)
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
https://tracker.debian.org/pkg/powertop
https://manpages.debian.org/unstable/powertop(1)
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
https://tracker.debian.org/pkg/cron
https://manpages.debian.org/unstable/cron(8)
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
https://tracker.debian.org/pkg/anacron
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
https://tracker.debian.org/pkg/at
https://manpages.debian.org/unstable/at(1)
https://manpages.debian.org/unstable/batch(1)
https://manpages.debian.org/unstable/ps(1)
https://manpages.debian.org/unstable/pstree(1)
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FEZX ATy & FFIE
BSD ps aux E/R%CPU %MEM
System V ps -efH B~ PPID

Table 9.10: ps &4 HRFIR

9.4.4 top 4

Debian &%: L) top(1) B FEEHKEHE , BT RAFEREBRRNNTITA.
ERE—IMRERKLRFRERF. WRTRUEHIR N 8ERSFIERERTE |, 1R'q" 8k L1IBAFEF.
9.4.5 FIHH—NHFEFT RIS

1RBEMS B — /N HFE ID(PID) SRS ZHFEFTAFTH I , B0 , PID 27 1 WitFE , FRTEMA.
$ sudo lsof -p 1

PID=1 @& AT init /.

9.4.6 IRERFERFIEDH

{RBEMBERERAEFIESN |, (£ strace(l), Itrace(1), xtrace(l) RIRERAZGARMNES. EAA. X11 B FigfiR$S25in2
[BIFIETE.

IRER s M ALDAR.

$ sudo strace 1s

R
{# FA7E lusrishareldoc/stracelexamples/ F &N strace-graph 7Sk 4 i —MFE IR TE M E

9.4.7 RHMERXAMEZ TR

RAT LB fuser(1) JGRAIH £ A AFERE , H20 , AT IR IRAIEH"/var/log/mail. log” P EEF2IT
HZF

$ sudo fuser -v /var/log/mail. log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

ﬁ"\—IU\E@J '/var/log/mail. log” 2 rsyslogd(8) &$3TFFHE .
PRETRAET fuser(1) IR FEAEREFRSFE , iz , A TENARIRAIE " smtp/ tep” WA SHFZITH.

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

MAERIE IR RLIETT exim4(8) kAL EIER| SMTP i (25) i TCP ZE#k.



https://manpages.debian.org/unstable/top(1)
https://manpages.debian.org/unstable/strace(1)
https://manpages.debian.org/unstable/ltrace(1)
https://manpages.debian.org/unstable/xtrace(1)
https://manpages.debian.org/unstable/fuser(1)
https://manpages.debian.org/unstable/rsyslogd(8)
https://manpages.debian.org/unstable/fuser(1)
https://manpages.debian.org/unstable/exim4(8)
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.8 (FHAREIEREMEERE — s

watch(1) £ ARBIERIREFHNIT— a4 , FHERBREE,

$ watch w

BRBPLNEREIRLE , 5 2 B EH—IX.

9.4.9 fFRANHEAREE — a4
B LR LA GNRBEAEE -1 04, BIMAIE , a0, ILEce /R . ext”.
» Shell flBHAR (0% 12.1.4 ).

for x in *.ext; do if [ -f "$x"]; then command "$x" ; fi; done

« find(1) #0 xargs(1) Bx&:

find . -type f -maxdepth 1 -name '*.ext' -print® | xargs -0 -n 1 command

« find(1) " - exec” EWHFHHITH S

find . -type f -maxdepth 1 -name '*.ext' -exec command '{}' \;

« find(1) " -exec” EMFHHIT—N4EM shell BHIA:
find . -type f -maxdepth 1 -name '*.ext' -exec sh -c "command '{}' && echo 'successful'" \;

LEMIFHRELLIFREROMSE (EETK). find() EZSENAE , £0% 1015 1.

9.4.10 M GUI EB3h— 2%

STF6544TRME (command-line interface , CLI) , $PATH FMEAE s E M E TP E— M ILEAHN & HRNFEF2H
BIT. 0% 153 1,

X+ M freedesktop.org FrAERIEIFE A ~RE (graphical user interface , GUI) , /usr/share/applications/
B *.desktop UHFABNTEFH GUI R BRI T RERNEME. B Freedesktop.org xdg X8 RGNS
— /N4, |, B33 /usr/share/applications/” F*.desktop” 12 HMHERET HISEH, B M Freedesktop.org FRAE]
MAEEIME | A xdg-utils FXAEEFFXLEIEAE R ENIRER. 50, /usr/share/doc/xdg-utilssREADME”,

AT, chromium. desktop X 4 “Chromium RILEHI 28" E LT MK BME , BIanFEfF4 ‘Name”, F2FFHIT
KRS E Exec”, FHERNER Icon"%% (S RNREEETRATE). XHREWT :

[Desktop Entry]

Version=1.0

Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false



https://manpages.debian.org/unstable/watch(1)
https://manpages.debian.org/unstable/find(1)
https://manpages.debian.org/unstable/xargs(1)
https://manpages.debian.org/unstable/find(1)
https://manpages.debian.org/unstable/find(1)
https://manpages.debian.org/unstable/find(1)
https://zh.wikipedia.org/wiki/Command-line_interface
https://www.freedesktop.org/wiki/
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://specifications.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
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Type=Application

Icon=chromium

Categories=Network;WebBrowser;

MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;

StartupwMClass=Chromium

StartupNotify=true

XE— MM B ARG, *.desktop X FHEAEHIES .
HEIERE $XDG_DATA_HOME F1 $XDG_DATA_DIR EAFE. Z/M§lF , 7 GNOME = :

o KiZE $XDG_DATA_HOME, (H¥{FFZIAE $HOME/ . local/share,)
» $XDG_DATA_DIRS #i% & A /usr/share/gnome:/usr/local/share/:/usr/share/,

HEEEFR (2 XDG Base Directory Specification) F B2 B R4 F iR,

» $HOME/ . local/share/ — $HOME/.local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

*

.desktop XHEIRBX/MAFFIEXLL applications BRH#HITIEF,

EIZIN
ERIT—THAPEBENR GUI 8N, FE 1 $SHOME/ . local/share/applications/ BRFHEM—4
*,desktop 304,

o
"Execs. . ." {FRAmH shell fBHf, MREEREASAEE , 55 env(1) command,

ETZIN
AR, ANRAEXLEEER R TR autostart BRFPEILT— *.desktop X, M| *.desktop XHFIEE
KIEF&EEENE B EaHIT. 0 Desktop Application Autostart Specification,

RN

$E1uiﬂz MR FE SHOME/Desktop BRFEIL T — *.desktop 3 B S @B WAL E A H £ EEFR 25
IhEE , WM EARETE ENFEF LW INIT. EIEE , $HOME/Desktop BRMKREHRISEBESHIEGX. 24

xdg user-dirs-update(1),

9.4.11 BREMWIEHHIFERF
—MRFANA—MEFEES. TEEEE KT RNITIA,

o VRARFAECESS
- GNOME £ “%E&" - ‘NRREF - “BANBREF



https://specifications.freedesktop.org/basedir-spec/basedir-spec-latest.html
https://manpages.debian.org/unstable/env(1)
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://manpages.debian.org/unstable/xdg-user-dirs-update(1)
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- KDE £ “WRAFHER - “RE - "RERE" - NMARF - ANMBREF
— Iceweasel JJ¥EES UREE — “EIEW - N AREF
- mc(1) :“/etc/mc/mc.ext”

* B2N“$BROWSER”, “SEDITOR”, “$VISUAL F“$PAGER X IEAE (S M, environ(7))

« AFHln“editor”, “view”, “x-www-browser”, “gnome-www-browser”Fl“www-browser i XH£HIFE FH) update-
alternatives(1) &%t (0% 1.4.7 1)

« “~/.mailcap’l“/etc/mailcap’XHRINBREL T F2FFH MIME 258 (3, mailcap(5))
¢ “~/.mime.types"#l“/etc/mime. types"XHHIRNA XKIXT MIME LR HY RE (£ A run-mailcap(l))

ETZIN
update-mime(8) 4 ¥ #"/etc/mailcap” X ¥4, Hi 8] & B #)"/etc/mailcap.order” X & (Z W, mail-
cap.order(5)).

N
dEebianutils ARt sensible-browser(1), sensible-editor(1) #1 sensible-pager(1) , B 18T A4 RIS EH B
HImiEas. 9 TUFEFFAIPILEIN WE RS VR B R A% . FRIBVURIEARLE shell fAs,

ET VI
AT GU (BERARE) TziTHIan mut t XEFREH] A B FE F e RN ENE R BFER |, #REAZ % T EHk
RS —4 GUI (BB ARE) MBRFIFEE/usr/local/bin/mutt - term”A{FAEE SR B EN AR,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@"

EOF

# chmod 755 /usr/local/bin/mutt-term

9.4.12 RI—/H7E

fEA Kill(1) BT HAE ID KR (KE—MET) —HtFE.

fE A killall(1) 2k pkill(1) Bid#HFEH SR FEE B RMEIFERNEE.
9.4.13 HAKR(ESATRIRHE

51T at(l) s RTH—R M TIE.

$ echo 'command -args'| at 3:40 monday

9.414 ENMESFTHE

£/ cron(8) kFHITEMESKHE. £ crontab(1) #1 crontab(5).
PREEBVEN— N T IE A BB T— N AR |, bhan |, foo{#fA crontab -e” &4BIE— crontab(5) IS4/ var/spool
XEZE— crontab(5) XHHFIF.



https://manpages.debian.org/unstable/mc(1)
https://manpages.debian.org/unstable/environ(7)
https://manpages.debian.org/unstable/update-alternatives(1)
https://manpages.debian.org/unstable/update-alternatives(1)
https://zh.wikipedia.org/wiki/MIME
https://manpages.debian.org/unstable/mailcap(5)
https://zh.wikipedia.org/wiki/MIME
https://manpages.debian.org/unstable/run-mailcap(1)
https://manpages.debian.org/unstable/update-mime(8)
https://manpages.debian.org/unstable/mailcap.order(5)
https://manpages.debian.org/unstable/mailcap.order(5)
https://manpages.debian.org/unstable/sensible-browser(1)
https://manpages.debian.org/unstable/sensible-editor(1)
https://manpages.debian.org/unstable/sensible-pager(1)
https://manpages.debian.org/unstable/kill(1)
https://manpages.debian.org/unstable/killall(1)
https://manpages.debian.org/unstable/pkill(1)
https://manpages.debian.org/unstable/at(1)
https://manpages.debian.org/unstable/cron(8)
https://manpages.debian.org/unstable/crontab(1)
https://manpages.debian.org/unstable/crontab(5)
https://manpages.debian.org/unstable/crontab(5)
https://manpages.debian.org/unstable/crontab(5)
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EeE =% e | IE
el
=5
0 Rt | REREETET
(B,
kill(2))
KIF
PR
®IF
BFE
&IF
e
ij% RSB (CTRL-\)

dump
core
3.
R
2318
HFE

1 SIGHUP MERIRHTTFERE (ES3FIR)

MEEEFHT (CTRL-C)

2 SIGINT

3 SIGQUIT

9 SIGKILL AATREZEM Kill {55

AR ILES

15 SIGTERM

Table 9.11: kill €548 FA{==%3%

# use /usr/bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR'ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It's 10pm" joe%Joe,%%¥Where are your kids?%.%%
23 */2 1 2 * echo "run 23 minutes after ©@am, 2am, 4am ..., on Feb 1"
5 4~ * sun echo "run at 04:05 every Sunday"

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)" == "Mon" ] && command -args

LN
SHBLARESIZITIIARLE , Tk anacron HAGERENIITREMR G4 |, a4 ERIENF BN ENETT |, 3
AEFEEEETEEFE. £ X, anacron(8) #1 anacrontab(5).

TN

MTENARGEHEFMA, REE% L root K 7 E KIE 1T, XM A K N"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. XLEHIARKHITE (A, 7] AIE
id"/etc/crontab” #1"/etc/anacrontab” KiEH.

cron [F AT HFE (daemon) RFFERT , Systemd W RIS [ENTRIZ I TAEFFHRMIRERAE . BI40 , /1ib/systemd/system/e
F /lib/systemd/system/apt-daily.service B & XH apt TH173). £ systemd.timer(5) ,



https://manpages.debian.org/unstable/kill(2)
https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix信号#SIGTERM
https://manpages.debian.org/unstable/anacron(8)
https://manpages.debian.org/unstable/anacrontab(5)
https://zh.wikipedia.org/wiki/Systemd
https://manpages.debian.org/unstable/systemd.timer(5)
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9.4.15 ETHEHHITINES

Systemd BEBPUTITRIFERF , NNETHEEH , CREBETHEEMSH. £ 0% 10.2.3.3 WML 10.2.3.2 KA
i

9.4.16 Alt-SysRq ##

& Alt-SysRq (PrtScr) LA &HEIR— /N FEHRR |, SHT AT BN ARG N 2156,

Alt-SysRq 2 jaftst TRt

k kill X3LE LT EPHES] & _ ERFTB R (SAK)

S sync [FEEERFT A C & TER R Aok S BRI
r £ X gama , K raw B ERE

Table 9.12: ZE4& M) SAK #45%3R

BZ(EE 5N Linux RAZFE AAIEIE RFA » Linux Magic System Request Key Hacks

IR
M SSH &% , {REEMEIBITM"/proc/sysrq-trigger” EANAREA Alt-SysRq 554, 620 , M root shell
IRRFrE{T"echo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3€ syncs 1 umounts

BT EHEER A RS,

B #7 (2021) Debian amd64 Linux NA%A /proc/sys/kernel/sysrq=438=0b110110110:

« 2=0x2 - [SREH A BERAES GTH)

* 4= 0x4 - [2RBEEIEH) (SAK, unraw) (FT3F)

« 8=0x8 - JERHFE R (debugging dumps of processes) %, (3<If))
+ 16 = 0x10 - J5A sync €54 (FTFF)

* 32=0x20 - BRAREERER (FTH)

* 64 = 0x40 - FAYFE(ES (term, kill, oom-kill) (3<4)

* 128 =0x80 - A EF. XMRIR (FTF)

* 256 = 0x100 - AVFAEEFTA RT (XB) ESMELR FTH)

9.5 ARL4HPITI

9.5.1 WEARSGE??
FRATINEE FTEN T AR EEERERSLE,

« who(1) B/REEERIEARGLEM.
« W(l) BREERERSGER , 1 EEERTA,
« last(1) BRAFREERNTIE.



https://zh.wikipedia.org/wiki/Systemd
https://en.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
https://manpages.debian.org/unstable/who(1)
https://manpages.debian.org/unstable/w(1)
https://manpages.debian.org/unstable/last(1)
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* lastb(1) B/RA FEREHEEERINTIR.

N
"/var/run/utmp” #1”/var/log/wtmp” XK B AEE. £, login(l) 1 utmp(5).

9.5.2 ZEHEFAA

HATUEE FTEARER wall(l) AERAZNE— M AREEER.

$ echo "We are shutting down in 1 hour" | wall

9.5.3 fEHRA

+F PCl Zi&% (AGP, PCI-Express, CardBus, ExpressCard %), —FFi4#t{E A Ispci(8) (HiF " -nn” 1%EIR) 31T
B HHRAICLEST.

Besh , #RETLUE I e/ proc/bus/pei/devices” BEMIAREN Y/ sys/bus/pei” FHE B R kT4
R (ENE 1.2.12 7).

BT TE KN | GiRA

pciutils V:258, 1:993 | 289 Linux PCI E: Ispci(8)
usbutils V.83, 1:887 322 Linux USB T_E: Isusb(8)
nvme-cli V:26, 1:35 2222 | Linux NVMe TE: nvme(1)
pcmciautils V4.1, 1:6.2 92 Linux PCMCIA T_A: pccardctl(8)
scsitools V:0.2,1:23 | 261 SCSI FFHEIET & Isscsi(8)
procinfo V:0.4,1:6.1 | 149 W’/proc” Isdev(8) ZK1Z AL EE
Tshw V:12, 1:90 971 FHECEEE: Ishw(l)

discover V:25,1:603 | 81 B HRAIARZ: discover(8)

Table 9.13: FEH IR T AFI3R

9.5.4 WE{HEcE

% GNOME M KDE XEIMAEE LE AL , RAKB S EHRECE RS BT MM NETREE TAKER , BHE
—EREENEMAR , E—MFNEE.

For the keyboard and terminal configuration, see %6 8.2 *J and 55 8.3 .
XE, ACPI 22—tk APM HRIFRIREIR REAELS.

R
AR ARSI CPU SRR AERINGE , REHNZIESE acpi_cpufreq B,

9.5.5 AL RIFNAE (T (E]

THERERZHE#ETES : MM/DD hh:mm, CCYY.



https://manpages.debian.org/unstable/lastb(1)
https://manpages.debian.org/unstable/login(1)
https://manpages.debian.org/unstable/utmp(5)
https://manpages.debian.org/unstable/wall(1)
https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
https://manpages.debian.org/unstable/lspci(8)
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
https://tracker.debian.org/pkg/pciutils
https://manpages.debian.org/unstable/lspci(8)
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
https://tracker.debian.org/pkg/usbutils
https://manpages.debian.org/unstable/lsusb(8)
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
https://tracker.debian.org/pkg/nvme-cli
https://manpages.debian.org/unstable/nvme(1)
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
https://tracker.debian.org/pkg/pcmciautils
https://manpages.debian.org/unstable/pccardctl(8)
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
https://manpages.debian.org/unstable/lsscsi(8)
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
https://tracker.debian.org/pkg/procinfo
https://manpages.debian.org/unstable/lsdev(8)
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
https://tracker.debian.org/pkg/lshw
https://manpages.debian.org/unstable/lshw(1)
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
https://tracker.debian.org/pkg/discover
https://manpages.debian.org/unstable/discover(8)
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
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BT TATE AN | viER
console-setup V:83,1:975 | 422 Linux 587 EFEE R TE
keyd V13, 1114 1437 kgypqard key remapping daemon using kernel level input
primitives (evdev, uinput)
keyd-application r}%%%é’r 34 keyboard key remapping daemon - application-specific
0! remapper

x11-xserver-utilisV:301, 11525 | 559 X fR%im LA xset(1), xmodmap(l)

EHSRAIBEMNRIRIEN (ACP) FHL KM ETIEE

acpid V:55, 1:84 158

(daemon)
acpi Vi7,1.78 49 B/RACPIEEZEEENTE
sleepd o 84 | AETATRE  EHANKRKSKEATHER (daemon)
hdparm V:115, 1:209 | 246 BEEAREL EIE 9.6.9 1)
smartmontools V:237,1:266 | 2455 | ) SMAR.T. HMEEFERS
setserial V:3.3,1:5.2 104 EFOEHETESE
memtest86+ V-1, 1:19 12483 | REEHFEETESE
scsitools V:0.2,1:2.3 261 SCSIFHEHETESE
setcd ?_/(:)06%5’ 33 IR
big-cursor 1:0.61 26 X A KR AR YEHR

Table 9.14: Fg¢FALE T A%

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian RS ENE ¥ IR AAMASE) , (BREAFISEIEE (ER UTC(GMT) Bfal,
WSRIE AR ERE E R UTC K] |, WE1E“/etc/default/recS" B E“UTC=yes”,
THEEEMNACE Debian RE{EFAETX,

# dpkg-reconfigure tzdata

MRRFH LB KR EHALMA , B ntp, ntpdate M chrony XZCEIRAE NTP k5.

N
1t systemd T , 2{FF systemd-timesyncd FAKIITMEES AR, S0, systemd-timesyncd(8).

SN TERE.

o }atfaEtE A B HIEIE HOWTO
* NTP AHRSFIE

» ntp-doc A

EF N
£ ntp BEMEM ntptrace(8) BEBIRER NTP JRE45EZE RIAIR.



http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
https://tracker.debian.org/pkg/console-setup
http://packages.debian.org/sid/keyd
http://qa.debian.org/popcon-graph.php?packages=keyd
https://tracker.debian.org/pkg/keyd
http://packages.debian.org/sid/keyd-application-mapper
http://qa.debian.org/popcon-graph.php?packages=keyd-application-mapper
http://qa.debian.org/popcon-graph.php?packages=keyd-application-mapper
https://tracker.debian.org/pkg/keyd-application-mapper
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
https://manpages.debian.org/unstable/xset(1)
https://manpages.debian.org/unstable/xmodmap(1)
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
https://tracker.debian.org/pkg/acpid
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
https://tracker.debian.org/pkg/acpi
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
https://tracker.debian.org/pkg/sleepd
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
https://tracker.debian.org/pkg/hdparm
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
https://tracker.debian.org/pkg/smartmontools
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
https://tracker.debian.org/pkg/setserial
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
https://tracker.debian.org/pkg/memtest86+
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
https://tracker.debian.org/pkg/setcd
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
https://tracker.debian.org/pkg/big-cursor
https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
https://manpages.debian.org/unstable/systemd-timesyncd(8)
https://tldp.org/HOWTO/TimePrecision-HOWTO/index.html
https://www.ntp.org/
https://manpages.debian.org/unstable/ntptrace(8)
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9.5.6 FEaEEAMRE

FAFIAER Linux (IR IR R IRSNFEFE S Linux 1K % (Advanced Linux Sound Architecture , ALSA) 324it,
ALSA f2{#t 7 3B Z BIFF S A% (Open Sound System , OSS) HItHEIUES.

AR HEEARNNERARFERS , W BE —EiREMFESTRSwmASEKAEEN. BAT,
PulseAudio, JACK 1 PipeWire # FI{EFEE MRS I AL, £ W Debian 4EF S R HE FEIRHIE .
FMTREEAMREE HE —MERANEESIE, S9N BREFERNE S 24560 USFREREI A RN FEZ IR
%25,

EF N
{#M“cat /dev/urandom > /dev/audio’=} speaker-test(l) MXZHFEE (AC1Z1E).

SN
MRERTTENTEIET |, RN EER T EEER T —MrEmd . IRANEEAREHZHEL. alsa-utils K4
A alsamixer(1) ATARIFHIALE S FEHE IR E.

EXGR TE KN ] AR

alsa-utils V:333,1:452 | 2700 | FCEF{ER ALSARKTHE

oss-compat V:0.6,1:95 |21 £ ALSA T35 OSS , Tifr“/dev/dsp not foundsEix
pipewire V:317,1:360 | 135 BRI 5| E Z IR AR 5 in - oI

pipewire-bin V:324,1:361 [ 2219 | EHAIIRALIE S L FRR S In - SRS M ST
pipewire-alsa | V:167,1:232 | 190 ERFIRMAE T 5[ 2 L KRR 5 - 1R ALSA IS MRS
pipewire-pulse | Vv:286, 1:334 | 53 S IRANALIRAL I 51 £ KRR 553 - B PulseAudio AR

%
pulseaudio V:150, 1:1176 | 6602 | PulseAudio A%t
Tibpulse0 V:433, 1:572 | 969 PulseAudio & Fig [
jackd V2, 1114 8 JACK Audio Connection Kit. (JACK) fi%#8 ({RZER)
Tibjack® V:1.7,1:87 | 328 JACK Audio Connection Kit. (JACK) FE ({KZEiR)

libphonon4qt5-4 | V:20, 1:147 572 Phonon : KDE F=& 35| %

Table 9.15: BEEHHEA,

9.5.7 XMBHARI
KPR, R TENGS.

785 T

Linux =4l & setterm -powersave off
X&H (RWF&ERTF) xset s off

X &M (XM dpms) xset -dpms

X &H (FF&ERIF GUIRE) xscreensaver-command -prefs

Table 9.16: KA FHRIFHLSIIK



https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
https://manpages.debian.org/unstable/speaker-test(1)
https://manpages.debian.org/unstable/alsamixer(1)
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
https://tracker.debian.org/pkg/alsa-utils
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
https://tracker.debian.org/pkg/oss-compat
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
https://tracker.debian.org/pkg/pipewire
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
https://tracker.debian.org/pkg/pipewire-bin
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
https://tracker.debian.org/pkg/pipewire-alsa
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
https://tracker.debian.org/pkg/pipewire-pulse
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
https://tracker.debian.org/pkg/pulseaudio
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
https://tracker.debian.org/pkg/libpulse0
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
https://tracker.debian.org/pkg/jackd
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
https://tracker.debian.org/pkg/libjack0
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
https://tracker.debian.org/pkg/libphonon4qt5-4
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.8 X[FHESFE

ATRIEFR NS S SR IRIERRPIENSTFS . 4B pespkr PAZIRRMI | e MBEIX R
bash(1) FZIK readline(3) 72fF , YIBEIEETFTH (ASCII=7) B , WKL, TEHRHRPHIEERE.

$ echo "set bell-style none">> ~/.inputrc

9.5.9 LM

SR , X BEWFR] B IERGEINFRERIER.

« “/var/log/dmesg"FRINIZESNEEBET T AAFHAERHE KRN,
« free(1) # top(1) B/RIEFEEITHRIRS T N RIFHAXESR.

THEE—TMITF.

# grep '\] Memory' /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k

total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572

YRATBEA TISATIR “dmesg 5 VR{R free 25 990 MB , T free -k £V free A 320 MB, XEK T #8id 600 MB -+

ARFEC Mem: "XATH used B ARKIER freeB/NME , RN , FEREENETENI (FELARNSITFHE
fi12 675404 1 321780).

X+ F I MacBook , 5 1GB=1048576k N7 (B RALZAE—L) , HKBZIMMT.

& F/N

dmesg F total K/ 1016784k = 1GB - 31792k
dmesg FH] free 990528k

shell ME] total 997184k

shell M free 20256k ({EBE®EICK 321780k)

Table 9.17: IR&EMNTFER/N

9.5.10 ARLLLMMTEMKRE

KRR ARG REA R BRRNARLS , SBEHSMNBIEAEA.
NFARGLREMMTEMRRE |, REENTEXL A EIFE.
» debsums &M, , £, debsums(1) F1& 2.5.2 T,

« chkrootkit ¥4 , £, chkrootkit(1).,

» clamav EBZEKE , M, clamscan(1) 1 freshclam(1),

» Debian security FAQ,



https://manpages.debian.org/unstable/bash(1)
https://manpages.debian.org/unstable/readline(3)
https://manpages.debian.org/unstable/free(1)
https://manpages.debian.org/unstable/top(1)
https://manpages.debian.org/unstable/debsums(1)
https://manpages.debian.org/unstable/chkrootkit(1)
https://manpages.debian.org/unstable/clamscan(1)
https://manpages.debian.org/unstable/freshclam(1)
https://www.debian.org/security/faq
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BHE mTE X/ ] 5ER
ZorE 3 ZHEEY I s
logcheck V:4.8. 158 | 120 EilTF%ﬁi (daemon) , ¥ ARG HEXHFFHRFE BIAMFA
Jzzn E'.—ILEJ'_'\
debsums V:4,1:30 108 SKHFER |, £ MD5 RN & A B X TR R
chkrootkit V:10, :14 987 rootkit F&MI%x {2
clamav V:9, 1:39 19861 | Unix R KImE=SAREF AT Em
tiger V:i1.1,1:1.4 | 7800 | WERGREWM
tripwire V:i1.2,1:11.6 | 5060 | XEFFIHEREMERNERE
john VL1, 1:7.3 | 469 | St LR
aide V:2.2,1:2.6 324 =X ONEEL S T 3l A T ]
integrit ?_’50'1190’ 2771 | SR TALRF
crack Y005%7 153 ERLEINFE

Table 9.18: AT AS R MMTEEMKERT A

» Securing Debian Manual,

THEHE—MRSRAEA , AR ETE AR SRR TR
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

( : ) /My
T debsums #{H-EFEAAMAEMEK MD5 B30 , AWWENEERE , U AETRLERER MR
TA.

9.6 WURFMEBID

A Linux BIARSE (B A% 3.2.2 THMHE 323 ) BafNAS , IEEAECERENAS LEHICEBIRFHE
BBES.

EE
XE# (HDD) M A thiEE A THEFEMRE , than SSD/U & / NFEFR [+ . BHpHlF+ /dev/sda HIRE
&R, AHEEMEEL /dev/nvmed, /dev/mmcblkO-::-- .

ﬁn%;‘&%& GUI (BRFARE) SEAS P EshHES, , X TIIHTIREN | fRATEEENGSTFEL umount(s)
XL

9.6.1 fEHZFTEMFREN

1 5 25 R {E ARSI BT AT mount. coreutils Fl xdu kB AHTRRF ST -

« mount(8) BRATBE MRS (= W)
o df(1) IREHRG(FARE R T E.
« du(1) TRE B RWE AR Rz (A,



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
https://tracker.debian.org/pkg/logcheck
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
https://tracker.debian.org/pkg/debsums
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
https://tracker.debian.org/pkg/chkrootkit
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
https://tracker.debian.org/pkg/clamav
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
https://tracker.debian.org/pkg/tiger
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
https://tracker.debian.org/pkg/tripwire
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
https://tracker.debian.org/pkg/john
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
https://tracker.debian.org/pkg/aide
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
https://tracker.debian.org/pkg/integrit
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://qa.debian.org/popcon-graph.php?packages=crack
https://tracker.debian.org/pkg/crack
https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Memory_card
https://manpages.debian.org/unstable/umount(8)
https://manpages.debian.org/unstable/mount(8)
https://manpages.debian.org/unstable/df(1)
https://manpages.debian.org/unstable/du(1)
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ET VN
YRAT LK du(8) A £ Hi%E xdu(l) , SRIERENEEAZERER , #lan“du -k . |xdu”, “sudo du -k -x /
| xdu"&3E,

9.6.2 FHNMXEE

NFERNXEE , RE fdisk(8) HIAMEREREE , {82 parted(8) TREXZEEFEEM.

Z ) PC {FAZMMNES| FICR (Master Boot Record , MBR) A% , BIEHE N XBURRFIESE— 1 BX , BI LBA F3
X 0 (512 F),

—ubdsE s —al Y B E4EO (Unified Extensible Firmware Interface , UEFI) BiE{t PC , B3EET Intel 4 Mac ,
EALRME—IMRSXER (GUID Partition Table , GPT) A% , BESXEBIBAMREFESE — B,

R fdisk(8) —HEREENXKIrELR , {BILFE parted(8) BERTE.

BT TATE AN | AR

util-linux }_’:1%10% 4658 | EFALTA , A4 fdisk(8) F cfdisk(@)
parted V:443,1:563 | 122 GNU Parted , IR XAEFEF

gparted V11, 1:85 2313 | ETF libparted ) GNOME I XZRiEFEF
gdisk V19, 1:267 | 967 FT GPT/MBR FHFHEZ AN XIREFRF
kpartx V:16, 1:26 76 AP XBEIL R RIS

Table 9.19: fg#f 5 XEHIRHA,

7Ny
@ R%E parted(8) F#RAEMRAIZINAR GRS , BEREFRIFNF I TARMILEELTARSE , HI
N mkfs(8) (mkfs.msdos(8)., mkfs.ext2(8), mkfs.ext3(8). mkfs.ext4(8)----- ) #0 resize2fs(8),

AR
AT 1E GPT #1 MBR 2z [ElY1#t , IRE BB FERGIF KNP AR (S2AE 9.8.6 1) FH{FEMHparted
/dev/sdx mklabel gpt’Z‘parted /dev/sdx mklabel msdos’EiXEE. HITE , XEF AN msdos’ 2

AT MBR,

9.6.3 {Ff UUID jja) X

REEHECERNS XA BINFEN RNBUEIRFF RSB A XT=ERRKA T , BIRAMERFR—4 UUID ki
[EEA]. WRIEE L /MELEIF AR BIOS/UEF IEAREN—EHREZ/KIE , EH UUID BRERIERE.

« mount(8) dF4THA - UMEB AT MER UUID RIEFEEK — MR %, MAYMERMKSTHLZFR , $1a0°/dev/sdas’,
« “/etc/fstab” (B, fstab(5)) TTRA{EA UUID,
o BIEMBAEF (B 3.1.2 ) tETER UUID,

N
PRATAGE A blkid(8) SkREE —MFER &M UUID,
REATRMER"1sbk - kM UUID HFEFHEREE.



https://manpages.debian.org/unstable/du(8)
https://manpages.debian.org/unstable/xdu(1)
https://zh.wikipedia.org/wiki/Disk_partitioning
https://manpages.debian.org/unstable/fdisk(8)
https://manpages.debian.org/unstable/parted(8)
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
https://manpages.debian.org/unstable/fdisk(8)
https://manpages.debian.org/unstable/parted(8)
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
https://manpages.debian.org/unstable/fdisk(8)
https://manpages.debian.org/unstable/cfdisk(8)
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
https://tracker.debian.org/pkg/parted
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
https://tracker.debian.org/pkg/gparted
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
https://tracker.debian.org/pkg/gdisk
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
https://tracker.debian.org/pkg/kpartx
https://manpages.debian.org/unstable/parted(8)
https://manpages.debian.org/unstable/mkfs(8)
https://manpages.debian.org/unstable/mkfs.msdos(8)
https://manpages.debian.org/unstable/mkfs.ext2(8)
https://manpages.debian.org/unstable/mkfs.ext3(8)
https://manpages.debian.org/unstable/mkfs.ext4(8)
https://manpages.debian.org/unstable/resize2fs(8)
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://manpages.debian.org/unstable/fstab(5)
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://manpages.debian.org/unstable/blkid(8)
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.6.4 LVM2

LVM2 B— AT Linux RiZZEEEIES, A LVM2 BiE |, BE XTI EZES ERERYIRES .
LVM B F3IFEK,

o Linux NZF AR &L HF (Debian PRAZERIASTHF)

- AFPEEXREMHFZIFE (libdevmapper* B44E)

s AFEEX LVM2 TR (lvm2 BKH48)

BN TEK man FHFFLET #E LVM2,

* lvm(8) : LVM2 HLEIEEREAIR (B T FE LVM2 §4)
« lvm.conf(5) : LVM2 RECE 4

* Ivs(8) : IREZEEHERER

* vgs(8) : IREBHNMEKXER

* pvs(8) : IREYIEERERER

9.6.5 XHARLGEE

YT extd XHFRSGE, e2fsprogs BiRETHHN LA,

+ mkfs.ext4(8) BRI extd RS

. fsck.ext4(8) MBS EINE extd THZRLE

« tune2fs(8) ALE extd I RETHIHBLEIR

« debugfs(8) ZERAIAR ext4 XHRL. (EF undel 4Kk ESEMIERATH.)

mkfs(8) 0 fsck(8) #ip4 2 e2fsprogs B A , B &M RGEM XA FHENG.(mkfs . fstype Fl fsck. fstype).
ST extd SRS, B2 mkfs.ext4(8) F fsck.ext4(8) (E{1H A S4EH#EE mke2fs(8) 1 e2fsck(8)).

Linux SIFRE— RS , BHMKGS.

7R

Extd XHRLGE Linux R EINARSIHRSE | 23 EFFERAX N RS | RIEREFFRIERTER.

Btrfs RABEMETE Debian wiki on btrfs 1 kernel.org wiki on btrfs &3, E#EILEN extd THRZEZ FHRT—1
ARG

—6T B RAFEIR A Linux AZIFRIB L AR RSE (305 9.8.2 7).

9.6.6 NHRGAIBMTEMKRE

mkfs(8) 7E Linux 2%t LA RSE, fsck(8) di47E Linux A% _HIZMH RS R MR B EETNEE,
EXHRGAE G , Debian IAEBIAR FHIMERIZTT Fsck,

7Ny
EOAFEBX ARG LIETT fsck |, —MERREM.



https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://manpages.debian.org/unstable/lvm(8)
https://manpages.debian.org/unstable/lvm.conf(5)
https://manpages.debian.org/unstable/lvs(8)
https://manpages.debian.org/unstable/vgs(8)
https://manpages.debian.org/unstable/pvs(8)
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RHER AT AN | UtER
e2fsprogs V:827,1:998 | 1543 | ext2/ext3/extd XHEZRG LA
btrfs-progs V51, .78 5251 | Btrfs XFASTLHE
reiserfsprogs Vi1, 1121 473 Reiserfs XFAZ LA
zfsutils-1linux | V:33,1:33 1896 | OpenZFS XHALGTH
dosfstools V:258, 1:560 | 310 FAT &5 K. (Microsoft: MS-DOS, Windows)
exfatprogs V:34,1:455 | 558 exFAT XA T E , B=E#3F.
exfat-fuse V2, 1:43 73 FUSE &F exFAT XHEAS (X)) K=,
xfsprogs V:42,1:86 4382 | XFS XHAEBLH. (SGI: IRIX)
ntfs-3g V:163, 1:506 | 1507 | FUSE ZE NTFS X A%t (f%EX : Windows NT----- ESER
jfsutils V:0.5,1:6.7 | 1104 | JFS XHFARGZTH. (IBM: AIX, OS/2)
X0rriso V:14,1:64 378 ISO-9660 X A% LAFIKA libburnia ) CD/DVD ZsxLE
wodim V.7, 1:86 898 kg cdrkit 45417 CD/DVD Z5R L E
genisoimage V16, 11156 | 1567 | 3kH cdrkit B9 1SO-9660 X AL ST LA
reiser4progs V:0.1,1:1.2 | 1367 | Reiserd XHEARGTHE
hfsprogs V:0.2,1:3.1 | 394 HFS 1 HFS Plus XX AZ T E. (Apple: Mac OS)
zerofree V7, 1:119 30 I8 ext2/3/4 XHAG: LR E NS HTEF
Table 9.20: X ARG EIREIFR
EF N

f£'/etc/mke2fs.conf” Bi&E enable_periodic_fsck” F{# A "tune2fs -cO /dev/partition_name”
WERAERHN 0, EATEEFR , ik root XHREBIFENKFTEXHRE L , LE2HNIETT fsck(8) 4.
%D, mke2fs.conf(5) # tune2fs(8).

NEHARMIZITH fsck(8) MLER |, ATAFE"/var/log/fsck/” BER TEE.

9.6.7 BEIHTEMMHIHERS

“/etc/fstab™ R EE T EAKFHEHRSEE. M,

«file system» «mount point» «type» «options» «dump» «pass»

proc /proc proc defaults 00

UUID=709che4c-80c1-56db-8ab1-dbce3146d2f7 / ext4 errors=remount-ro 0 1

UUID=817baeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00

/dev/scd0o /media/cdrom@ udf,is09660 user,noauto 0 0
TN

UUID (Z% 9.6.3 1) ATRABER—MHRRERFR (H120°/dev/sdal”, “/dev/sda2” ) FKARI—PREK
s

M Linux 2.6.30 i& , NAZMBUAIT AR A relatime” W15,
% I, fstab(5) #1 mount(8),

9.6.8 BIIHBKIR (superblock) {HIHAREE

— ARG RT DUE B tune2fs(8) dn 4 BT BRI RN L.

o P YT“sudo tune2fs -1 /dev/sdal m[PAER“/dev/sdal” SRS BEENE.
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https://tracker.debian.org/pkg/exfatprogs
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http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
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https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
https://tracker.debian.org/pkg/xfsprogs
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
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https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
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http://packages.debian.org/sid/xorriso
http://qa.debian.org/popcon-graph.php?packages=xorriso
https://tracker.debian.org/pkg/xorriso
https://zh.wikipedia.org/wiki/ISO_9660
https://en.wikipedia.org/wiki/Libburnia
http://packages.debian.org/sid/wodim
http://qa.debian.org/popcon-graph.php?packages=wodim
https://tracker.debian.org/pkg/wodim
https://en.wikipedia.org/wiki/Cdrkit
http://packages.debian.org/sid/genisoimage
http://qa.debian.org/popcon-graph.php?packages=genisoimage
https://tracker.debian.org/pkg/genisoimage
https://en.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
https://tracker.debian.org/pkg/reiser4progs
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
https://tracker.debian.org/pkg/hfsprogs
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
https://tracker.debian.org/pkg/zerofree
https://manpages.debian.org/unstable/fsck(8)
https://manpages.debian.org/unstable/mke2fs.conf(5)
https://manpages.debian.org/unstable/tune2fs(8)
https://manpages.debian.org/unstable/fsck(8)
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» P1{T"sudo tune2fs -c 50 /dev/sdal” HA"/dev/sdal” XEERZGKE (FERIFHIT fsck) BRZE A 50
=Ll

« P fT"sudo tune2fs -j /dev/sdal"&GENHARZGARMBEINGE , B1/dev/sdal’ IS RGN ext2 High
ext3, (MFRIFBMSHFRGXAM.)

* P{Tsudo tune2fs -0 extents,uninit_bg,dir_index /dev/sdal && fsck -pf /dev/sdal’f£“/dev/sd
EHE M ext3 Fih extd, (XRIFEZBMARZXAM.)

N
RAE tune2fs(8) & FRXHFHK , (BENNBERT ext2 AL , HAEAT ext3 M extd XHARLE.

0.6.9 ML
wi
FEARITIETERILE 231 , R BIROTEAME hdparm() 8 man FHT , FETaEAHHIRT RIS
AR KR

YRA[ B “hdparm -tT /dev/sda”>kiM /dev/sda" B R AIRIRE. XT—L{E M (E)IDE EHEMER |, 1R
T AE R “hdparm -q -c3 -d1 -ul -m16 /dev/sda’3kZH“(E)IDE 32 X, BA“using_dma flag”, iXE
“interrupt-unmask flag” 3% & “multiple 16 sector I/O” (/& 1) , MMANERE L 5RIEE .,

R RUEE “hdparm -W /dev/sda”3EMia"/ dev/sda" i & KB N EFDEE. /RATMER“hdparm -W 0 /dev/sda”
KABNEFDRE.
I EE CD-ROM IR |, #RETBMEA setcd -x 2" FR{ERE | SRIEHUR Y E4EH CDROM Y4,

9.6.10 [EEZM

ESHER (Solid state drive , SSD) B HTAT A B sh&.
1 /etc/fstab Bl , BEKMEIEHEZER A" tmpfs” , ATRUB A B ARG II0) SRR LRGSR HHE

9.6.11 1 SMART Fijll/fe /3 thfE=
YRATAE A SMART ) smartd(8) [EASFH#FE (daemon) RUAIEFINCRARHIELR .

1. 1£ BIOS /2 SMART Zh&E.

2. &I smartmontools A,

3. & df(1) FIt i BIRENFHRREA].
« EERMMRREEITHEE A"/ dev/sda”,

4. & smartctl -a /dev/sda’@iit , & SMART TBERAEEA.
o MRIGH , @it“smartctl -s on -a /dev/sda’BAE.

5. B T3 ARIZETT smartd(8) [EEFIFE#FE (daemon),

» JHf& /etc/default/smartmontools’ {4/ “start_smartd=yes %,
« jBid“sudo systemctl restart smartmontools’EH B3N smartd(8) AT EHFE (daemon),
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EFN
smartd(8) Js&~T1FEtFE (daemon) ATAfFERA /etc/smartd.conf XHHITEEN , XHFEETHIWNES.

9.6.12 J&iT $TMPDIR fEE IIEAFZEE R

N AFEF—MRAEIRE i B R/ tmp PG SCEF., R/ tmp 8B 2B TIE) , VRE[PUATT $TMPDIR ZAEKA
FEFTEE R FMEE R,

9.6.13 BT LVM ¥ B ] 1k ss|a]

TERENBIZTE Logical Volume Manager ;21845518 (LVM) (Linux M) _FRIHX |, BRSNS S I B
Mgy BEIARKEKRN , MAFTEEZSINIEHEE LHITRKENEFHACE.

9.6.14 BEIFERF—NNEXKY R RHFMHE=TE

WMRFE—ANTHNX (FIa0/dev/sdx’) , FRATLUEE A mkfs.ext4(1) e , FHER mount(8) HEHBEWRTE
REZTENBER. (FREREHIREBERNES. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

N
PR PSR ER— N TERRG I (205 975 ) EA—MEHRERSE (ZR% 973 ). KRR
FERMEKIR A EURRIE Mg,

9.6.15 &I “mount --bind"# 5 — B RV R BH1EE T8

WRAREZ—NHXEF—NEAITRATEKZT AR (Flan/path/to/emp-dir”) , fRA]UEEHH" - -bind &M
(K mount(8) , HEHBEI—MrAFEELTRIMBER (Flan‘work-dir).,

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 J&iY overlay $%§ (overlay-mounting) F—EF¥&Y & r] HIF#ZE]

MRFRIER—DAXRFPBHIRMTIE (520 ,“/path/to/empty’M“/path/to/work”) , {REIRAFEH PRI —4
HRIFHARIIGREEST NI IERBE R (Hi70 ,“/path/to/old) , ToxXAHl , FREEAT Linux 3.18 RINAZELE
FihRAS (X+Kz Debian Stetch 9.0 BiEHhRAS) B OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty”#1“/path/to/wor K’RAZ{UTAEEMHX , NMEEBE AN“/path/to/old”,
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9.6.17 {EMFSHHEY R AF#E=TE

NI
@ EE—AE#FHE%&PA HUR OB R R B RN AT REA S IER TR, RSB LU ATR R 8
7

MRFER—ANNXBEE—NTEITHATRIKNTE R (Fan“/path/to/emp-dir”) , REJRUER In(8) EILERHK—
MFSHEE.

sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

@ BH B8P

wis
;

FISTERARGTEENER (Bla1/opt”) ERAERTIER, XHNGHRERS AN RSB = .

9.7 mfEM%

FANEX BB InAIRE.

9.7.1 THIVEREEARG ST

—ANRFEFRE (B30, ETA SCSI 51T ATA &/ %&“/dev/sdb”) MIREE MG disk. img”, ATRMER TSI
Rz —#3L.

# dd if=/dev/sdb of=disk.img; sync

# cp /dev/sdb disk.img ; sync
# cat /dev/sdb > disk.img ; sync

%_2% PC F{y T IDE EHFE—BXHESISIEK (MBR) (S5 9.6.2 1) MBI AT AER dd(1) BiE T35
L.

# dd if=/dev/sda of=mbr.img bs=512 count=1
# dd if=/dev/sda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/sda of=mbr-part.img skip=446 bs=1 count=66

“‘mbr.img”: TN XEKHK MBR
“mbr-nopart.img”: A XFEK MBR
“mbr-part.img”: {X MBR 49X K

WMRFERZN RGN —MEE S XN | (RBEEEMA"/dev/sdal"FEN"/dev/sda’,
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9.7.2 EHHEEAEH

R B SO disk. img AT AB T FIARZ —BE AR —MLEK/PMAKRER K E (a0, £=4 SCSI ®#&

“/dev/sdb’,
# dd if=disk.img of=/dev/sdb ; sync

# cp disk.img /dev/sdb ; sync

# cat disk.img >/dev/sdb ; sync

AR , B SRR S M par tition. img sl LUEE FIIARE ABILE A/ MNOKIER S X (B0 , -4 SCS

BENE—NNX/dev/sdbl’),
# dd if=partition.img of=/dev/sdbl ; sync

9.7.3 FEFRLARG M

ATAMERES R & BT T ARERMEBR A S BN S XBREHEERERE partition. img”,

# losetup --show -f partition.img
/dev/1loop0

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack. . .hack...hack

# umount /dev/loop®

# losetup -d /dev/loop@

ATRATRI A T PR,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack...hack
# umount partition.img

ATRAE REHRR & HERA S 2NN XMEERE disk. ing" BN HX,

# losetup --show -f -P disk.img

/dev/1loop0®

# 1s -1 /dev/loop0*

brw-rw---- 1 root disk 7, O Apr 2 22:51 /dev/loop®
brw-rw---- 1 root disk 259, 12 Apr 2 22:51 /dev/loopOpl
brw-rw---- 1 root disk 259, 13 Apr 2 22:51 /dev/loop0Gpl4
brw-rw---- 1 root disk 259, 14 Apr 2 22:51 /dev/loopOpl5

# fdisk -1 /dev/loop®

Disk /dev/loop®: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBC9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop0@pl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.
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mkdir -p /mnt/loopOpl

mkdir -p /mnt/loopOpl5

mount -t auto /dev/loop@pl /mnt/loopOpl

mount -t auto /dev/loop@pl5 /mnt/loopOpl5

mount |grep loop

/dev/1loop@Opl on /mnt/loop@pl type ext4 (rw,relatime)

/dev/1loop@pl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002,dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/loopOpl

# umount /dev/loopO@pl5

# losetup -d /dev/loopo

HFHH K H

B , RATRAER kpartx BREAEF ) kpartx(8) BALR & IR GTIR & RXEIMERIBR .

# kpartx -a -v disk.img

add map loop@pl (253:0): 0 3930112 linear 7:0 262144
add map loopOpl4 (253:1): O 6144 linear 7:0 2048

add map loopOpl5 (253:2): O 253952 linear 7:0 8192

# fdisk -1 /dev/1loop0®

Disk /dev/1loop@®: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBCY9BD1

Device Start End Sectors Size Type

/dev/loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop0Opl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.
# 1s -1 /dev/mapper/

total 0

CIEW=I- = - -- - 1 root root 10, 236 Apr 2 22:45 control

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loop@Opl -> ../dm-0

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loop0Opl4 -> ../dm-1
lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl5 -> ../dm-2

# mkdir -p /mnt/loopOpl

# mkdir -p /mnt/loopOpl5

# mount -t auto /dev/mapper/loopOpl /mnt/loopOpl

# mount -t auto /dev/mapper/loopOpl5 /mnt/loopOpl5

# mount |grep loop

/dev/1loopOpl on /mnt/loop@pl type ext4 (rw,relatime)

/dev/1loop@pl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack...hack

# umount /dev/mapper/loopOpl

# umount /dev/mapper/loop0pl5

# kpartx -d disk.img

9.7.4 EIERGSIG ST
FRTEMAR, — NS RGETHdisk. img” BERIEIRIE B EAL MR T, B — 4T 15K 5Lk

%"new.img”,
# mkdir old; mkdir new

# mount -t auto -o loop disk.img old
# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
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# mount -t auto -o loop new.img new
# cd old

# cp -a --sparse=always ./ ../new/
# cd ..

#

#

umount new.img
umount disk.img

MR disk.img T ext2, ext3 sk extd , RLATRAMGE T EAMEEER zerofree 4B FH] zerofree(8),

# losetup --show -f disk.img
/dev/1loop0

# zerofree /dev/1loop®

# cp --sparse=always disk.img new.img
# losetup -d /dev/loop0

9.7.5 HIfEZSHOMER ARG 14

RTERNARER dd(2) |, ATABIHE—K/NA 5GB M RRE ST

$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

LV fallocate(8) ATATEX E#{ER , AAKRERFER dd(1).
ETIERARERARENRSE |, FREEBEX M MG disk. img” _EAIE extd SUHERSE.

# losetup --show -f disk.img
/dev/1loop0
# mkfs.ext4 /dev/1loop®
. .hack. . .hack. . .hack
# losetup -d /dev/loop0
$ du --apparent-size -h disk.img
5.06 disk.img
$ du -h disk.img
83M disk.img

ST disk. img”, BERISHANE 5.0 GIB , TIE KM R IULE 83MiB. XA ZEIETALR AT extd EEAMHMN
pacd

JeN
RS RS EE (R MEEEIRNE AT,

BIFF RS B &R & L ASMRIRIE | FEXLREIRE 9.7.3 TG, /RAEBEM parted(8) X fdisk(8) Xf
XAEIRG disk. img” FATHX | BEMB LM mkfs.ext4(8), mkswap(8) £ LA RGEE.

9.7.6 %I{E 1S09660 £330

EFVIN
cdrkit 22t genisoimage(1) #1 Libburnia 124t xorrisofs(1) , XA M HALLZMBW G SIEE |, (NHLSLHAR
—¥E,

"IRBFT T B SRR OB AN T BRI cdrkit 3245588 genisoimage(1) #5343k HI1E 1SO9660 454314 |, "cd . is0”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory
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https://manpages.debian.org/unstable/mkswap(8)
https://en.wikipedia.org/wiki/Cdrkit
https://manpages.debian.org/unstable/genisoimage(1)
https://en.wikipedia.org/wiki/Libburnia
https://manpages.debian.org/unstable/xorrisofs(1)
https://en.wikipedia.org/wiki/Cdrkit
https://manpages.debian.org/unstable/genisoimage(1)
https://zh.wikipedia.org/wiki/ISO_9660
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AR , B]5| S 1ISO9660 Fefg XX £+
HE , ARAE.

1721247

"cdboot.iso”, BEB I debian-installer 2
# genisoimage -r -o cdboot.iso -V volume_id \

-b isolinux/isolinux.bin -c isolinux/boot.cat \

E R ER AN

-no-emul-boot -boot-load-size 4 -boot-info-table source_directory
X2 Isolinux boot loader (W5 3.1.2 17) ERT B3
I ’

$ isoinfo -d

CD-ROM is in ISO 9660 format

YRATIA B N FEIRIRZITE mdSsum {B , FHHIE 1SO9660 4x1%
-1 /dev/cdrom

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

N

B
AT FEIEMEER |

KB FE#"source_directory”

YRBZR/INCIBE SR Linux 1ISO9600 U RLETIEL bug.

9.7.7 HI¥E A\ %] CDIDVD-RIRW

N
SEIE , X

REEBIEE

T cdrkit £4£H wodim(1) F1 Libburnia 324t xorrecord(1) TS ,
o 1 Nt =

# wodim --devices

DVD R 22—/ KK CD, XLty H=Z ARG
T BRI A 3R E AT R

REZTH CD-R #A CD IKzhzs H BT 1SO9660 £E iR 34
BHIEEAE"/dev/sda” &%

# wodim -v -eject dev=/dev/sda cd.iso

RA CD-RW % CD-R , AN TFHT/RIa &R B

N
MRA

# wodim -v -eject blank=fast dev=/dev/sda cd.iso

R EE RS B3NS CDs |, £ A wodim(1) Z BTFEZL

iso” EAENRESF , FIanAN T AT7RE wodim(1)

9.7.8 % 1S09660 5534

i A sudo umount /dev/sda” HIEE

MR cd.iso” BE—4 1S09660 5%k, THEMGSF LIFEBXAHE]"/cdrom”.



https://zh.wikipedia.org/wiki/SYSLINUX
https://en.wikipedia.org/wiki/Cdrkit
https://manpages.debian.org/unstable/wodim(1)
https://en.wikipedia.org/wiki/Libburnia
https://manpages.debian.org/unstable/xorrecord(1)
https://manpages.debian.org/unstable/wodim(1)
https://manpages.debian.org/unstable/wodim(1)

Debian &%}

1731247

# mount -t is09660 -o ro, loop cd.iso /cdrom

Je/N

WA REARSAES B IEBRABENN M, 2R 1S09660 ALK CD(Z A% 10.1.7 7).

9.8 uttHI¥E

XE , BANTEERRIEFEN TR A H2E.

9.8.1 EARMYwiE _HHHIE

REMMES —SHFPIERTIERER 0d -t x1" &4,

RHER AT /N AR
coreutils e 17994 | FREEKEA , 4 od(L) KSH# (HEX, ASCII, OCTAL, -+*)
bsdmainutils V:4,1:133 17 T H#ER, , B hd(1) KSE X (HEX, ASCII, OCTAL, )
hexedit V:0.8,1:7.8 | 70 AR Ry (HEX, ASCII)
bless V:0.1,111.3 | 924 2R A B miEsy (GNOME)
okteta Vi1, 11 1589 | £IThgEMIT/\IthlwiEay (KDE4)
ncurses-hexedit | V:0.1,1:1.2 | 130 TN FNYREE2S (HEX, ASCII, EBCDIC)
V:0.04, AT o oo
beav 0,29 137 BN S FNYRiESS (HEX, ASCII, EBCDIC, OCTAL, ...)
Table 9.21: EFFMMER ZHFFIRMIR 4B IR
N

HEX 27353 hexadecimal B FRHER&I , 2% radix £ 16, OCTAL & /\BHIHL octal F 4RI , &
¥ radix £ 8. ASCIl BEES B #MArAERAL American Standard Code for Information Interchange RS
BPIE % BEESCA{ES, EBCDIC ¥ 8 Z3tHI4meL 13t H|3s #289 Extended Binary Coded Decimal Interchange
Code WE YT , 1£ IBM KB, IERSE L{F .

9.8.2 RIEFEHRLSRIESH

BTATUERAEBHENER FEEX M.

RHEE ATE AN | ER
mtools V7, 1:52 400 N MSDOS XHFLE
hfsutils V:0.2,1.2.7 | 178 REZRLFLM HFES A HFS+ XXBFLE

Table 9.22: NHERMERIRIES AR 1HBS 3R



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
https://manpages.debian.org/unstable/od(1)
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon-graph.php?packages=bsdmainutils
https://tracker.debian.org/pkg/bsdmainutils
https://manpages.debian.org/unstable/hd(1)
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon-graph.php?packages=hexedit
https://tracker.debian.org/pkg/hexedit
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon-graph.php?packages=bless
https://tracker.debian.org/pkg/bless
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon-graph.php?packages=okteta
https://tracker.debian.org/pkg/okteta
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon-graph.php?packages=ncurses-hexedit
https://tracker.debian.org/pkg/ncurses-hexedit
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon-graph.php?packages=beav
http://qa.debian.org/popcon-graph.php?packages=beav
https://tracker.debian.org/pkg/beav
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon-graph.php?packages=mtools
https://tracker.debian.org/pkg/mtools
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon-graph.php?packages=hfsutils
https://tracker.debian.org/pkg/hfsutils
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9.8.3 FIELHK

Linux PIAZBTR (ERK) RAID R4+ REER AL S RSB AR TUAR SIS 7K T AT SE
BEN AR PRI TTARRSI S K FFE S TR,

2RIz R FoN T3

par2 VO, 15 | 207 | AERREEERE  ATRENBEE
dvdisaster V:0.1,1:11.2 1422 CD/DVD E{EBEEI XA Z R {RTF

dvbackup oo 413 | {3 MiniDV EEREGHLAEH TR (24t rsbep(l)

Table 9.23: B XX HARMEIBE AR LAY

9.8.4 HHRXMHKEFSHI AT
BRTHIES RIS M AT A,

KRR AT AN | A
testdisk V2, 1:25 2276 | HXFEEFMERENLSRRERF
= < S = s S Y = ST L 3= A
magicrescue V0.2, 1:11.7 | 257 ﬁg%ﬁg%& magic FTRREXAHNILHR (¥FE : 75 man file
scalpel V:0.2,1:21 | 89 S, = ERERISEFEER
myrescue V:0.2,1:119 |81 TR B3I & O FIR
extundelete V0.5, 1:7.4 | 152 | REMG ext3/4 X HZAS ERXXHRSARERF
ext4magic V:0.2,1:34 | 235 | WEMFR ext3/4 XIHF A ERX RS FTEF
ext3grep V:0.2,1:1.8 | 299 FPENKE ext3 XX AS: LIRS I

scrounge-ntfs V:0.2, 1115 |49 NTFS XH AR BIRK 2

gzrt Y004%3 34 gzip kETEHE

sleuthkit V2, 1:24 1119 | WA LA (Sleuthkit)

autopsy V:0.2,1:1.1 | 1026 | SleuthKit & FE

foremost V:0.3,1:3.9 | 100 Wk EBIRENZ RTAEF

guymager Y007152 1049 | ETF QtighiE®B LA

dcfldd V:0.3, 1:2.6 113 EERRE dd , B2 EifiEe

Table 9.24: ¥ESUHIR ST T B3R

R

1£ e2fsprogs BREBEH debugfs(8) ©54 , FAHAHGLSEN 1list_deleted_inodes 1 undel 354 , {REEME
KR ext2 SRS _EMIBRAISCEE.

9.8.5 BRI MZ AN
Y— N XHERRNMARER BRI R , R ARG ZBTFIEE NEIAZ N/ INT 2000MiB /N4, FERFHEX L/
XA FFAVIAISCE,

$ split -b 2000m large_file
$ cat x* >large_file



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon-graph.php?packages=par2
https://tracker.debian.org/pkg/par2
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon-graph.php?packages=dvdisaster
https://tracker.debian.org/pkg/dvdisaster
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
http://qa.debian.org/popcon-graph.php?packages=dvbackup
https://tracker.debian.org/pkg/dvbackup
https://manpages.debian.org/unstable/rsbep(1)
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon-graph.php?packages=testdisk
https://tracker.debian.org/pkg/testdisk
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon-graph.php?packages=magicrescue
https://tracker.debian.org/pkg/magicrescue
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon-graph.php?packages=scalpel
https://tracker.debian.org/pkg/scalpel
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon-graph.php?packages=myrescue
https://tracker.debian.org/pkg/myrescue
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon-graph.php?packages=extundelete
https://tracker.debian.org/pkg/extundelete
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon-graph.php?packages=ext4magic
https://tracker.debian.org/pkg/ext4magic
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon-graph.php?packages=ext3grep
https://tracker.debian.org/pkg/ext3grep
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon-graph.php?packages=scrounge-ntfs
https://tracker.debian.org/pkg/scrounge-ntfs
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
https://tracker.debian.org/pkg/gzrt
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
https://tracker.debian.org/pkg/sleuthkit
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
https://tracker.debian.org/pkg/autopsy
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
https://tracker.debian.org/pkg/foremost
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
https://tracker.debian.org/pkg/guymager
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
https://tracker.debian.org/pkg/dcfldd
https://manpages.debian.org/unstable/debugfs(8)

Debian &%} 175/ 247

NN
AT BIEX AR, ERHRITE AL X" FFRM3 .

9.8.6 FTXNHARA

AT EREMREXHFZERARINE , ABA rm(1) fEMEHA RN |, RAXA AT RETE
S PITHRIAEEERER. DUTRIARIAANBRIESTT A,

$ :>file_to_be_cleared

9.8.7 FFH

TEK SR BET IR E I

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

PR R34,
s "5kb.file” 2 5KB & THIE.
e "7mb.file” B 7MB EHIEUIE.

- vzero. file” R 0 PSS, MAKATHLMIIA WL ntine SUEH , MEHHENKE
(RIAAE.

« "alwayszero.file” —ER— 0 FNXH. WRXNXHFZHIFE , NEMK mtime SEFEH , MENNBTLH
SEFE
BE.

9.8.8 H[REHIFH
B IER RS ERRS F AN ES FEE | bhany | 727/dev/sda” £y USB £,

/J\It,\
: EPITXRERGSZET , REAZA mount(8) d54kEF USB & 3R E. "/dev/sda” FEA KR % T BE
ERBEANALGH SCSI I E serial-ATA I8,

MTFATREBIHIER 0 A T REMRIE R LA EIEN.
# dd if=/dev/zero of=/dev/sda

T2 AR IR E B A AR TR 2R,

# dd if=/dev/urandom of=/dev/sda

T B AR EE N SRS BRR AT A TR,

# shred -v -n 1 /dev/sda

1R B T A{FE A badblocks(8) ink -t random &I,

R dd(1) 54 FEF £ T 5| S Linux CDs (f5l20 Debian Z3E5¢#%) i shell 55 FHBE TN |, FREEBIEE S RLE
FIER E , #l20°/dev/sda’, "/dev/sda” FFERE LIETEGG SR TLBHRELRERNAL.



https://manpages.debian.org/unstable/rm(1)
https://zh.wikipedia.org/wiki/USB_flash_drive
https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/USB_flash_drive
https://manpages.debian.org/unstable/badblocks(8)
https://manpages.debian.org/unstable/dd(1)
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9.8.9 ERIER _ERFRFRAMXIE

& (5 USB &) ERERMEIE , 6140/ dev/sdb 1" AJBETIA B E T HIRER KSR , FAMMIIAS AZMERT N

ARG , XU BT EERIER.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to “junk': No space left on device
# sync

# umount /dev/sdb1l

T
@ SR USB & KUERDARSIT | BOARTE, ARH DEBRTHRAEIIREET

BHEXMRGT.

&
B

b
E

(&

CA

B

9.8.10 KR ELMIRETNABITITHH

BB AR/ INOIIRR T A3, REXAN AR —ENBRFIER (XES) , ENSUHE RN,

=TI

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]'

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar
$ rm bar

$ 1ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

YBHRRIKT Lsof MAEBMEIR , FERSI—PMIHHITI T a4,

$ ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 BT ITHEHHE
HEREHERSHE , BEBIER 1s - 11" RA.



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

"baz” M"foo” REEEICA"2" (>1) , TR HER. EA1K inode SHBR"2738404". X FIREAZ FIFF IR HER
X, MRAEAAEBANTTAIE LS |, ARTRUBIT inode S3REHKE . bhanit, IR FTEMARETK"2738404" ,

# find /path/to/mount/point -xdev -inum 2738404

9.8.12 U] WALz A EEE

BT lbR G | DRV TR, REMAITBEBH LT EA du(l) FrEN. XL MIBRMSTEFFRMBAIR
KN, ATUBE FERKA RS,

# 1lsof -s -X / |grep deleted

9.9 MUEMEIRR

1R MR IE)AREK) PC IEILT |, 1R AERRT LURR B3R 1S root AUR |, ila) 4R PC _LAFTE XX (L 4.6.4 7).
XEREEREBARGALN PC WM &R IHABERIEERAMBUREIER T2, BWIREE R MR ARSI,
R%E GNU FEFLTIR (W5 10.3 ) A AN SCAREHTINE |, BERE LA FimrIIE.

Dm-crypt 833 JRAEF Linux PIAZERSR | £ device-mapper , FITRIIA FIR(ESSELA B sh BRI E .

BT TTE KN AR

cryptsetup V:34,1:78 465 AT INRRRE ZRSKAFERF (dm-crypt/ 3LUKS)

cryptmount V1.9, 124 | 236 ?FH:HJU%E‘W%&%EEFIE% I RS ARER (
m-crypt / LUKS)

fscrypt V0.4, 1.0 [ 6545 | Linux XHFAREZME LA (fscrypt)

Libpam-fscrypt ?/003?;38 6594 | Linux XHFARSEINE PAM 23R (fscrypt)

Table 9.25: ¥uEME L A% %

/J\It,\
PARINRSTHFE CPU MBEFRIR , IR EMFERLEL , MENBIESTRITIEE., EAUEHFEE,

EE
83T debian-installer (lenny B HTHR) , A Debian RZTREB I T EE|— M NBRHE L |, {F8 dm-crypt/LUKS
F0 initramfs.

R
BHSR%E 10.3 THATRMNESIHAER : GNU Privacy Guard,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://manpages.debian.org/unstable/du(1)
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
https://tracker.debian.org/pkg/cryptmount
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
https://tracker.debian.org/pkg/fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
https://tracker.debian.org/pkg/libpam-fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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9.9.1 {FF dm-crypt/ILUKS AN+ EhhiEsE

ZRTAR dm-crypt/LUKS MNE KRB ER B & LR , G1a0HEER7E"/dev/sdx” LK USB #. RAFIRIAN T LR
[IESE Y = N

# fdisk /dev/sdx

.. llnll llpll Illll l|returnll llreturnll IIWH
# cryptsetup luksFormat /dev/sdx1
# cryptsetup open /dev/sdx1l secret

# 1ls -1 /dev/mapper/

total 0
crw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

KR, ERMTIESE WEIREEIE FMER udisks2 B4Ea, |, 3FHF)"/media/username/disk_label” , RN
HESLERKBAERE (205 10.1.7 7). FEANESEAKSBUEESEMER ., BELETUENMERARLL (SE
10.3.6 ).

YRET B E AR HMAR NSRS |, Al mkfs . ext4 /dev/mapper/sdx1” IBEMA WA extd, NRIE
A btrfs , MFELRI udisks2-btrfs IKEFAE., STXLHRE , TEFEARCEHFRTEBFIAR.

9.9.2 {#F dm-crypt/ILUKS B

ZEANFIF , A dm-crypt/LUKS 7£”/dev/sdc5” I RN &GS AT DARAZN T HREFEZRE"/mnt” :

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive '/dev/ninja-vg/root' [13.52 GiB] inherit
inactive '/dev/ninja-vg/swap_1' [640.00 MiB] inherit
ACTIVE '/dev/goofy/root' [180.00 GiB] inherit
ACTIVE '/dev/goofy/swap' [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 %

X+ FHFIGEH , Debian (& A AHERD RAERUM) Linux PAZ.
IRIRIEFEFRRE AR |, IRAJRER FERBIRIFNZ.

9.10.1 RNiZS¥

W% Linux FFERTRUR T ENAR , BENZSHCRECE.

« NIZ5¥0E T bootloader ¥iAW, (305 3.1.2 )



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Linux_kernel
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« XTI sysfs VilRIKNZSER , FEE1THTIE syscl(8) B3 (B A% 1.2.12 7y)
« H—MERYIMER , BT modprobe(8) ZHCKRERRSH. (BAE 9.7.3 )

#l*75 W, The Linux kernel user’s and administrator’s guide » The kernel’'s command-line parameters” ,

9.10.2 Nz

RN EBREFMENATERNZIIG , MRFEHRFERENREEF , EELSTHYWFFPE. 1£ Debian R
g b, TEFEFMEKB libce-dev KA (B glibec FEAMBAHE) 124, T”/usr/include/linux”
#/usr/include/asm” Bk,

EE

N FmZFEF—ERNKMEXKBER, Pbanil NS 3R

mounter f§ & ST 1 (daemon) #E F (amd), R LM B A M M
NNk

M”-I/usr/src/linux-particular-version/include/”, EHR

ﬁﬁ“;ﬁﬁl%@*]

9.10.3 ZmiFPNAZANAR AB R

Debian H'E BT AR EmFNZMAE R,
wHER TR KN | B

build-essential | V:16, I:510 17 B3 Debian &A1 T AMARIER4EEL: make, gec, -

bzip2 V:157,1:972 | 113 bz2 X EAEMEEDE LA

libncurses5-dev | 1:35 6 ncurses FF& & FEFISCAY

git V:407, 1:622 | 50972 | git : Linux RIZERR S HRAFITH RS
fakeroot V:31, ;512 225 7 root A PRIETHRIEE—TIER root 3FiE
initramfs-tools | V:477,1:988 | 49 A initramfs T A (Debian F35)

HERNLIEIRZFF dynamic kernel module support (DKMS) (&
)

module-assistant| Vi1, 1:13 395 HHEREBSAEEBRFBEI T A (Debian #153)

dkms V:80, 1:146 235

devscripts V5, 1:32 2766 | Debian RHBEFERNTERZA (Debian F30)

Table 9.26: Debian AN IRIF EELTRNFTERHEAT R

MRRIES 3.1.2 TEH initrd, E—E & initramfs-tools(8), update-initramfs(8), mkinitramfs(8) #1 initramfs.conf(5)
BHRHEXER.

%AIH:

Z‘j‘:f‘mé Linux PNAZIBAREET | S ARERE M /usr/include/ linux” #1”/usr/include/asm” EjE{LEG
B (bkan : "/usr/src/ llnux ") BERHN SR, (—EE RSO DGR



https://manpages.debian.org/unstable/sysctl(8)
https://manpages.debian.org/unstable/modprobe(8)
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
https://tracker.debian.org/pkg/build-essential
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
https://tracker.debian.org/pkg/libncurses5-dev
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
https://tracker.debian.org/pkg/fakeroot
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
https://tracker.debian.org/pkg/initramfs-tools
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
https://tracker.debian.org/pkg/dkms
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
https://tracker.debian.org/pkg/module-assistant
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
https://tracker.debian.org/pkg/devscripts
https://manpages.debian.org/unstable/initramfs-tools(8)
https://manpages.debian.org/unstable/update-initramfs(8)
https://manpages.debian.org/unstable/mkinitramfs(8)
https://manpages.debian.org/unstable/initramfs.conf(5)
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EE

W #f Debian stable R B4RFZF M Linux NAZES, ATREEE{$ Ff — L A Debian unstable fRE [\ 51
(backported) BT AT HThRAS,

module-assistant(8) (BB m-a) A, , A—PHZ M EHRNZ , BESRMENRIEIIREA,
dynamic kernel module support (DKMS) ZhERZAERZF:F B — NS ANIMIIAES |, T RRAFLNK
?j{%ﬁ%&&i&iﬁ’l‘ﬂ*%ﬂﬁ’%ﬁTﬁé&o XA AT AP AR IS SMER AR, X IRFHERNZET |, YR
IFEHRATISIEE R,

9.10.4 JRENAZIEALRY : Debian NAZEANHESE

MR IR FE M NAZ — )R |, (R S{ERRTER K deb-pkg” X5,

sudo apt-get build-dep linux

cd /usr/src

wget https://mirrors.edge.kernel.org/pub/linux/kernel/v6.x/1linux-version.tar.xz
tar --xz -xvf linux-version.tar.xz

cd linux-version

cp /boot/config-version .config

make menuconfig

B BH B BLH LB PR

make deb-pkg

&

EF VI
linux-source-version #{&B{E A" /usr/src/linux-version. tar .bz2” 245 Debian #NT B Linux NAZIEFL
B,

M Debian PNAZIFEAREABIRFRT E R _3tHa , /RN Y4{F A debian/rules.gen” 2f"binary-arch_architectur
&,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

%

UHHEES N :

i
\

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel
 Debian Linux N#%F# : https://kernel-handbook.debian.net

9.10.5 fF{4FIKENFNE 14

RN ZIZITEE RS EE CPU LR, KN BEHRISIMAER BHEKY , S8BT IEM Debian RZEX
HAE | FAE main X,
« GPU Ikzh

- Intel GPU IKzf] (main)

— AMDJ/ATI GPU 383} (main) F/

- NVIDIA GPU IEz) (nouveau IXZhAFE main , BB/ R IFM 355830 , 307E non-free.)



https://manpages.debian.org/unstable/module-assistant(8)
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
https://wiki.debian.org/KernelFAQ
https://wiki.debian.org/DebianKernel
https://kernel-team.pages.debian.net/kernel-handbook/
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
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Bl INEALERAE B dr ASeix & LA AREZEIE (Pbaikt , CPU microcode, GPU iz{THIEZXESEK FPGA / CPLD
HiR-) MOBEGAZEABERAFHE , BERZEFMEBHRTAEIFRFRABNENE , —HHAZEABHEK
. TRXLEHEIRR LFN |, SHRE A REREET.

- BEFEIRRAR , SRR B IR E SRS ERTUE.

— firmware-linux-free (main)

- firmware-linux-nonfree (non-free-firmware)
- firmware-linux-* (non-free-firmware)

- *firmware (non-free-firmware)

- intel-microcode (non-free-firmware)

— amd64-microcode (non-free-firmware)

- B EFRFRGE , EHNEB IR EIES R F S EOEUE.

- fwupd (main) : M Linux Vendor Firmware Service FEEH4HEERE G E G54 FPHFE (daemon),

- gnome-firmware (main): fwupd ) GTK Hiim

- plasma-discover-backend-fwupd (main): fwupd g Qt Rij¥ig
VEEE , M Debian 12 Bookworm 48 , AFERBEE AREN REMIZEMN non-free-firmware KR
TTERNLTEAL . non-free-firmware XIBESE 2.1.5 TEEEA,

IFEEZR , fwupd M Linux Vendor Firmware Service T8 E ¥R FH MBEIIEFEIZ1TH Linux NAZ , TBER
non-free,

9.11 REIMLARSE

B EREURG , A REER NS LRFNETZ MRS,

ET N
%I, Debian wiki K ZAZEIAMY,.

9.11.1 BRIz T A

BB AER TAF A,

o STA BT AR | ELANIEIT games-emulator TLEREEZ R KR,

o K¥EF4y CPU ZHIMEIN , IN_E—2LE 1/O &&HEIU , bhan QEMU

« KBB4 CPU ERIEEIUM, , N _E—LL 1/O &Z-AIFEHL , bbaN Kernel-based Virtual Machine (KVM)

o RERBHIRINA R EIMY , I_ENAZZRESTHE |, bban LXC (Linux Containers), Docker, systemd-nspawn(1), ...
o BIERGURIOHE RGO, , N AR 2 LRGSR |, bban chroot

o BAERGRIOSER G R, , I LA ERIR LRG|, bban fakeroot

« ARG AP REHIES | Pb2N Wine

o RRRAREIME , I EERPITIERFNEI T EZK |, bhan Python # virtualenv 1 venv
BEEIMERSE 475 T, % 7.7 TRRmEA.

XEH R B ARG A,

& WAFLEF Comparison of platform virtual machines KSR EF & REIMLARIR A RVEALLREE.



https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://manpages.debian.org/unstable/systemd-nspawn(1)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine_(software)
https://virtualenv.pypa.io/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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EXERE TE XN | ER

coreutils Yl%%)lo 17994 | GNU #z [>T EAE chroot(8)

util-Llinux ?_/:1%10% 4658 | HAASLT AAA unshare(8)

systemd-containefV:73, .76 2726 | systemd container/nspawn TR/ 7& systemd-nspawn(l)

schroot V:7.2,1:9.1 2222 | f& chroot FHfT Debian —FFEHREFF T HE

sbuild V:3.4,1:6.8 | 155 M Debian jEREF47E Debian _ FHBRTE

debootstrap V:4, [:45 331 BE—NEZEXH Debian £%5; (F sh BEX)

mmdebstrap V38, 1112 574 F&3E— Debian A% ( Perl EX)

cdebootstrap V:0.1,1:11.3 | 114 7&3E— Debian ZA%; (A C /)

cloud-image-utilsV:1, I:14 52 ~EGEIRTE

cloud-guest-utilsV:5, 1:23 67 =R PYLT AR

virt-manager Vi1, 1:47 2310 | EFW B A TSR W EmN

libvirt-clients | V:48,1:70 1164 | libvirt BEFEFF

docker.io V:49, I:51 81426 | docker: Linux Azsiz{THf

podman V:32, 1:35 84895 | podman : #£ Pods BEHEz17E T OCI Besi5[ &

podman-docker V:2.7,1:3.3 | 270 7£ Pods BEiz{7ET OCl RasH5] % -- docker HZEgS

incus V:0.8,129 | 23 Incus : A R astl B ETE 2

games-emulator | 1:0.18 21 games-emulator: Debian E]jFX iR Azx

bochs YOOG%S 8180 | Bochs: IA-32 PC {7 E 2§

gemu-system [:20 63 QEMU: £INREAR G IEIN — 5t

gemu-user V:5.3,1:9.2 | 468791 QEMU: F FHE=CEIFEIA 5

gemu-utils V:11, 11110 12189 | QEMU: TE&

gemu-system-x86 | V:50, 1:93 68064 | KVM: x86 T {4+ _ B T BN ML A2 Bl

virtualbox V:2.8,1:3.4 | 150603 VirtualBox:i386 #ll amd64 _E x86 M EfANARR TR

gnome-boxes V:1.1,1:6.2 | 7045 | Boxes : T AR BT ARG E £ GNOME N FFERF

xen-tools V:0.1,1:11.5 | 719 FT&3 debian XEN BFIRS AL E

wine V:12, 154 204 | Wine: Windows I FifE Famfeie S (AnEETF)
o DOSBox: & Tandy/Herc/CGA/IEGANNGA/SVGA Bk, Bl

dosbox V1, 1:12 2697 DOS ] x86 HIHE

1xc V:10, 112 1628 | Linux 8zsFFELE

python3-venv V:8, 1:149 6 venv B2 EFUR python 35 (ARG FE)

python3-virtualehv:6, 1:38 374 virtualenv SR K EFU python FR3%E

pipx V7,148 4412 | pipx 1Ehm B R Lk python N FIFEF

Table 9.27: BT A%IR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
https://manpages.debian.org/unstable/chroot(8)
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
https://manpages.debian.org/unstable/unshare(8)
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
https://tracker.debian.org/pkg/systemd-container
https://manpages.debian.org/unstable/systemd-nspawn(1)
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
https://tracker.debian.org/pkg/schroot
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
https://tracker.debian.org/pkg/sbuild
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
https://tracker.debian.org/pkg/debootstrap
http://packages.debian.org/sid/mmdebstrap
http://qa.debian.org/popcon-graph.php?packages=mmdebstrap
https://tracker.debian.org/pkg/mmdebstrap
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
https://tracker.debian.org/pkg/cdebootstrap
http://packages.debian.org/sid/cloud-image-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-image-utils
https://tracker.debian.org/pkg/cloud-image-utils
http://packages.debian.org/sid/cloud-guest-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-guest-utils
https://tracker.debian.org/pkg/cloud-guest-utils
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
https://tracker.debian.org/pkg/virt-manager
https://zh.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
https://tracker.debian.org/pkg/libvirt-clients
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/docker.io
http://qa.debian.org/popcon-graph.php?packages=docker.io
https://tracker.debian.org/pkg/docker.io
https://zh.wikipedia.org/wiki/Docker_(software)
http://packages.debian.org/sid/podman
http://qa.debian.org/popcon-graph.php?packages=podman
https://tracker.debian.org/pkg/podman
https://podman.io/
http://packages.debian.org/sid/podman-docker
http://qa.debian.org/popcon-graph.php?packages=podman-docker
https://tracker.debian.org/pkg/podman-docker
http://packages.debian.org/sid/incus
http://qa.debian.org/popcon-graph.php?packages=incus
https://tracker.debian.org/pkg/incus
https://wiki.debian.org/Incus
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
https://tracker.debian.org/pkg/games-emulator
https://packages.debian.org/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
https://tracker.debian.org/pkg/bochs
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
https://tracker.debian.org/pkg/qemu-system
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
https://tracker.debian.org/pkg/qemu-user
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
https://tracker.debian.org/pkg/qemu-utils
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
https://tracker.debian.org/pkg/qemu-system-x86
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
https://tracker.debian.org/pkg/virtualbox
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/gnome-boxes
http://qa.debian.org/popcon-graph.php?packages=gnome-boxes
https://tracker.debian.org/pkg/gnome-boxes
https://wiki.gnome.org/Apps/Boxes
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
https://tracker.debian.org/pkg/xen-tools
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
https://tracker.debian.org/pkg/wine
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
https://tracker.debian.org/pkg/dosbox
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
https://tracker.debian.org/pkg/lxc
https://zh.wikipedia.org/wiki/LXC
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
https://tracker.debian.org/pkg/python3-venv
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
https://tracker.debian.org/pkg/python3-virtualenv
https://virtualenv.pypa.io/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
https://tracker.debian.org/pkg/pipx
https://pipx.pypa.io/
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9.11.2 EIKLIER

Sy =z
=

BM lenny ZJ5 , BXIAR Debian PAZFHLE I KVM K],

AR BRI TR B AT LA SR,

< EEAARL (B R RE).
- BN U@L "mkdir -p /path/to/chroot” i,
- FURRIHE G AHREB A dd(1) g1 (B 5% 9.7.1 T 9.7.5 7).
- gemu-img(1) BEREBIEFNFE 4 QEMU IFFARERE IR S5
- FAmAEAN VMDK S48, BB VRN EHAL T R ridE g =K.
* £ mount(8) HEBMM MG R4 REE (F[E).

- XTFIAHEERG 4, IEEEARMRRE BORF ST REHER. (3% 9.7.3 ).

- X T QEMU THFAIBF MR, IEEA1EA network block device IERIZEHERR (B RE 9.11.3 ).
s EENRXHARSE LEETERNRELUE.

- {#F] debootstrap #1 cdebootstrap Z ZEHFEFRINENIMIEXMIFE (05 9.11.4 7).

- ELTNRERGAEIN TEARIERREREES.
s ERIUHINE FEITT—MEF.

- chroot R EARRKEBIAUWIAE, B BREEEEMIFFEF, B1TIEH AN A, 1217 /5 & T F2F daemon.

- QEMU RHEF S CPU A&

- QEMU #l1 KVM J@iZ hardware-assisted virtualization ¢ {4 B AL SRIR £ ThBE RZTHIAETN.

- VirtualBox AJPAfE i386 1 amd64 _t, {# Al &~ {FF hardware-assisted virtualization f {4 BN A IR 4
INRE RGBT

9.11.3 HEFEIUHE RGOS

ST IR RGO, 2058 9.7 .

X T HE AR BRG S, RBeM F{E A network block device P48 3RX % WMXEK gemu-nbd(8) Sk i1, 1k
FIRNAZAERR nbd SEHEZTE].

gemu-nbd(8) X #F QEMU AT 3 & = raw, qcow2, gcow, vmdk, vdi, bochs, cow (user-mode Linux copy-on-

write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1EH &%

/W\iﬁiﬂ%i&% Befg AR AR & —HINARIHESX (B HE 9.7.3 ). ReeBix TERMNARIER disk. img” RE—
X,

# modprobe nbd max_part=16

# qgemu-nbd -v -c /dev/nbd0 disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

N
YREJRA%G gemu-nbd(8) {EA”-P 1" @k F i "disk . img” KE—P X,



https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://manpages.debian.org/unstable/dd(1)
https://manpages.debian.org/unstable/qemu-img(1)
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://manpages.debian.org/unstable/mount(8)
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://manpages.debian.org/unstable/qemu-nbd(8)
https://manpages.debian.org/unstable/qemu-nbd(8)
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://manpages.debian.org/unstable/qemu-nbd(8)
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9.11.4 Chroot &%

WRARE B NIl & 2=l — N FTH Debian P15 |, FRHEFFR(ER chroot., X{E{REEBIZIT unstable F testing
Rzt e AfEF , FeBEFERIMEXKNE , FALR WEEF‘ chroot(8) BHERMIFTIE.

7Ny
TEE‘]&U%{B’(&*E/&/ \r)L:iFD chroot ? \er%B ;*ﬁﬂﬂ‘] amd64 CPU J *]

BRIREEEF L{F A debootstrap(1) k43— chroot(8) P57 , XESKIREMK TE,

sbuild £ 4FE W IRA LM E—4 Debian 344 , £/ schroot FKEAEAEIK chroot 3535E. EMHFBENEA sbuild-
createchroot(l) —#2., LEFKAPRNTARKARIZITE |, KFLEREHTLEN.

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{REETFEE debootstrap(8) EAN{A7E"/srv/chroot/unstable-amd64-sbuild” TEFE unstable HIEM ALK
B, BT— 1 &/ \IME RS,

YRATA{E A schroot(1) EEFEX /NS,

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

RATIABRE|—ME1TTE unstable MR AL shell 2T BIEM.

HE
/usr/sbln/pollcy rc.d” XHEREM 101 B, (AL Debian R LES BN R ATIFRERF. £
I"/usr/share/doc/init-system-helpers/README.policy-rc.d.gz",

EE

—7E chroot TRIFER , EEAIbL_FERIEZRS:_FAY sbuild-createchroot BERBIZ AT SMAEZ X
{EABEMBIEST. I , "/sys’, "/etc/passwd’, "/etc/group’,"/var/run/utmp’, "/var/log/wtmp’ %2, {h
WEE(E A bind-mounted F# 1.

ETZIN
sbuild #HEHRBNEI—A chroot RELRME—MK4E, , 1E chroot N{EM schroot {EAEMKFIG. EE—
MEEMEAKF (build-dependencies) HIRABERLE. L {=E5 M, sbuild at Debian wiki F17£"Guide for Debian

Maintainers” H1{K] sbuild BoEFEB .

£
systemd-nspawn(1) @54 chroot MUK A ERENEIT— 1M %4, ABRERBDHANNIRERSZ. EER
X, RAEFERGETEXRTE B HREN, HREEER. ENEL. 88 , FEMEHAPRIEE.

systemd-nspawn,



https://zh.wikipedia.org/wiki/Chroot
https://manpages.debian.org/unstable/chroot(8)
https://manpages.debian.org/unstable/debootstrap(1)
https://manpages.debian.org/unstable/chroot(8)
https://packages.debian.org/search?keywords=sbuild
https://packages.debian.org/search?keywords=schroot
https://manpages.debian.org/unstable/sbuild-createchroot(1)
https://manpages.debian.org/unstable/sbuild-createchroot(1)
https://manpages.debian.org/unstable/debootstrap(8)
https://manpages.debian.org/unstable/schroot(1)
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://manpages.debian.org/unstable/systemd-nspawn(1)
https://wiki.debian.org/nspawn
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9.11.5 ZEMMAL

WMRFFHEZAE—IRERGN— D HH GUI KR IR , FHEFFAE Debian FaERASE LEH QEMU 5 KVM |, iX
LN B EBA T 2HETE REAL. XRLREITAMRENA , 1% Debian REERAARR LA S
ENA , FRIFESZARNEE S LXK , FEATEER.

R ofaghy) QEMU TARIEEEN , YEMNALSIHIF KVM Kz , EiERE RN,

EIMWLIETEZS , HFRA virt-manager , BEE—/MEFKEIE KVM BIULK GUI (BEAF-RE) TH , AR
libvirt,

RTENAE, sEBAE— T LATF QEMU 5% Debian AL BN & virtdisk. gcow2” , X4
Debian &Z:{#F FH debian &3E25: /)N CD &3,

$ wget https://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.gcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

RN
EEIMEL TIE1T Ubuntu F1 Fedora 2 25T GNU/Linux Z1TAR , B — AN RS HEERITMNA R, Bt
HIRVERG A ATIATEX A GNU/Linux MY T 1RIFHNELT.

1£ Debian wiki: SystemVirtualization £&$ 375,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virt-manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
https://www.ubuntu.com/
https://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
https://wiki.debian.org/SystemVirtualization
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Chapter 10

WiREHE

LR 2 X T4 Debian ZA&%c BB — SRS A% RN TR R A XIRR.

10.1 H=Z , #EIIMFAS

T
@ B EER | RIS TS IR GRS | SRR MRS R, A flock(L) By
S#HE VI AT SR,

RN RENENZELXZF W T LAST@E.

o« FERYSCHFRIEEL

« ITREAFAEIR)

« Bl

« IREREBUR R

« RIEPIELE

o FFLEREIRANW A1)
« KIMAREENRTHER
xeenT UE I A TR &SRS,
o FREAMEG TR

- SRFESIA

« WEHERSE

« BENTFAEIEN

* 2 shell

« INERR

« IRAAEHIRGTA

s BHEEIEMME LR



https://zh.wikipedia.org/wiki/Race_condition
https://manpages.debian.org/unstable/flock(1)
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 FAEMEHSTAE

PRS2 Debian Z%¢ kR ARSI E 48 T B AOTRYE.

KB mATE NAE R RS R
tar |V190%70 3085 | .tar tar(1) PRAERERTE (BHA)
. V:354, : . Unix System V XA&HESR . 5§
cpio 1-999 1201 .cpio cpio(1) find(1) — #24%
binutils o 1119 | .ar ar(1) AR AR T A
fastjar V:0.9,1:9.5 | 182 .jar fastjar(1) Java HETE (2l zip)
pax V:5.4,1:95 | 167 | .pax pax(1) M POSIX IALR , A+ tar Al
cpio Z|H)
. V:904, gzip(1), .
gzip 1000 256 .9z zcat(1), - GNU LZ77 E48 TR (BA)
_ . Burrows-Wheeler block-sorting [+%g
bzip2 I\_/él7527’ 13 | .bz2 E;'Cpaztgg’ | TRHE gzip(l) ESMEEE (R
' ’ gzip & %ﬂ‘ﬁf%‘]iﬁ%ﬁégﬂﬁfﬁbt@@)
. LZMA E4 T ARFELL gzip(l) B5
1zma V:1, 1110 349 . lzma Ilzma(l) EGER ()
V204 xz(1), XZ EGE LRAABETLL bzip2(1) Ea
xz-utils 1080 1520 | .xz xzdec(1), E4E (E45E B8 T gzip BRLL
: bzip2 tR; LZMA E48 T AMEARG)
V322 zstd(1),
zstd 1810 2309 | .zstd zstdcat(l), | Zstandard HREICIRE4E LA
- . 7zr(1), BEEaEBER 7-zip XHFEEE
p7zip V.6, 1:187 8 .7z p7zip(1) (LZMA E42)
, . 72(1), BEEaEARZR 7-Zip RN
p7zip-full V:16, 11212 | 12 .7z 7za(1) (LZMA E4EFIEAD)
LZO L EFELE 9zip(1) Eai
1zop V:12, 1:132 | 164 .1zo Izop(1) EUaFnfg E4a R (BR gzip BEM
IUEREIRB E4EZR L E 1K)
zip V47,1358 | 627 | .zip zip(1) InfoZip : DOS ARSI E LR
unzip |V7]f78 387 .zip unzip(1) InfoZIP : DOS fi##4zs i E4s LA

Table 10.1: FF#4F0 E45 T A%13%

O

4

=i
=

MRAERMER S REMTA , BURERESTAPE 8., EAEK tar(l) M1TA,

._»

* gzipped tar(1) BB TY RER". tgz" B#E". tar.gz” K.

» xz-compressed tar(1) Q4B TY REE". txz" 3FE”. tar .. xz” B3,

« FOSS T A , #Iz0 tar(1) , FHEREREFIESLIRIN T FIRKIHR: gzip - bzip2 - xz

* cp(1),scp(l) M tar(1) TARTREFAERT —EA4FIRMI . cpio(l) TEMERTTEEZR K.

« cpio(l) B#iEitAS find(l) MHEGS—EER , EaTUREMHANZR , Bt , AR HERIRS6E
RO,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://qa.debian.org/popcon-graph.php?packages=tar
https://tracker.debian.org/pkg/tar
https://manpages.debian.org/unstable/tar(1)
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
https://tracker.debian.org/pkg/cpio
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/find(1)
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
https://tracker.debian.org/pkg/binutils
https://manpages.debian.org/unstable/ar(1)
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
https://tracker.debian.org/pkg/fastjar
https://manpages.debian.org/unstable/fastjar(1)
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
https://tracker.debian.org/pkg/pax
https://manpages.debian.org/unstable/pax(1)
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
https://tracker.debian.org/pkg/gzip
https://manpages.debian.org/unstable/gzip(1)
https://manpages.debian.org/unstable/zcat(1)
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
https://manpages.debian.org/unstable/bzip2(1)
https://manpages.debian.org/unstable/bzcat(1)
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
https://manpages.debian.org/unstable/gzip(1)
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
https://tracker.debian.org/pkg/lzma
https://manpages.debian.org/unstable/lzma(1)
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
https://manpages.debian.org/unstable/gzip(1)
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
https://tracker.debian.org/pkg/xz-utils
https://manpages.debian.org/unstable/xz(1)
https://manpages.debian.org/unstable/xzdec(1)
https://zh.wikipedia.org/wiki/Xz
https://manpages.debian.org/unstable/bzip2(1)
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
https://tracker.debian.org/pkg/zstd
https://manpages.debian.org/unstable/zstd(1)
https://manpages.debian.org/unstable/zstdcat(1)
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
https://tracker.debian.org/pkg/p7zip
https://manpages.debian.org/unstable/7zr(1)
https://manpages.debian.org/unstable/p7zip(1)
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
https://tracker.debian.org/pkg/p7zip-full
https://manpages.debian.org/unstable/7z(1)
https://manpages.debian.org/unstable/7za(1)
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
https://tracker.debian.org/pkg/lzop
https://manpages.debian.org/unstable/lzop(1)
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
https://manpages.debian.org/unstable/gzip(1)
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
https://tracker.debian.org/pkg/zip
https://manpages.debian.org/unstable/zip(1)
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
https://tracker.debian.org/pkg/unzip
https://manpages.debian.org/unstable/unzip(1)
https://zh.wikipedia.org/wiki/Info-ZIP
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/tar(1)
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cp(1)
https://manpages.debian.org/unstable/scp(1)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/find(1)
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« Libreoffice #3ESCHFHINERLEMRZ". jar” Xt , EMATAER unzip TAKRITH.

s EXLBEFAIFRIFNFRATAR zip., &8 zip -rX'WARNARTURGRAKFESME., MRFEKATHR/N
FBRMNEZISCE , BRNEE" - s EHER.

10.1.2 EHIFAMELSLIA

AR 2 Debian Z%¢ L R] R 82 R HIF &4 TR AT,

LG TE XN | TR ThEE

coreutils ?-/'1%})16 17994 | GNU cp BHAHS B R (-2 SWSILEA)

openssh-client | V:649, ST XX HMER (B Fim , -r" 2HEI0E
) 3521 | scp
1:996 =)

openssh-server | V173 3594 | sshd SHITETHRER (TERER)

rsync }:’514813’ 835 B TR RS IS4

unison V3, 1112 14 X [a) oAz [F] AR5

TEESISCHHRETE | rsync(8) L E b T A4St T B S a4,

Table 10.2: E4FEH T A%%

« ENMEREIER SRR A SEFENB AR Z BIRNERTDS
« RERERIE (BOA) REIRK/NSE RARIIE B EA L RS
« "--exclude” f1”- -exclude-from” EHZEUT tar(1)
o EIRERPRINRFHLEHEERER B o1 B AR 30 22 SN0 B R KA.

N

FER 10.14 FRIRRAIEHIRSE (VCS) AJRAMGANZE Z B IMES T,

10.1.3 HRHEE

AT 2 BARN LA EEMRERZEA". /source” BRPHNE.

GNU tar(1):

$ tar -cvJf archive.tar.xz
$ tar -xvJf archive.tar.xz

=& WTHTR.

./source

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -T -

cpio(1):

$ find ./source -xdev -print® | cpio
$ zcat archive.cpio.xz | cpio -i

-ov --null > archive.cpio; xz archive.cpio



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
https://tracker.debian.org/pkg/rsync
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
https://tracker.debian.org/pkg/unison
https://manpages.debian.org/unstable/rsync(8)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cpio(1)
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10.1.4 EHNEE
MTERARNBNIASEHFEA". /source” BRFHNEA.

o KB H): . /source” Hx - "/dest” BR
o IFEEH A EN, L. /source” B3F - "user@host.dom” E4| LM /dest” BF

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

TREEMSGERR(E A IRE R LR R BT ETE.

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

BE , TR,

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . user@host.dom:/dest
GNU cp(1) #1 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom '(cd /dest && tar xvfp - )'
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

REEBEMBAE"." MEIFER foo” BN ", XHEMATYAM". /source/foo” BREHIHEI"/dest/foo” HR.

EFRBAE"."WIFE , (REEB(EMALEXTIKI2"/path/to/source/foo” KRAE".” , XHFATUEIz"cd . /source;”.
MR, XEXHLBIELENAR , HBIEIRERE.

« "/dest/fo0" rsync(8), GNU cp(1), 1 scp(1)
» "/dest/path/to/source/foo”: GNU tar(1), #1 cpio(1)

N
rsync(8) A1 GNU cp(1) AJRAR” - u” TRk 2 45 i L S RTEKISC

10.1.5 B IHHIEL

find(1) # FA/EMN IBAY iFE T AER DG4 (3% 10.1.3 HME 10.1.4 ) BFEBT xargs(l) (B LE
9.4.9 1), B find K SITSEREBFHINRESEIMAR,

PATRSE find(1) EANETLHELE.
o find ZESEHHEENNENLEFA,



https://manpages.debian.org/unstable/rsync(8)
https://manpages.debian.org/unstable/cp(1)
https://manpages.debian.org/unstable/scp(1)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/rsync(8)
https://manpages.debian.org/unstable/cp(1)
https://manpages.debian.org/unstable/scp(1)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/rsync(8)
https://manpages.debian.org/unstable/cp(1)
https://manpages.debian.org/unstable/find(1)
https://manpages.debian.org/unstable/xargs(1)
https://manpages.debian.org/unstable/find(1)
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- B RHEN , BASHHAEL.

. ‘%Eiﬁ OR' (BB -0" SHHETEM) MAEKIET B8 AND™ (H'-a" SUHEEREL M2 RBETS
).

+ "B1E NOT" (I HMATERY I” $62) 1h5cR ST 215 AND',

+ "-prune” BREE:ZHE TRUE FEMBENBREFHEN , HARRRXABFUSMITH.

. "-name%iﬁﬁ@ﬁﬂ%ﬁ shell BECTT (B58 1.5.6 V) MICHF B BHILECH A 2N #m?” TTERFH.". (HTK
POSIX #54)

 "-regex” ILECEANHKIZ , BUAXA emacs KA&H BRE (0% 1.6.2 ),

* "-size” ARSI AR/INRILEL (ERIEH A+ SILACE KX , EREHH"-" SILECE/ MO
* "-newer” S¥ILACLL B4 THEE ISTAREE RIS .

* "-print0” 2HERZRELZIE TRUE K TEHE (null terminated) FTENEAR AR R & L.

MR find(1) EEKRK.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ".*\.cpio|.*~" -prune -o \
-type d -regex ".*/\.git" -prune -o \
-type f -size +99M -prune -o \
-type f -newer /path/to/timestamp -print@

XA PITIN T A,
1. " /path/to” FHFEXH
2. IRELBEHMXAHRLH BEFANE ERE (305 1.6.2 )
3. WIS IEAMRRATRSHRAIUAD . *\ . cpio” B *~" IERFRRAS 1
4. BRI IRR A RIHRRITE . */\ . git” ERIFXRME F
5. BT {Z LA HERREL 99MB (1048576 FT B IT) BB KA
6. RS , RN EIEREMHI AL /path/to/tinestamp” FT

BEROUEBIFHRE-prune -o” HIFRICHRSIEAE.

TE
X3 F3F Debian & Unix-like RSt , HLSMATRERH find(1) d5SHT3THF. ERXFMERT , MixE A% ILATT
IR -print” B -printe”, {RA]REREE TR E R HMAR KK

10.1.6 AR4HEIK

ANERRBRFETIREERE N, REZIEECNERME. ST/ MUK ABIRE4S , BERMEATIHK CD-R
#1 DVD-R A/FIEERAERAR. T4, EERHT . (AL —RRAE s/ )

TR
%ﬁi%ﬁ?%iﬂ%&ﬁiﬁﬂaﬁm , REBRTENBURFRENTRMEILARZE, REFKRMGFEEZ N TEHRM
%75 .



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://manpages.debian.org/unstable/find(1)
https://zh.wikipedia.org/wiki/Unix-like
https://manpages.debian.org/unstable/find(1)
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/zh-cn/保险箱
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MLt (EREKRBETHNEER) TUERFMEN RNRAE R,

« KT 100 £F : AS/KHITCRLR

« 100 4F : Y& 774& (CD/DVD , CD/DVD-R)

« 30 4F : WETTEAE (RERT , R

* 20 4F : MEAEFE (CD-RW)

XAEFEET AASEISIESE,

ML (EERRETHVEER) TUAERFEN RNRAKEIREL.
« KT 250,000 % : iE#&IKFNZS

« XF 10,000 )k : N7

+ 1,000 & : CD/DVD-RW

« 1)X : CD/IDVD-R , 4%

7Ny
@ ﬁ%ﬁquﬁgﬁﬁﬂg7&%&5‘]?&%*Eﬁ?ﬁﬁﬁ%&iﬁﬂﬁﬁﬁc%ﬁ%%&?ﬁﬂ‘]ﬁﬁ%ﬁﬁ , VETRH ) hXE P 4R LA
RE FEARER AR

LN
A4 CD/DVD-R FERRBEE—IX , EAIMRA LRI T RAEESBREIRESNER. XERMR !

N
ﬁﬂ%W%’E%E’Tkﬁﬁﬁﬂﬁﬁﬁkﬁ?ﬁﬁﬁ , IBLIET SR MR AT E N EAE RSRSRIN &40 |, FTRERME—T]
1TRITTIE.

N
WRFEEA—ANTEREANN FEARKERN B, ERASIFRUERRK brfs 3 zfs XHERSE , HiF2—1
FEE.

10.1.7 A[EINFERE

AR ENTFMRE TTRER DA BT (T — b,
« USB [N77#

. BRIRFHR

.« HAIRFNHR

o RRDARA,

o BFE R MR

BT RUEE U A kgt TS,



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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« USB
* |EEE 1394 / FireWire
« PC&

2 GNOME #1 KDE XA R EIMRREBIE"/ete/ Fstab” XHHIZHILACK B R , BIHERXLAIBEhK

o udisks2 AIRHLT S HAEAAR XA SRR AR oRFER AN ER X L% %
« D-bus BZZSEHKkAdAR BN,
* PolicyKit 327 AT R A4

R
umount(8) £ B FEBRF MR A RESTH B "uhe lper=" 2%,

N
REYXLEABHREILBE /etc/Fstab” XHFIIHE , KEIMRE TA LB IER.

WA EEME T RIS R WIE AR /media/username/disk_label” , BB PA#AN T FT/RBIKE 1.

 FAT MXMITH AL ER mlabel(1) 4
* 1SO9660 AL E A#H"- V" %W genisoimage(l) 54
» ext2/ext3d/extd XHERSGFERHTA"-L" ERM tune2fs(l) 454>

SR
HEE THBERRILEN (S04 813 1),

TE/T
HEEEREES LR ERS Tﬁ'éé%%’vﬁ‘f* RS RET RBZN/dev/sde”, MRFEERBENRET R ,
PRNAZIE S SITRATT L3 umount(8) a5 4-3KENEE .

10.1.8 EEATAZFEHIRMARLE

J:‘lfﬁiLL—ﬁﬂd]ﬁﬁ%&ﬁ S5HMAGSZEIRRER , RV ZEIEER A FRE RS E X IFHIBRANHR
5. THEXHAZHNIIEK.

EE
HE R (HDD) KR thiE& A THEFM®RE , tban SSD/U &/ NER - . BB+ /dev/sda k%
L2, B ESHEE LR /dev/nvme®, /dev/mmcblkO::---- .

feR
BEH 9.9.1 TRHREXTEAREEMENE T QHBELZFNEER.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://manpages.debian.org/unstable/umount(8)
https://manpages.debian.org/unstable/mlabel(1)
https://manpages.debian.org/unstable/genisoimage(1)
https://manpages.debian.org/unstable/tune2fs(1)
https://manpages.debian.org/unstable/umount(8)
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Memory_card
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XHRG % RAERAZ=

FAT12 B (<32MiB) EEFAEREIEN =

FAT16 E/NEH (<2GiB) ERBETFEREBIEN =

FAT32 HEXEE (<8TiB , # MS Windows95 OSR2 L EFRERG AT ) EFRNEFERE
ENE

oxEAT EREEERE TEFEEEZFIE (<512TiB , # WindowsXP, Mac OS X Snow
Leopard 10.6.5 F1 Linux PN#% 5.4 iRA AR VE RS TS 4)

NTES FEREFIOEE ERNBEFEaEZEIRE (FE MS Windows NT MIEEMARESFF ; £
Linux _E , i@id{# A FUSE ¥ NTFS-3G X3, )

1ISO9660 7£ CD-R #1 DVD+/-R EREFERHESTIEN =

UDF CD-R 1 DVD+/-R (1) LHREEFIES A

MINIX R EHETRISFIFAZER unix LEEGEEE

ext2 HEEBZH linux ZAZE R FRBIEN =

ext3 ERAZIH linux AR ERBIEN =

ext4 EEBRBHH linux AR EREGEN =

btrfs {FH! NE YN G *E

Table 10.3: $iRUE 7R T A ANFER & A RN RS

FAT R4 K Z BNIIRMER S IE |, X TIE T [ shid B3t TRMERA R 2IEE B B,
YRR EE FAT XHEASHNETAIBEEZHNBINEEE , DIF VR R HKERE.
« F fdisk(8) , cfdisk(8) & parted(8) 454 (W% 9.6.2 1) EEAMERWABNRNENXHXHEE AN TIRC.
- ’RC/NF 2GB § FAT & & AFH6",
- FMCE K FAT32 B&AFHC,
o MTATRER mkfs.vfat(8) SN EN XK.
- CHIEE LT, Hlin"/dev/sdal” FBF FAT16 %%
- BAFARERF T HRE L |, Flan’-F 32 /dev/sdal” FIF FAT32 %%
L{FF FAT 31 1IS09660 X AENZHEEN , i TR BEAENLTLEM.

« M tar(1) , 3 cpio(1) ap & R4 , BN T REXHSE , S8R, FIGRXRIRMHTEEREE.
« 1 split(1) dh SIBELHE LD iR AAET/INT 2GIB BN | (EH G304 K/ INSR .
o MNEEGEAHRIPHRNE R RERTIE.

TE

FA FAT SUERSHRIT , RAMISUFAR/NA (2732 - 1) bytes = (4GiB -1 byte), MT—L&|AK 32
ARG LN RS | AR/ MNEZERE/N (2731 -1) bytes = (2GiB -1 byte). Debian &A1&
2RERIRE.

EE

WIARGA S I AZINIERIT 200MB HI5y X ek E IR _E1EF FAT. b 1f49” Overview of FAT, HPFS, and NTFS
File Systems XX E R B/R T HAARGHR R , FIANMEREEAETRIFA. SAT | {7 Linux RELER
RZfE A extd STHERSE.

N
BRIMGARGATRXH RGN ELZ(ER , 5% Filesystems HOWTO",



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://manpages.debian.org/unstable/fdisk(8)
https://manpages.debian.org/unstable/cfdisk(8)
https://manpages.debian.org/unstable/parted(8)
https://manpages.debian.org/unstable/mkfs.vfat(8)
https://manpages.debian.org/unstable/tar(1)
https://manpages.debian.org/unstable/cpio(1)
https://manpages.debian.org/unstable/split(1)
https://support.microsoft.com/kb/100108/
https://support.microsoft.com/kb/100108/
https://tldp.org/HOWTO/Filesystems-HOWTO.html
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10.1.9 W% EREIES =

LERMXRS ZHIRNIHME , R XERERRRS. XEF LR,

L& AR 55 HAVE Ripsdig

&I “Microsoft Windows W& ZXH , £, smb.conf(5) FIE
SMB/CIFS B Samba HEME THRSE 77 Samba 3.x.x FE§MEEZF P (The Official Samba 3.x.x
HOWTO and Reference Guide) =k samba-doc {44

e = =T :

NFS B Linux PORCEEER IS 314 Bl JE%E?)IC\//I}I?)UX M =X , 2, exports(5) 1 Linux

HTTP Bk 7£ web RS 25/ FPim .2 819y Z 3L

HTTPS R4 EANMERNLZLEERE (SSL) skELTLEHZ (TLS) KM RS
25/1% Pinh A E 4

FTP AR5 1 FTP %525/ Fin 2 RN Z XA

Table 10.4: #AVFFRIHR T A ERHAMLE RS TR

REXNTIANZFRN , B MEEBSRGIUERCAHRALTEY , EXAREEAREM. BIRMEERLL
BTN T FTREIMNE R 2M.

« F3 SSL/TLS mnz

« N SSH#E

« 37 VPN @&

« ME 2 [AIRER T2 XIE

% 6.5 THE 6.6 T,

10.2 FHIMKER

BAVEBBAT RN AR SHES , SERT AKX SEAGHEIRIRIR, &OMKZIRER BN ASEHE+IF
FERN—HD. AJREA—XARNB MRS R,

N
RIFRAEHRGEEEFELE EMRNARR , BEMEURILEX AN ERHIENBEARLARTERENS.

10.2.1 H OIS s
5 3 4SRRI FR R SRBRA & IR S SR

1. FEREHIMKE 4.

- RECAIZNBUESHE : 72~/ THREUE

o {REFRRN BREFAIEREBEEH : 187/ var /" TR (%7 "/var/cache/” , ”/var/run/” ¥1”/var/tmp/”)
« REECEXM : 1£/ etc/ T RIBURE

o AHIFERF : 4£7/usr/local/” B /opt/” FHIEIE

« RETRER | KESR (HK...) NAEXEAETES

« BIFHURLAR « 1B KO MAR B IRVESRTRSCRIE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
https://manpages.debian.org/unstable/smb.conf(5)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://manpages.debian.org/unstable/exports(5)
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- BRI Cron TYE , SXf4E4E"/var/spool/cron/crontabs” B% , 33HE 3 cron(8), &M% 9.4.14
TIRERIFRT cron(8) A crontab(1) HKIER.

- B /3FEM Systemd B2 T4 : SCFEfE"~/ .config/systemd/user” BH%. £, systemd.timer(5) 1
systemd.service(5),

- AP RENas B IE : X'~/ .config/autostart” B%. £ N, Desktop Application Autostart
Specification,

2. MEEHEEMHIIRE.

« REMBIRFME | RIPH AT ESNARGLE
- KEED  BIHRKEH

« TRED  BiEGHE

« BINFIRIE - AR RGSEH

3. &SRR AN AR,

« PHRE KRS
- WIREVDRNZEARMHEES X b, RIFEERENHEENNE L, KARIHRGERENTIKR. EE
PIRBRIF M E— P R RS L. 1
« ¥dRAEIEIRIAK XU
- BURB AR | tbin/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,"~/ .ssh/*","~/ . local/share/keyr
"/etc/passwd”,”/etc/shadow”, "popularity-contest.conf”,”/etc/ppp/pap-secrets”’, and”/etc/e
WS ERMERR. 2(E0E 9.9 . )
- BMEEEENRG L, WAREBERIL ARG SR BN E MEELIHAHARER, (0% 1036 77, )
« PIREKNA R TREM:
- B (FRERE) Bamik
- XHRG A ResN , EEABURTTRER A K
- MEHMZLVIRME , TREFEARS A EBERET
- SSRERRDRIFREME AR M FOAR i
- AR AR GE O] AR %
< BEMEBRRIR AN, B, WS -
- {# 8 cron {£% 8 systemd T SES KRB UAE R M IIE

EF YN
{RBE Fi"debconf-set-selections debconf-selections” #541¥k&E debconf BLE¥IE , o] A F"dpkg
--set-selection <dpkg-selections.list” 454k E dpkg HiEHEE.

V=N
IRIERAE B MNET4A , BUAEEY /proc, /sys, /tmp, # /run BR FHRAHRSE (3% 1.2.12
THE 1.2.13 ). BINIREXBTHRIEIE.

RRET
=

LEDEURINR |, R REREE L — LN RFEFNTIFATESII MTA (205 6.2.4 7).,



https://manpages.debian.org/unstable/cron(8)
https://manpages.debian.org/unstable/cron(8)
https://manpages.debian.org/unstable/crontab(1)
https://manpages.debian.org/unstable/systemd.timer(5)
https://manpages.debian.org/unstable/systemd.service(5)
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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BHE mTE X/ ] 5ER

bacula-common V:i6.3,1:7.2 | 2501 | Bacula;: MEFTIEEM , kEMNZE -5 WA XH
bacula-client V:0.3,1:1.9 | 199 Bacula: MR FIERH , WEFZE-F Fin ik &S
bacula-console | V:0.7,1:2.1 | 112 Bacula: MR EHIER®D , KEMNIZE X AKin
bacula-server [:0.61 199 Bacula: MR BIEED , MEMIZE-RE S in o8
amanda-common V:0.6,1:2.2 | 9851 | Amanda: Eiékiﬁﬁm%ﬁﬁﬁ]%[ﬁ]%ﬁ%ﬁﬂﬂﬁ% (FE)
amanda-client V:0.6, 1:2.2 1099 %n)]anda: LE=XFFRNSREDUMERBE LR (&5
amanda-server ?/002132 1093 %rgg?da: DEEZXFEFANSHK BN UNEHE PSS (RS
backuppc V15 1117 | 3088 Z;EKADPC ERTEG PCHEIE (ETHE) KNSR/l
duplicity V5, [:46 2679 | (AR) BEKH

deja-dup V:27, 1:42 5274 | duplicity # GUI (EIFERAF~RME) 8lvm

borgbackup V:13,1:28 3532 | (&FR) FEEH

borgmatic V:3.3,1:14.4 | 946 borgbackup & A A KIEEENEE

rdiff-backup V2.2, 1:65 [ 1207 | (omis) EERH

restic V7, 1113 41617 | (=7%) IBERH

backupninja V21,126 | 360 ZERT M meta-backup A5;

slbackup ora |47 | GER) mEE

backup-manager Y007453 573 S ITE M LA

backup21 s 10 | ATTHEREA ETRAN) MEAPHE R IRETA

Table 10.5: KAR&HMEFEMT IR

10.2.2 AR MNEH

BAUT 2 Debian A% HEREENXARNMEFELHHRIIEK.

& TAAZBNTANAE.

+ Mondo Rescue 2— 1M &M AL , EREBAERMNEH CD/DVD FREFHREMRTEAN RS , MAFTELTEAN
ARG,

+ Bacula , Amanda #1 BackupPC B2IEEHZHSRHAEN , TERTEMAMEHI®%.

« Duplicity #1 Borg & & 8 f& 4 TR AT HEIK T e,

10.2.3 &I

SHTF—PPALIE , ARFHFFERTRLTERHEGLRBTARREGEN. SRR , EANAT ISR
#HLIRAF—LERE.

XEF-UEINIEMENES , REA &I IE, XeERTITUEEERH LE—ikFER.
EFERKER , LEFRAMBREA ~FHE 2 4 penguin |, SIE— N &AFMRIBIZAFIF"/usr/local/bin/bkss.sh” :

#!/bin/sh -e

SRC="$1" # source data path

DSTFS="$2" # backup destination filesystem path
DSTSV="$3" # backup destination subvolume name

1—ANREES—IXHIEA , H120 CD/DVD-R , BERFLEBEEEM. (B3N 9.8 T/EHSE shell §{TENF EEN . GNOME fEEFEFIETLL
IHREMAIBIT S8 B ~ CD/DVD ZIR"SESHNE A IR1IE. )
XLHURER I —L | R E R E RSB A\ RN R EEHRLER.



http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
https://tracker.debian.org/pkg/bacula-common
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
https://tracker.debian.org/pkg/bacula-client
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
https://tracker.debian.org/pkg/bacula-console
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
https://tracker.debian.org/pkg/bacula-server
https://en.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
https://tracker.debian.org/pkg/amanda-common
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
https://tracker.debian.org/pkg/amanda-client
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
https://tracker.debian.org/pkg/amanda-server
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
https://tracker.debian.org/pkg/backuppc
https://en.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
https://tracker.debian.org/pkg/duplicity
http://packages.debian.org/sid/deja-dup
http://qa.debian.org/popcon-graph.php?packages=deja-dup
https://tracker.debian.org/pkg/deja-dup
http://packages.debian.org/sid/borgbackup
http://qa.debian.org/popcon-graph.php?packages=borgbackup
https://tracker.debian.org/pkg/borgbackup
http://packages.debian.org/sid/borgmatic
http://qa.debian.org/popcon-graph.php?packages=borgmatic
https://tracker.debian.org/pkg/borgmatic
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
https://tracker.debian.org/pkg/rdiff-backup
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
https://tracker.debian.org/pkg/restic
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
https://tracker.debian.org/pkg/backupninja
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
https://tracker.debian.org/pkg/slbackup
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
https://tracker.debian.org/pkg/backup-manager
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
https://tracker.debian.org/pkg/backup2l
https://zh.wikipedia.org/wiki/Mondo_Rescue
https://en.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://en.wikipedia.org/wiki/Backuppc
https://en.wikipedia.org/wiki/Duplicity_(software)
https://zh.wikipedia.org/wiki/Borg_(backup_software)
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DSTSS="${DSTFS}/${DSTSV}-snapshot" # snapshot destination path

if [ "$(stat -f -c %T "$DSTFS")" != "btrfs" ]; then

echo "E: $DESTFS needs to be formatted to btrfs" >&2 ; exit 1
fi
MSGID=$(notify-send -p "bkup.sh $DSTSV" "in progress ...")

if [ ! -d "$DSTFS/$DSTSV" ]; then
btrfs subvolume create "$DSTFS/$DSTSV"
mkdir -p "$DSTSS"
fi
rsync -aHxS --delete --mkpath "${SRC}/" "${DSTFS}/${DSTSV}"
btrfs subvolume snapshot -r "${DSTFS}/${DSTSV}" ${DSTSS}/$(date -u --iso=min)
notify-send -r "$MSGID" "bkup.sh $DSTSV" "finished!"

XE , REREARTA rsync(1) kFBI&H , FFETEIEM Bufs RSEHIH.

ET YN
TE/% P XAMEZ TR T et _H{E b 2 241 shell A< bss: Btrfs Subvolume Snapshot Utility”,

10.2.3.1 GUI (BEAFRmE) &5
XEE—pl AT GUI (EIFERFRE) EAr&40H5lT.

o HER— USB FEREARENH.
- 21k USB 7RI & — X | 1 btrfs SUFRSE | BH54 A'BKUP, X4 U ZHHAEBINE (3156 9.9.1
).
- IEXMENRRES. RE A BT EE)"/media/penguin/BKUP”,
- $#7"sudo chown penguin:penguin /media/penguin/BKUP” , itERJPAEAFE.
 BIEINTFH"~/ . local/share/applications/BKUP.desktop” 3t , RHBE 9.4.10 HEERHA :

[Desktop Entry]

Name=bkss

Comment=Backup and snapshot of ~/Documents

Exec=/usr/local/bin/bkss.sh /home/penguin/Documents /media/penguin/BKUP Documents
Type=Application

STFE—REREAT , REOEIEN~/Documents” Z#E!] USB fF&1R & , FFEIET — 1 RIERR,

10.2.3.2 HRBMHMAMED
XER— T HESREMRNENEHEIT.

« ®% 10.2.3.1 THARMEE— USB FERERTEH.
o BIE—MNTH systemd RSB ITIHE"~/ .config/systemd/user/back-BKUP.service” :

[Unit]

Description=USB Disk backup
Requires=media-%u-BKUP.mount
After=media-%u-BKUP.mount

[Service]
ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
StandardOutput=append:%h/.cache/systemd-snap. log



https://manpages.debian.org/unstable/rsync(1)
https://zh.wikipedia.org/wiki/Btrfs
https://github.com/osamuaoki/bss
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StandardError=append:%h/.cache/systemd-snap. log

[Install]
WantedBy=media-%u-BKUP.mount

 BTENARBAXA systemd BTTELE :

$ systemctl --user enable bkup-BKUP.service

NFE—REEEM , REOBIEMN~/Documents” FHE| USB FiEik % , FHAIET — N RIKIRIE,

X8, YT systemd FENTFF K systemd IHEF A TR T , AFER"systemctl --user list-units --type=moun
SRR B RE N,

10.2.3.3 BY[R)EHHidAR K&
X2 E—/ RS AR B R0 F.

« IREE 10.2.3.1 AR AESE— USB EHEEATHH.
o BIEE—MNTH systemd BJ[RIB T4~/ .config/systemd/user/snap-Documents. timer” :

[Unit]
Description=Run btrfs subvolume snapshot on timer
Documentation=man:btrfs(1)

[Timer]
OnStartupSec=30
OonUnitInactiveSec=900

[Install]
WantedBy=timers.target

o BIE— NN systemd JRE-B T4~/ .config/systemd/user/snap-Documents.service” :

[Unit]
Description=Run btrfs subvolume snapshot
Documentation=man:btrfs(1)

[Service]

Type=oneshot

Nice=15

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
I0SchedulingClass=idle

CPUSchedulingPolicy=idle
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

« ATERNARERXA systemd B ITALE :

$ systemctl --user enable snap-Documents.timer

TS IRNEEG , REBHEMN"~/Document s” &% USB FRE , FHEIET — N ULRER.

XE , Y5 systemd FERNTEF K systemd Fi PRI TTILZE , {F/H"systemctl --user list-units --type=time
SRR S SIS,

STIMAEREEARS , XA systemd AR |, FL#Z{E5EH) Unix at(1), cron(8) 3 anacron A3\ , BEBIR L E A4
B,



https://manpages.debian.org/unstable/at(1)
https://manpages.debian.org/unstable/cron(8)
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—
10.3 ¥EREEM
PR EMRERIIENE  MERENEL TANLGES.
KEE, TR AN | 1t
gnupg IVSAZ&O 465 gpg(1) GNU [gFf, 1 - OpenPGP n#EfM&L£ T A
gpav e 556 | gpov(l) | GNU [&F. T+ - OpenPGP &4RIFTA
sq V1, 1:29 23969 | sq(1) Sequoia-PGP - OpenPGP I&MZELZTH
sqv ?/5%3’74 1855 | sqv(1) Sequoia-PGP - OpenPGP & &3 T B
paperkey Vi1, 1:12 58 paperkey(1) | X OpenPGP FAER , (MXSEILEEE
cryptsetup viaa, 178 | a65 | CYPSCUPE) gy cryot shig s s LUKS TA
coreutils Yl%})lo 17994 | md5sum(1) | ITE 5K MD5 RERHE
coreutils |V1901010 17994 | shalsum(l) | ITESHKE SHAL HERKE
openssl |V9%566 2532 | openssl(issl)FfHopenssl dgst” (OpenSSL) iTESERHE
libsecret-tools | V1, I:112 45 foe(;r(it)_ TFAEFNER [E] 2555 (CLI)
seahorse V:73,1:255 | 7971 | seahorse(1) | &4iEIE L HE (GNOME)

Table 10.6: ¥iRET£EMT ASIER

S W% 9.9 " dm-crypt M fscrypt , 'EAJET Linux PAZARIRSIL T B s I E 54,

10.3.1 GnuPG 4H%&TH

TR GNU BRI+ EARNEAEIRGS.

A
i %

WA

gpg --gen-key

A R — R EAY

gpg --gen-revoke my_user_1ID

A% my_user_ID —% B ERED

gpg --edit-key user_ID

TEARGEES , MiNhelp” XRETIER

gpg -o file --export

AR LB E

gpg -o file
--export-secret-keys

LA RRLAE EARH B34

gpg --import file

MXHFFNES

gpg --send-keys user_ID

&3 user_ID AR AR 25

gpg --recv-keys user_ID

MAEARRS 25 T2 user_ID B/~ 5R

gpg --list-keys user_ID

3IE user_ID MIFTA =%

gpg --list-sigs user_ID

SIE user_ID EF

gpg --check-sigs user_ID

3 user_ID B4RETF

gpg --fingerprint user_ID

K& user_ID FEEL

gpg --refresh-keys

BRI

Table 10.7: GNU [&f, D T%4AEIR 4 ST IFR

EIEREE .
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http://qa.debian.org/popcon-graph.php?packages=gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
https://tracker.debian.org/pkg/gnupg
https://manpages.debian.org/unstable/gpg(1)
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
https://tracker.debian.org/pkg/gpgv
https://manpages.debian.org/unstable/gpgv(1)
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/sq
http://qa.debian.org/popcon-graph.php?packages=sq
https://tracker.debian.org/pkg/sq
https://manpages.debian.org/unstable/sq(1)
https://sequoia-pgp.org/
http://packages.debian.org/sid/sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
https://tracker.debian.org/pkg/sqv
https://manpages.debian.org/unstable/sqv(1)
https://sequoia-pgp.org/
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
https://tracker.debian.org/pkg/paperkey
https://manpages.debian.org/unstable/paperkey(1)
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://manpages.debian.org/unstable/cryptsetup(8)
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
https://manpages.debian.org/unstable/md5sum(1)
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
https://manpages.debian.org/unstable/sha1sum(1)
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
https://tracker.debian.org/pkg/libsecret-tools
https://manpages.debian.org/unstable/secret-tool(1)
https://manpages.debian.org/unstable/secret-tool(1)
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
https://tracker.debian.org/pkg/seahorse
https://manpages.debian.org/unstable/seahorse(1)
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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K EEHRE

- REBEEERERZIZBTE
GEETEEXR

XA EBREEAT TR
PN ES N

=R EREE

5T

REEE

C|—h3|S|Q|D

Table 10.8: {5{ERSE X33k

TG4 4 IR/ 47"9563FC29932C409F1A77FI9C1AB8A1522D8234C6A” ,

$ gpg --gen-key
gpg (GnuPG) 2.4.7; Copyright (C) 2024 g10 Code GmbH

GnuPG needs to construct a user ID to identify your key.

Real name: Osamu Aoki
Email address: osamu@debian.org
You selected this USER-ID:
"Osamu Aoki <osamu@debian.org>"

Change (N)ame, (E)mail, or (O)kay/(Q)uit? o
public and secret key created and signed.

pub  ed25519 2026-02-14 [SC] [expires: 2029-02-13]
9563FC29932C409F1A77F9C1AB8A1522D8234C6A

uid Osamu Aoki <osamu@debian.org>

sub cv25519 2026-02-14 [E] [expires: 2029-02-13]

T4 _E{EFRM"9563FC29932C409F1A77FICIAB8A1522D8234C6A" A 4AZI T MI/AN4BRE 25 hkp : //keys . gnupg
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 9563FC29932C409F1A77F9C1AB8A1522D8234C6A

%ﬁ% Egm%ﬁﬂﬁ%%}%&’# .gnupg/gpg.conf” (|[BAIZETE"~/.gnupg/options”) XHHRE , WXHEET
PATFEE.

keyserver hkp://keys.gnupg.net

MEARLAR S5 25 AR B TT 4 HRL

$ gpg --list-sigs --with-colons | grep 'Asig.*\[User ID not found\]' |\
cut -d ':' -f 5| sort | unig | xargs gpg --recv-keys

H—MERIE OpenPGP A 4RSS 25 (JCHIRIARZA 0.9.6) , X404 2 ML ERFHE. FTIK gnupg (>1.2.1-2) 3Kk
HaBEB A IR X LR T F-42. 2 0, gpg(1) TH”- -repair - pks-subkey-bug” 35,

£ SHA-L EAMRFEIXZEFH. MEET openPGP K RSA AT SHA-1 fEAMBFE L , T AE R FixKey-
WithShal k&5,

RN
sq(1) # sqv(1) &4 =2 openPGP w4 KBRS EE. SN sq A3 MEMA sq MKEANEE , Sequoia PGP
41T,



https://sourceforge.net/projects/pks/
https://manpages.debian.org/unstable/gpg(1)
https://wiki.debian.org/FixKeyWithSha1
https://wiki.debian.org/FixKeyWithSha1
https://manpages.debian.org/unstable/sq(1)
https://manpages.debian.org/unstable/sqv(1)
https://book.sequoia-pgp.org/
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
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10.3.2 7EXH_LE{FEAH GnuPG

XEBH I EEA GNU [T L H4MBIF.

e Wi

gpg -a -s file ASCII A% 3L file.asc
gpg --armor --sign file m_E

gpg --clearsign file EFAXEFER

gpg --clearsign file|mail NN e
foo@example.org RIE—HHEREFE foo@example.org
gpg --clearsign q .
--not-dash-escaped patchfile AICEAHANT S

gpg --verify file REBASCCHF

gpg -o file.sig -b file ER—HHDBERET

gpg -o file.sig --detach-sign AL

file

gpg --verify file.sig file

fFH file.sig BE Xk

gpg -o crypt_file.gpg -r name
-e file

NEAME , NSUHREEHRIREF , £ Z3HEIE crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

il

gpg -o crypt_file.asc -a -r
name -e file

PNEAMER , WNXHFFIRERE T , &% ASCII £#3%/4 crypt_file.asc

gpg -o crypt_file.gpg -c file

B AFXTHRINEE] crypt_file.gpg

gpg -o crypt_file.gpg

--symmetric file FE
?‘E%e_o crypt_file.asc -a -c STRRINEE , WICHEE ASCII #1354 crypt_file.asc
gpg -o file -d crypt_file.gpg PR
-r name fiee
gpg -o file --decrypt At

crypt_file.gpg

Table 10.9: X4 _E{FFH GNU [2FL D44 31I1R

10.3.3 7£ Mutt {FH GnuPG

EMTEANSE]~/ . .muttrc” , EEFNENN , BH—MEM GnuPG , FERSIKHBPIR'S" KAFEFER.

macro index S ":toggle pgp_verify_sig\n"
set pgp_verify_sig=no

10.3.4 £ Vim #{&H GnuPG
gnupg FHEHEAT LR B4 2. gpg”, ".asc”, F1”. pgp” ISR SEHE1T GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo "packadd! gnupg" >> ~/.vim/vimrc

BRARER"~/ . vimre” B~/ .vim/vimrc” , EFHTHEMAER R,



https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.5 MD5 %N

md5sum(1) 24t T BIEREX KR —P TR, BEMA rfcl321 ERAXBHEME M

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

TE
MDS5 B CPU 1T HGRE R GNU Privacy Guard (GnuPG) TR B/DK. EEEEN T, ABTURNIHE
A BRI A SRR IR TR

10.3.6 HIFLAN

7£ GNOME &%t , GUI(BIFER A& ) LA seahorse(1) EIRHREL , RLMREDR4EAFL ~/ . local/share/keyrings/*
EERTFEN].

secret-tool(1) BEMS M an &1 TIFE R RDEFARLIA.
1EERAN77A% LUKS/dm-crypt INTEHESS 5515 A E 2R

$ secret-tool store --label='LUKS passphrase for disk.img' LUKS my_disk.img
Password: ****xxx**

XA IR BRI A HEFERF | bban cryptsetup(8),

$ secret-tool lookup LUKS my_disk.img | \
cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

E1ZIN
TSR |, REEA—N A B EZ %L |, {F/ secret-tool el G AL HIEF Rl AR R,

10.4 JFABEEHLAE

XEAAFZRABAITA. MTHERENENTA.

10.4.1 MNERBEXHSHES

THEMRE , SEFNESERARR , FREXHRACE | fIZER diff StF’file.patche” 3k’file. patchl”.

$ diff -u file.old file.new > file.patchO
$ diff -u old/file new/file > file.patchl



https://manpages.debian.org/unstable/md5sum(1)
https://datatracker.ietf.org/doc/rfc1321/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://manpages.debian.org/unstable/seahorse(1)
https://manpages.debian.org/unstable/secret-tool(1)
https://manpages.debian.org/unstable/cryptsetup(8)
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KRR TATE AN 1tHH

patch Y712%5 242 patch(1) W5 ESETHNT

vim V:81, 1:345 | 4164 | vimdiff(1) 1 vim FFHHELER AT

imediff ?(60'2%2’ 329 | imedifl) | 2RXERWH/=KAHTA

me 1d V5, 1124 3992 | meld(1) PLESFNFZAE S (GTK)

wiggle Yoolgl 175 wiggle(1) N It FRLEp AN T

diffutils ?_’5%986' 1768 | diff(1) BATHLRTIAN SO

diffutils ?_/52986' 1768 | diff3(1) BATHRRI A S AL

quilt V2, .17 880 quilt(1) THARIANT

wdiff V5, .40 651 wdiff(1) FEXAHEF , BIRBRREAE

diffstat V9, 1:96 79 diffstat(1) 1B3T diff &£ B — A S RE

patchutils V11, 1:.95 269 combinediff(l) AN IEEXNT BIEE—NFREAT

patchutils V:11, 1:.95 269 | dehtmldiff(1) | A—4> HTML TUEHeBLE —4 diff

patchutils Vi1, 1:95 269 | filterdiff(1) | K—" diff XA EEIZEEE HE diff 3L

patchutils V1, 1:95 269 | fixcvsdiff(1) | &M CVS patch(1) =BT R diff 3L

patchutils V11, 1.95 260 | flipdiff(1) TP AN T BT

patchutils V11, 1:95 269 | grepdifi(l) | BRMPESCAEBILALE NZFATHRIANT B8
B~ /\Qifl— i T —

patchutils Vi1, 1:95 | 269 | interdiff(1) %}I\_;’fg ('m:f N ff)itzd:g%g %qu:n M3CHFH

patchutils Vi1, 1:95 269 | Isdiff(T) WRPES AN T B

patchutils Vi1, 1:95 269 | recountdiff(1) BINTEERARNZ diff XERIEN K

patchutils V:11, 1:95 269 | rediff(1) BEF ik diff IR EFRZ

patchutils V:11, 1:.95 269 | splitdiff(l) | fReLIBEANT

patchutils V:11,1:.95 269 unwrapdiff(1)| IRREEE D RRAN ]

dirdiff V0.1, 1114 | 167 dirdiff(1) BoREEWNZ RIS

docdiff :_’60'1%3’ 554 | docdiff(l) | FiREFHLLETA

makepatch IVOOl(()Sl 99 makepatch(1) 43 BANT 304

makepatch Yool%l 99 applypatch(1) &3 BANT X8

Table 10.10: JAREEE&H T AR



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://qa.debian.org/popcon-graph.php?packages=patch
https://tracker.debian.org/pkg/patch
https://manpages.debian.org/unstable/patch(1)
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
https://manpages.debian.org/unstable/vimdiff(1)
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
https://manpages.debian.org/unstable/imediff(1)
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
https://tracker.debian.org/pkg/meld
https://manpages.debian.org/unstable/meld(1)
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
https://tracker.debian.org/pkg/wiggle
https://manpages.debian.org/unstable/wiggle(1)
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
https://manpages.debian.org/unstable/diff(1)
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
https://manpages.debian.org/unstable/diff3(1)
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
https://tracker.debian.org/pkg/quilt
https://manpages.debian.org/unstable/quilt(1)
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
https://tracker.debian.org/pkg/wdiff
https://manpages.debian.org/unstable/wdiff(1)
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
https://tracker.debian.org/pkg/diffstat
https://manpages.debian.org/unstable/diffstat(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/combinediff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/dehtmldiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/filterdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/fixcvsdiff(1)
https://manpages.debian.org/unstable/patch(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/flipdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/grepdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/interdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/lsdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/recountdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/rediff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/splitdiff(1)
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
https://manpages.debian.org/unstable/unwrapdiff(1)
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
https://tracker.debian.org/pkg/dirdiff
https://manpages.debian.org/unstable/dirdiff(1)
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
https://tracker.debian.org/pkg/docdiff
https://manpages.debian.org/unstable/docdiff(1)
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
https://manpages.debian.org/unstable/makepatch(1)
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
https://manpages.debian.org/unstable/applypatch(1)
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10.4.2 FAREXHISIEEH
diff X (EEWE patch 8T X)) , BTFAE—ANEFEH. BITENAR , SWEIKESY , NAXANEHE

Hext#.

$ patch -po file < file.patcho
$ patch -pl1 file < file.patchi

10.4.3 A HAMHE

MR—NRAES , FEFNRE
$ imediff

RATABE FEMA , £ imediff(l) ITRA R EABAE.

-0 file.merged file.old file.new

IR—DIRAE | FE=ZHRAS
$ imediff

AT PUEE TEAMA |, EH imediff(l) TR ER=F4E.

-0 file.merged file.yours file.base file.theirs

10.5 Git

Git XL RERR N AT hRAIEHI AL version control system (VCS) LR , B4 Git e B At AT A2 IR R FS
B L, TS,

J&i7 Debian Salsa fR%- , Debian &
THEZE—L Git #55k44,

ERSIR LRI Git fRS:. 7E https://wiki.debian.org/Salsa BEFREIE M BASCAY.

LR TE x| B 1tHR

git presdl 50972 | git(7) Git ik, YR, HHRAIRAISHIRS:
gitk V:3,1:26 2022 | gitk(1) BIETNRER Git EIFEEEN R
qgit V:0.2,1:2.0 | 1431 | dgit(1) BRINEEN Git KB EN %
git-cola V:0.7,1:4.1 | 5129 | git-cola(l) | BEINEEN Git EIFEREN e
tig V2, 1111 1243 | tig(1) YT Git i & ERITH &
Tazygit V:0.8,1:3.8 | 24167 | lazygit(1) AT Git R ERIEHE
git-gui V1, 1117 2525 | git-gui(1) Git EIFERE (TR IhEE)
git-email V:0.4,1:9.7 | 1204 g'&;ﬁ(”g M Git FRERF IR A LW T
git-buildpackagé V:1.2,1:6.9 | 2027 gil;l dpackaga( P Gt EXENB{E Debian 41

dgit |\:/<:)(.)§193’ 753 | dgit(1) Debian R4% FEf git T H 484E
imediff ?(60'2%2' 329 | gitime(l) | TERMHTT git IR HHENITA
stgit Y005016 6177 | stg(1) M git (Python)

git-doc 111 14896 | N/A Git B 77 30/

gitmagic [:0.51 721 | N/A "Git BA”, B TIERER Git i

Table 10.11: git fAXBF G4 FIxK



https://manpages.debian.org/unstable/imediff(1)
https://manpages.debian.org/unstable/imediff(1)
https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
https://manpages.debian.org/unstable/git(7)
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
https://tracker.debian.org/pkg/gitk
https://manpages.debian.org/unstable/gitk(1)
http://packages.debian.org/sid/qgit
http://qa.debian.org/popcon-graph.php?packages=qgit
https://tracker.debian.org/pkg/qgit
https://manpages.debian.org/unstable/dgit(1)
http://packages.debian.org/sid/git-cola
http://qa.debian.org/popcon-graph.php?packages=git-cola
https://tracker.debian.org/pkg/git-cola
https://manpages.debian.org/unstable/git-cola(1)
http://packages.debian.org/sid/tig
http://qa.debian.org/popcon-graph.php?packages=tig
https://tracker.debian.org/pkg/tig
https://manpages.debian.org/unstable/tig(1)
http://packages.debian.org/sid/lazygit
http://qa.debian.org/popcon-graph.php?packages=lazygit
https://tracker.debian.org/pkg/lazygit
https://manpages.debian.org/unstable/lazygit(1)
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
https://tracker.debian.org/pkg/git-gui
https://manpages.debian.org/unstable/git-gui(1)
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
https://manpages.debian.org/unstable/git-send-email(1)
https://manpages.debian.org/unstable/git-send-email(1)
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
https://tracker.debian.org/pkg/git-buildpackage
https://manpages.debian.org/unstable/git-buildpackage(1)
https://manpages.debian.org/unstable/git-buildpackage(1)
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
https://tracker.debian.org/pkg/dgit
https://manpages.debian.org/unstable/dgit(1)
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
https://manpages.debian.org/unstable/git-ime(1)
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
https://tracker.debian.org/pkg/stgit
https://manpages.debian.org/unstable/stg(1)
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
https://tracker.debian.org/pkg/git-doc
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
https://tracker.debian.org/pkg/gitmagic
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10.5.1 f2E Git & Fig
RATAE"~/ . gitconfig” BENRE LA Git BT REEFEAML REE | thani R4 I Fab L,

$ git config --global user.name "Name Surname"
$ git config --global user.email yourname@example.com

TR AT RN T F7RE ] Git BERAITAL

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

FARARIIBEA CVS &k Subversion @54, {RILIFHRBREMN TN EHS74.

$ git config --global alias.ci "commit -a"
$ git config --global alias.co checkout

frReEgBE M T ARNKRERNLRRE :
$ git config --global --list

10.5.2 EAXK Git 454
Git 34E9% R LA SEE.

« THER B FARFmE AR, R LSS,

- BRUPICRIBE , WRFHHRPERFEFEIR]. X2 git add M git rm &4,
© RIIRIFEFXM.

- EETREERZA , EFEXERPARIB A E. XAZE git commit 64,
At BERIF AR AT A

- Git IR FIRHAHEN R HECERE@MEEIEAN AL,
- KABEET git push S REIEEITREGE.
- A FEREBIEIT git fetch 1 git pull 454 MITFEA iR,
x git pull @541 git fetch JFIT git merge 8% git rebase 4.
x X8, git merge BREM M A XMAFEER|— PR, (FEXEEHR git pull , XNEZAK , FIES
Xf_EFEE RN ZEWFZ AR, Z21FH)
* X2 , git rebase BIE—MERENXMFIIALRENTK , REFMHX. (XZEH pull.rebase
true fEN , MENHRWAERERA.)
o ERECERFELIRTHNAF.

- BERECENES  FHRESNEEPNY , kil SSH 2t HTTPS,

TNRFE. git/ BRZHMAXH. . 9it/ BRERMXM , BIERS. FteERIEN—L git BCERSAH.
XEZFEM Git tp L.
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Git /4 Thie

git init BIE (&) FhEfE

git clone URL R R A E T EE R

git pull origin main BT origin AN main <

git add . N TR B A S U E AR AR RS [ 30U

git add -A . ENTERE@mRAXEEIRS (BRECENRFRN)

git rm filename KT ERAZESFHFRHF

git commit AR TR EFR LR EE

git commit -a AR ER BRI RS R ENFIFEE (A
+ 523)

git push -u origin branch_name {ERAZAM branch_name S X EHANEAEBE origin (¥12852H)

git push origin branch_name fEAH branch_name 53X ®E FrcieolE origin (FEEVAR)

git diff treeishl treeish2 IR treeishl 383X H treeish2 IEAZEOANE)

gitk VCS FREN N ERNARERmE R

Table 10.12: =EH Git #54

10.5.3 Git 15

TERE—L Git 877,

w5
REGRETHINRETHE. BE—LTR 0 gik() AFERT  BLMAHE git 44,

( : ) N>
WR—AAHN THIEXZ|—NELTXRBEE BTN EE , HEEXHNITERNK , FEK --force i
W, XIEFE XY main SRR KR , BXFT—NMEHEE) main S TAIKETESD T , B RURRH,

/J\It,\
N STEE"git-xyz” EHAM git F@a4rAN , M 2006 FRERIFIAFEIUH.

N
MRE—ANATPITMH git-foo FEHIZMIRAE SPATH BH, EHSITRNIRETRILK git foo” , RI¥EMA

git-foo. X2 git dpdmMI—/MFHE,

10.5.4 Git3>%
S TERNS.

» man Fit : git(1) (/usr/share/doc/git-doc/git.html)
 Git HPFH#} (/usr/share/doc/git-doc/user-manual.html)
o it NMBHFE (/usr/share/doc/git-doc/gittutorial.html)



https://manpages.debian.org/unstable/gitk(1)
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/git.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/user-manual.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial.html
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Git 5 41T Thie

gitk --all ZE TR Git [IEFEEME , PE2nEE HEAD E[H4M—THE32.
PN T . BRSNS -

git stash FE—ATRROTEN , F2EZKBIR

git remote -v REEFERE

git branch -vv REDRE

git status ERTERKE

git config -1 I git RE

git reset --hard HEAD; git
clean -x -d -f

REEHA THERREF2BEEN)

git rm --cached filename

RFEE git add filename IERE1EZ S|

git reflog

FREEHE CTARBRRAXTFRERZER)

git branch new_branch_name

HEAD@{6}

M reflog {EEAIE— NI

git remote add new_remote URL

IEII— N URL F8[A KT f2 & new_remote

git remote rename origin
upstream

TR CEME TN origin Edy &% upstream

git branch -u
upstream/branch_name

REILIEIRIAENEFECE upstream HIER N X %

branch_name,

git remote set-url origin
https://foo/bar.git

%AF origin ) URL

git remote set-url --push
upstream DISABLED

% FEEF) upstream (4RiE.git/config kEHEA)

git remote update upstream FREL upstream BEF B TIZN X EMN
git fetch upstream BIEAM (FTRERIMILA) upstream-foo X , fEAR

foo:upstream-foo

upstream B FE+H foo A H—MEN

git
git

checkout -b topic_branch ;
push -u topic_branch origin

HIE—H topic_branch FHEEHEEE origin

git branch -m oldname newname

FHS XA

git push -d origin
branch_to_be_removed

MERTFESN S (FAR)

git push origin
:branch_to_be_removed

Wisrmizns (BRAR)

git checkout --orphan
unconnected

BIEZ—H unconnected A

git rebase -i origin/main

}J\érigin/main BTHRF. Bk, ERREZE—TTERAX
il

git reset HEADA; git commit
- -amend

E4EiREm AR — 1

git checkout topic_branch ; git
merge --squash topic_branch

48 topic_branch B|—MRAL

git fetch --unshallow
--update-head-ok origin
'+refs/heads/*:refs/heads/*'

RE—NETER N E S XNTR R

git ime

NHARERIRAF—RIENBE—HRMER. (K
imediff)

git repack -a -d; git prune

T EEHTTRE—TEMAET (XARERBIAHRS X E
R EERBIREFIS)

Table 10.13: Git %15
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o git NMAHFE : 5 -FF (/usr/share/doc/git-doc/gittutorial-2.html)
s GIT §—X 20 NAEAME4 (/usr/share/doc/git-doc/giteveryday.html)
* Git BEAR (/usr/share/doc/gitmagic/html/index.html)

10.5.5 HERRAITHRS

FRAIEH| RS (VCS ) BNEIAKZRBITINGIRS: (RCS), 3iE B HACE SIRFER (SCM),
X2 Z Debian AZ EELZAKEEIE Git i VCSILA.

L) TATE XN [ IE VCS KA [ ik
: o S——
mercurial V:3, 1:24 2575 | Mercurial P aXithN mi:‘{C“{ﬁ' IEIEFH Python 581845
—HiaE CEK
darcs V:0.2,1:3.2 | 38856 | Darcs PAYiiE:N BEERBANTH DVCS (18)
V:0.04, N FZE/H Tom Lord 5 DVCS (AA
tla 10.73 1022 | GNU arch i 4 1)

_ _ GNU N % tla B&AFHEHM Python 5
bzr V0.1, 1:4.1 | 28 Bazaar AT DVCS (%) ] )
subversion V:9, I:56 4848 | Subversion | &g ;&t (CJ%/;;?E{]H 1A% VCS HIHhR
CcVs V:3, .24 4835 | CVS AT EIHIEITHE VCS Fr/E (1)

V:0.12, — o VCS (CVS,Subversion,RCS) 7#f&E
tkevs :0.92 34 | Cvs, REE RERRE DR
rcs V16,196 | 578 RCS P S1i1) " PE Unix SCCS #H%F” ([h' %)
csse I\_/é)oéal' 2044 | cSSC A3 Unix SCCS M2 (Fs)

Table 10.14: HERAEH RS T ASIFR



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/giteveryday.html
https://github.com/blynn/gitmagic
https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
https://tracker.debian.org/pkg/mercurial
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
https://tracker.debian.org/pkg/darcs
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://qa.debian.org/popcon-graph.php?packages=tla
https://tracker.debian.org/pkg/tla
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
https://tracker.debian.org/pkg/bzr
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
https://tracker.debian.org/pkg/subversion
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
https://tracker.debian.org/pkg/cvs
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
https://tracker.debian.org/pkg/tkcvs
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
https://tracker.debian.org/pkg/rcs
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
https://tracker.debian.org/pkg/cssc
https://www.gnu.org/software/cssc/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11

%

BRI

THZXT Debian£R%: o] MM T AR HEMEIETRHER.

ETHANTR , BIEFFHN , BFFHETEHIERAEBIR.

11.1 XA¥IEEH TR

MTERXAYIEE®RT A,
BHE TE NINRES T i%ﬂﬂ " i -

. V:943, - {FH iconv(1l) BAENE S 3= (locale) Z[A]
libc6 11000 5355 %ﬁi . RIS (i) N
. FRHE + RNERESHERE (locale) 2 [RIFSCAZwHAD 5
recode V:2,1:12 528 5 (f’fjﬁ‘é@_‘] ’ g%%ljﬁgiﬁlﬁ't\é) n
konwert Vi2, 1:42 137 abus-3 %Eégqé)%ii (locale) Z[RIERISANYmALFE =S
nkf V:0.4,1:8.6 | 360 FHE BT AERE
tcs [:0.14 518 FEE FIHEBRXE
unaccent YoM e | rme | RRESTH . GANCIMLKEEE Y
tofrodos V1, 1:12 50 AT % EJSSS(*E)UNX PSRRI fromdos(y)
. V:0.04, = £ Macintosh F1 Unix Z [B] 3L ANFE R EEHR:

macutits 1:0.45 319 28 frommac(1) #1 tomac(1) i

11.1.1 F iconv €54 STA 14

Table 11.1: XA¥IEFE W T AR

N

iconv(1) & libce MABM—HEIFEE R LIES Unix AL EHHR T R,

REEmEIEIT AN T A4 A iconv(l) SREFIRSCA S RIYRAD,

$ iconv -f encodingl -t encoding2 input.txt >output.txt



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
https://manpages.debian.org/unstable/iconv(1)
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
https://tracker.debian.org/pkg/recode
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
https://tracker.debian.org/pkg/konwert
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
https://tracker.debian.org/pkg/nkf
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
https://tracker.debian.org/pkg/tcs
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
https://tracker.debian.org/pkg/unaccent
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
https://tracker.debian.org/pkg/tofrodos
https://manpages.debian.org/unstable/fromdos(1)
https://manpages.debian.org/unstable/todos(1)
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
https://tracker.debian.org/pkg/macutils
https://manpages.debian.org/unstable/frommac(1)
https://manpages.debian.org/unstable/tomac(1)
https://manpages.debian.org/unstable/iconv(1)
https://manpages.debian.org/unstable/iconv(1)
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JRho{E Rix

ASCII EEGEXHEIERE , 7 URBATES TS

UTF-8 ATHhBIRBRIERAZNZES e

1ISO-8859-1 [HEPOROE = AnrE , ASCI+ 25 4a S

ISO-8859-2 [BRARROES W , ASCIl + EE TS

ISO-8859-15 [ B BRI S HaROE S hrE (1SO-8859-1)

CP850 code page 850 , FITFUENE = X DOS T B EIFERFH |
ISO-8859-1 fIAF{Ak

CP932 code page 932, Hi& Microsoft Windows K] Shift-JIS Z&{&

CP936 code page 936 , T AF XHHEREARZXA&H] GB2312
GBK % GB18030 fAr{k

CP949 code page 949 , I TEHERMIKIRIEAZG NAEH EUC-KR &
Unified Hangul Code B {&

CP950 ;Ede page 950 , AT Z AP X RBEIRE R AR K Bigh AT

CP1251 code page 1251 , BT A /RFBERT I E AR Bt AR O YmhD

CP1252 code page 1252 , FITROEGE & IR IERG AR
ISO-8859-15 f{AF &K

KOI8-R ATRE/RFERIEMRE UNIX SR

1SO-2022-JP H XX AMEFRIArAEmED , RIER 7 F D

eucJP ZHHE UNIX 358 8 f2F T , A Shift-JIS T2 [F

Shift-JIS H3C JIS X 0208 M3 1 FrrE (B CP932)

Table 11.2: 4rhS{EFMAILHITIFR

YRED(EE K/ NERSUERK , BREILACH 28 - "8 ", a[RMEM iconv - Ui S EHFHRILRAD.

RRSETS
=

— MR AR |, TREHERESRNE (8 8.1 ),

% ASCII #1 1ISO-8859 XHER T RFNHNFIE , FRHMILMFRE/LFHENER—HH1E.

STFLFHNFFE , thanik , B TFHXH JIS X 0213 , SR TFEARZ FTAES M Universal Character Set (UCS,
Unicode, 1ISO-10646-1) , B ZF4mi AR R FIMLENRNF T HIE.

« B3l EUC F01 ISO/IEC 2022 (H#EFRA JIS X 0202)
« Unicode [ UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 4L

STFRLEXE | FREMFTRRIDY 85 &R BHRIX R,
STHELATEA KME , code page R1EAFRYmALIRAIF SURKER.

EE

BHIEE , KA WIS ARG I E ASCI i) 7 L F R EA WD , EhE L35, MRRMNEE K shift-
JIS fibig s , HAEMBEX CIESREFM URL ¥R , B UTF-8 #3\, IR\ E(E A"CPI32" {EA4RAL & kA
Hshift-JIIS" FAFEIMEMLER : 0x5C — "\" F OXT7E - "~". B , XL HHN RN TR

R
recode(1) 1 AT BEME FAFF B AR{UNZ iconv(l) , fromdos(l) , todos(1) , frommac(l) Fl tomac(l) ThAEMLES . 48
BRISEZEE , HS N info recode”.



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/字符编码
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
https://manpages.debian.org/unstable/recode(1)
https://manpages.debian.org/unstable/iconv(1)
https://manpages.debian.org/unstable/fromdos(1)
https://manpages.debian.org/unstable/todos(1)
https://manpages.debian.org/unstable/frommac(1)
https://manpages.debian.org/unstable/tomac(1)
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11.1.2 Hiconv ENXHEARE UTF-8 4ghY

REEBIET AN T a4 /A iconv(l) REE—NXAXHEARZH UTF-8 JabBiK).
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found"

N
£ EEABIFH{ER"- -verbose” SHCRIKEIE— non-UTF-8 F7F,

11.1.3 1 iconv {44

XER—ARGIML , EE—BRT , BIEERNRIERGE RS NN 4AmAG , i il UTF-8.
#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x" "$(echo "$x" | iconv -f $ENCDN -t utf-8)"
done

"SENCDN” A ETE X T HEZHURERL T, XL ERRNRGEmWS , Ik 11.2.

XIFREMBRAUELL , BEFE LAYRASIEAR mount(8) AR (1L 8.1.3 ) SREBBSHXH AR
ge (Peamist , B E—19X) , Efcp -2 4 RENERBINNEE HI—MER UTF-8 BRI AS L.

11.1.4 BT #H
MANMRNE  FAIRITRE (BATH) Wi, BFamarit.

¥4 BATRMES | ST | bR | 16 %
Debian (unix) LF N 10 O0A
\'\,"Vﬁ]?jgﬁj . CR-LF AMAJ | 1310 0D 0A
R Macintosh CR AM 13 0D

Table 11.3: REFERBRITHHFITIR

WATREEIRAERF, fromdos(1), todos(1), frommac(l), 1 tomac(l), 24824 A {E. recode(l) 2B HK.

TE
#£ Debian A%t E—L¥04E , 20 python-moinmoin #RE-EH) wiki TWEHHE , £/ MSDOS KA CR-LF 1£4
BATRYWES, FTRA, EEAALRHRLE — D@ AL

=z
EE

REBYmiEas (FLan : vim, emacs, gedit, ---) BEMSEIALLIE MSDOS HAFMIHRA TR 3L

#R
R FIRA MSDOS F Unix SIS | 5—F) MSDOS BTRaFE | (Efsed -e ' /\rs/1s/8/\r/ " {55
todos(1) PLEAF. (BIan , FEfEF diff3(1) FBAHFAS MSDOS HAHHISTHEST ) X ZE A todos 4 HTARITHIN CR.



https://manpages.debian.org/unstable/iconv(1)
https://manpages.debian.org/unstable/mount(8)
https://manpages.debian.org/unstable/fromdos(1)
https://manpages.debian.org/unstable/todos(1)
https://manpages.debian.org/unstable/frommac(1)
https://manpages.debian.org/unstable/tomac(1)
https://manpages.debian.org/unstable/recode(1)
https://manpages.debian.org/unstable/todos(1)
https://manpages.debian.org/unstable/diff3(1)
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11.1.5 TAB ¥

XEH g tab (RIS E W T A,

ThEE bsdmainutils coreutils
EHRIRTTY R "col -x" expand
(unexpand) col -h unexpand

Table 11.4: bsdmainutils 1 coreutils B R ATitik TAB Ridmd ¥R

indent B indent(l) e SBEBEFIE AL C FEFFHTIE,

fEn vim A emacs XEFMREIRATT A AKY & TAB, #ME vim ki , {REEBIRIFHN": set expandtab”
M %retab” 6543kY & TAB, RUATLURIAFHIN :%set noexpandtab” FI":%retab” &34k ER.

11.1.6 WA B3 RITNEER YRt es

% vim XEAILA B BESRIE 2 B A MR EA R I B AES AN B TR AD RS AR AT A SRR R, RO ESFF UTF-8
YRADEOIESI & _EFHETE UTF-8 MR TME Xt mig 23 KRS IFH R B M.

PA latinl (is0-8859-1) 4rbafZEA&KIHFIRGE S B Unix XA “u-file. txt”, BEBI I T EAI/RAE vim B S M YR
L=

$ vim u-file.txt

XZATBERIE A vim SR B s UALHI SR ESCHEE R UTF-8 w8 |, 2NREAK T , NHEEE R latinl Jghd,

A latin2 (iso0-8859-2) 4mhLAFf#AIHIE =VE Unix XA “pu-Ffile. txt”, REEE AN T FT/REA vim Jwig.,

$ vim '+e ++enc=latin2 pu-file.txt'

PA eucIP YREBAZAEMIB BB Unix XA |, "ju-Ffile. txt”, BRI F AR vim JRig.

$ vim '+e ++enc=eucJP ju-file.txt'

PARTVB A shift-JIS 4rbd (BRAVIRIAE : CPI32) F£&MIIHEE MS-Windows XA |, "jw-file. txt” , gEET
T FREA vim YiE.

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt'

W—A A vim FTHFR &R B ++enc” FI"++ 7 IR , £ Vim TN 1w’ eSS AR EFEMH B4
=R, RMETATE Vim 51T E EE SR R EAARR , #a0 , ":w ++enc=utf8 new.txt”,
YEAEF vim EATEENPM mbyte.txt , ” ZEFEPAZR MK 11.2 k3G ++enc” {FRNAMEREE.

emacs FRIHIFL AL S RIALRITIRE.

11.1.7 RERENAK

MTFHFREN web TEFIDTHALRIAT . %M Web thi BB E 278 web TETHL M grep(L) (AL
Unix XAT AR , LIF&4 2% A R0,

$ w3m -dump https://www.remote-site.com/help-info.html >textfile

I, #RETRAE AT AT TR A AAS SR B SO AR



https://manpages.debian.org/unstable/indent(1)
https://manpages.debian.org/unstable/grep(1)
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LRl TE NINRES T gk
, _ A A Ry
w3m V:10, 1:135 | 2853 | html_ text g wam - dump” 58 HTML 3R A3CAR R
html2text V:4, 1:67 298 html - text SRH HTML B AT HFRFE gy (1SO8859-1)
n - " AA AY A
Lynx V:28, 1:445 | 2031 | html- text fﬁ%éynx dump” #5238 HTML SR ASCARI
L. - S <
elinks V:2,1:16 | 1791 | html_text g};gnks dump” fi3 <98 HTML Fe A A SCAH)
links V2, 1:21 2321 html - text :E%élnks dump” 83 <48 HTML R ATARE
BRI _ ” AA LY AY
links?2 V:0.9,1:9.5 | 5466 | html_text ?%;%”ksz dump” fi5 <45 HTML Fe A ASCAH)
catdoc V:15, 1:1169 | 682 MSWord - textiefk MSWord L HFEIAE AT, TeX XH
antiword V:0.8,1:6.5 | 587 MSWord - tektigdt, MSWord L HFZRIZESL AT ps L
unhtml YOO4075 40 html-text | \—A HTML X4 EEBIEARCAREE
odt2txt V:1,1:20 60 odt  text TSR RS R 2
Table 11.5: AT R A HIEH T AR
BHEE TE KN A 1tAA
F”:source
vim-runtime V:17,1:364 | 38849 | 5= $VIMRUNTIME/syntax/html.vim” Vim =4
HAIRAREE] HTML
cxref I\_/é)o'zozl’ 1191 | c-html M C FEFFE) latex 1 HTML (4R (CIiED)
src2tex }_’60-1071’ 1799 | &% RIS FRIDE] TeX (CIED)
HHIRAREIH A S =E R HTML, XHTML,
source-highlight V:0.4,1:3.2 | 2131 | §& LaTeX, Texinfo, ANSI Ei % X 5%#1 DocBook
S (C++)

: : . . N HOFZ IRARREEHA e =E R HTML,
highlight V04,130 | 1412 ) &% XHTML, RTF, LaTeX, TeX or XSL-FO 3, (C++)
gre V:0.9, 1:6.0 | 208 t,gg{ Gl BT A B R G AR (Python)
pandoc V9, 1145 208069 text any TEAMRCHay (Haskell)
python3-docutils V:11, I:50 2009 | text—any BRISCAIIRYE) XML (Python)
markdown V:0.5,1:6.0 | 56 text - html Markdown LA AEE] (X)HTML (Perl)
asciidoctor V:0.5,1:14.8 | 101 text - any AsciiDoc XA E] XML/HTML (Ruby)
PYthon3-sphinx |y o5 | 3034 | textoany | EFXAREAZRS: (Python) M
hugo V:0.8,1:'5.1 | 66736 | text— html FT Markdown KEESuh A A% (Go)

Table 11.6: SRAAIRM T AR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
https://tracker.debian.org/pkg/html2text
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
https://tracker.debian.org/pkg/catdoc
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
https://tracker.debian.org/pkg/antiword
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
https://tracker.debian.org/pkg/unhtml
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
https://tracker.debian.org/pkg/odt2txt
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
https://tracker.debian.org/pkg/vim-runtime
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
https://tracker.debian.org/pkg/cxref
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
https://tracker.debian.org/pkg/src2tex
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
https://tracker.debian.org/pkg/source-highlight
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
https://tracker.debian.org/pkg/highlight
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
https://tracker.debian.org/pkg/grc
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
https://tracker.debian.org/pkg/pandoc
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
https://tracker.debian.org/pkg/python3-docutils
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
https://tracker.debian.org/pkg/markdown
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
https://tracker.debian.org/pkg/asciidoctor
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
https://tracker.debian.org/pkg/python3-sphinx
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
https://tracker.debian.org/pkg/hugo
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11.1.8 SFFEA AT AR
YRATBUB I AN T FT R S S R A S A SR

11.2 XML #4E

¥ BAMCIES Extensible Markup Language (XML) 2 —F#81018S . BT B8EMEEHN3H.

1£ XML.COM BERANAEE.
o AR XML

o 4R XSLT?”

« " {+4R XSL-FO?”

o " AR XLink?”

11.2.1 XML HEFRER

XML XAFRRGLLG HTML. EREBFERNEE - XML MR, —ME8RK XML &

7%, EXEER.
F— XML XAHE R T ERARAE XML TS,

<?xml version="1.0" encoding="UTF-8"?>

XML JTEMERE AR IR THNARARC.

<name attribute="value">content</name>

NAAZM XML Tt |, (ER FTEREEIRC.

<name attribute="value" />
FmEyFhrattribute="value"” 7] %K.
XML EEFRERS , 2% TERATARC.

<!-- comment -->

ARTFIEAIFC , XML EDBRAERTE XSRIEERRNB R TIIFH.

G2

docbook-xs1#&

S VEYEN HURNFR
&quot; L =
&apos; TS
&1t; < /N5
&gt; > XTS5
&amp; &: &=

Table 11.7: XML FiE M Sk % 5=

7Ny

"<& TNEEAEBME (attributes) BXITE (elements) F{EA.



https://zh.wikipedia.org/wiki/XML
https://www.xml.com/
https://www.xml.com/pub/a/98/10/guide0.html
https://www.xml.com/pub/a/2000/08/holman/index.html
https://www.xml.com/pub/a/2002/03/20/xsl-fo.html
https://www.xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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=z
=

% SGML AHHMA FE XK , thingsome-tag;”, MEAKNEZ , F—IPEXRETHENR. REEX

fE’<!ENTITY some-tag "entity value">" BFRIR,

RRSET
=

AREXMLIMER—BERE—RELEES (—EBIEEANSSEMEME) | £ Extensible Stylesheet Language
Transformations (XSLT) 32| HHb—A XML , B—MEAR B ERES .

11.2.2 XML 4038

BHZTATRATAE XML 324, bbanik : 719 EH#FRFIES Extensible Stylesheet Language (XSL).

—BE{REIBT —MFRARTER XML XX, B Bk, REATAE AT RFRXFRIES ## Extensible Stylesheet
Language Transformations (XSLT) , ¥ H 48 BT ME,

BTSN B FKIES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 RS/ &=
HHfRIRFE. fop ¥4HELL Debian main MEEZER , RAEMKK Java RIDES. LaTeX RIDEE ZM XML {EH
XSLT &% , LaTeX A2 F3kA41% DVI, PostScript F1 PDF XZEAFTENRIST L.,

KB, AT WINIES: Uik
docbook-xml V:15, 1401 | 2126 | xml DocBook f] XML JZA%ZEEIE Y. (DTD)

_ _ {#H XSLT % DocBook XML P38 i &-Fiay B &=
dochbook-xs1l V:15, 1:144 | 14823 | xml/xslt B XSL At

Py N g - 7y

xs1tproc Va5 172 |83 | xsit X%S% S ATAE AR (XML - XML, HTML, 56308
xmlto V:0.5,1:86 | 124 xml/xslt {EF XSLT % XML EREHEERRAGEHR S
fop V:0.6,1:7.6 | 281 xml/xsl-fo ¥ Docbook XML %] PDF

. . £ F XSLT ¥ Docbook {545 # A DVI,
dblatex V:1.0, 1:15.9 | 4636 | xml/xslt PostScript, PDF 304
dbtoepub Y005%4 37 xml/xslt DocBook XML %l.epub %%

Table 11.8: XML T A%F&

AT XML 255418 ARCIES Standard Generalized Markup Language (SGML) (—/NF4&, BT 48 SGML |y

RET—

BT A taemgati® XML , Pbami AR E S FFSEIES Document Style Semantics and Specification Language
(DSSSL).

LR MTE WNES Wi .

openjade Vi1, 1:21 1066 | dsssl ?];)/IEC 10179:1996 #x7k DSSSL Ay (Fif

ae o & FJ DSSSL Z## DocBook XML F[& 7k L &=
docbook-dsssl V:0.5,1:7.9 | 2594 | xml/dsssl i) DSSSL K%
DocBook JXHFRITEA, , BIFEE A DSSSL M4
docbook-utils | V:0.4,1:5.6 | 287 | xml/dsssl BAHEM (HTML, RTF, PS, man, PDF) i

docbook2* 54

Table 11.9: DSSSL T B%I3%k

R

GNOME # yelp 13 13AEB TR EHGEER DocBook XML 3¢ , XRRAEATAM X FRIFIELMIES.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
https://tracker.debian.org/pkg/docbook-xml
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
https://tracker.debian.org/pkg/docbook-xsl
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
https://tracker.debian.org/pkg/xsltproc
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
https://tracker.debian.org/pkg/xmlto
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
https://tracker.debian.org/pkg/fop
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
https://tracker.debian.org/pkg/dblatex
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
https://tracker.debian.org/pkg/dbtoepub
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
https://tracker.debian.org/pkg/openjade
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
https://tracker.debian.org/pkg/docbook-dsssl
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
https://tracker.debian.org/pkg/docbook-utils
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML #EIRER
FRATENAE , frReeB AL TERIZE HTML 3% XML %4E.

LG ATE AN G 1A
ﬁ
man2html V0.1, 1112 | 142 m?]rt‘jﬂﬂ KM man FHTE) HTML 82 (23% CGl)
doclifter [:0.05 487 troff — xml troff 2] DocBook XML HGEH 75
texizhtml V:0.2,1:2.9 | 1847 | texi— html I\ Texinfo ] HTML RiEHas
info2www V:0.8, 1115 | 76 info - html M GNU info ] HTML g3E#zs s CGI)
MSWord - | JAT%% Word #2XE] HTML, LaTeX, RS
V:0.2, 1:2.5 733 N a
W AR | BHRE,
unrtf V:0.3,1:3.0 | 159 rtf = html M RTF 2] HTML Zf5E# a3
Wp2X 1:0.08 200 WordPerfect L. WordPerfect 5.0 #1 5.1 3Z&Z] TeX, LaTeX, troff,

EEMEK GML F1 HTML

Table 11.10: XML ¥E2ER T A%I&

11.2.4 XML ¥UiERE

XPTFAE XML () HTML 30, FREERBEEHEE 108 XHTML , XHTML 32 —/ME 2 AL XML 361, XHTML BB XML
T R4

XML CHHREEMEEIF AT URL TTEMY | BEBHRAE.

KR TTE KN | ThEE WiAA El‘] e ——
. : ] ] xmllint(1) XML T LE (&)

libxm1l2-utils V.55, 1:1207 211 xml o html & Xh&@—tﬂg W

tidy V0.9, 7.2 |79 xml o html o XhtATIML 15 /Hé@%niﬂgfc{t

weblint-perl Y009014 32 wE BT HTML /NS HNE A B 25

LinkLint oot 3a3 | T | RN TARGHER B

Table 11.11: XML EWFTENT A¥F

—HIESM XML AR, ETANCHNE S | REEBER XSLT BARREEE.

11.3 R

Unix E#Y troff F2FFRAIZH AT&T REIFFARM , AT AR EHHR. AR ARG FHR.

Donald Knuth &8 Tex ZIEF BAMHRTAMRRR LA ME, RYZH Leslie Lamport JFA ] LaTex {£15
PRI A F{E R B Tex IERATHEE

11.3.1 roff HEhR

E5:E L E, roff 2 Unix EFEMSIALIRRSZ. 50, roff(7), groff(7), groff(1), grotty(1), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff_ mm(7) #1"info groff”,

LG groff REBE | RN -me” RIESMAER I —M AR ENES T , EMER"/usr/share/doc/groff/”,



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
https://tracker.debian.org/pkg/man2html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
https://tracker.debian.org/pkg/doclifter
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
https://tracker.debian.org/pkg/texi2html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
https://tracker.debian.org/pkg/info2www
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
https://tracker.debian.org/pkg/wv
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
https://tracker.debian.org/pkg/unrtf
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
https://tracker.debian.org/pkg/wp2x
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
https://tracker.debian.org/pkg/libxml2-utils
https://manpages.debian.org/unstable/xmllint(1)
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
https://tracker.debian.org/pkg/tidy
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
https://tracker.debian.org/pkg/weblint-perl
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
https://tracker.debian.org/pkg/linklint
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/Roff
https://manpages.debian.org/unstable/roff(7)
https://manpages.debian.org/unstable/groff(7)
https://manpages.debian.org/unstable/groff(1)
https://manpages.debian.org/unstable/grotty(1)
https://manpages.debian.org/unstable/troff(1)
https://manpages.debian.org/unstable/groff_mdoc(7)
https://manpages.debian.org/unstable/groff_man(7)
https://manpages.debian.org/unstable/groff_ms(7)
https://manpages.debian.org/unstable/groff_me(7)
https://manpages.debian.org/unstable/groff_mm(7)
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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RHER ATE WINESE Wi

texlive Vi1, 1:27 55 (La)TeX ATHEER. TUSFFTENR TeX &5t
1ilypond V:0.5,1:5.2 | 16924 | (La)TeX B SRHERR

groff V2, 1:24 16514 | troff GNU troff X AR ES:

Table 11.12: HEkR T B 53R

eI
"groff -Tascii -me -"¥itHHHE ANSI 3 ISR A, aIRFIEE manpage i HHIFZ ™ H" #1"_" , A
2 F & 44 'GROFF_NO_SGR=1 groff -Tascii -me -",

N
RABEFIR grof f AERRMSIASHFIH ", £/A°col -b -x" RITIEE.

11.3.2 TeX/LaTeX

Tex Live 3{H T 250 TeX REt. texlive TTRHBAR TeX Live F—ES , (BREERBN(FHAE IS
XEHFL AR TeX M LaTeX KESE 5K,

* The teTeX HOWTO: The Linux-teTeX Local Guide

 tex(1)

latex(1)

texdoc(1)
texdoctk(1)
"The TeXbook”, fE& Donald E. Knuth, (Addison-Wesley)

« "LaTeX - A Document Preparation System”, {£& Leslie Lamport, (Addison-Wesley)

"The LaTeX Companion”, {3 Goossens, Mittelbach, Samarin, (Addison-Wesley)

XERERWHARE, 5% SCGML AMERICEHEANHEATAIET R, lyx AR ME Lyx F1 texmacs B4EE
IR{HLH) GNU TeXmacs #54 LaTeX 124t 7 IEE RNEEMI AT LB FTiS A miEdrR | SAMIFZ A{EMA Emacs #1 Vim /E24
HIRAR YRS,

BHZHELRIBIFIE.

» TEX Live Guide - TEX Live 2007 ("/usr/share/doc/texlive-doc-base/english/texlive-en/1live.html”)
(texlive-doc-base f3)

* Latex/Lyx [—/MEj#F53|
« £/ LaTeX #HTXF40H

YRR T KRE , TeX B4, R/ etc/texmf/texmf . enf” 18I0 pool K/ (BERAYIRIRIE 4R
ERE"/etc/texmf/texmf.d/95NonPath” 3 Hiz1T update-texmf(8)) KM E tlaj @,

EE

"The TeXbook” f¢] TeX JREEET UM texbook.tex f{] www.ctan.org tex-archive i _FTFak., WX HEE THEAZ
FIEMNARIES . HIMRIEIAF RIS 7 2158 10 AR T IFERM \input manmac \proofmodefalse” , H{H]
PLF tex(1) SRAMIRI SRS, FRIRZEINEMRKXAH ((FF Donald E. Knuth BEARH) A B ERIELMA |, 8
AR RIRIEAASESS] Tex BIATRITFHIBIF |



http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
https://tracker.debian.org/pkg/texlive
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
https://tracker.debian.org/pkg/lilypond
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
https://tracker.debian.org/pkg/groff
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://tldp.org/HOWTO/TeTeX-HOWTO.html
https://manpages.debian.org/unstable/tex(1)
https://manpages.debian.org/unstable/latex(1)
https://manpages.debian.org/unstable/texdoc(1)
https://manpages.debian.org/unstable/texdoctk(1)
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
https://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
https://manpages.debian.org/unstable/update-texmf(8)
https://www.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
https://manpages.debian.org/unstable/tex(1)
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11.3.3 ZSHHTENFH R

TREESS AN TMEE— A dr S 1EFTENHL LIRS TEDF T IR,

$ man -Tps some_manpage | lpr

11.3.4 AEFMR

RER4 troff FXNEFMIW (manpage) ZFEEN , XEREF—LHBNAEF LR TAIZEFMHRT.
KA, AT wES G 1t
docbook-to-man | ., ¢ 156 | 189 %ﬁ%ﬂ MAN 1\ DocBook SGML ) roff FHTETEL HIEEH 2
help2man V:0.5,1:6.2 | 542 t;’%*m_ma” @i -help B AEFERFHRMTE
info2man e 134 i%fjc])ﬂ%l_man §# GNU info %I POD Sk T aE 58
txt2man {000, n2 | ZeoT | s ASCI URRACHFMTUSR

Table 11.13: fEFM TR LEFZEK

11.4 AJFTEDHIERE

1E Debian 2t , AIFTENA¥IER PostScript #&z\/K). X+TF3F PostScript FTENH, , A Unix FTENRSE (CUPS) (£
Ghostscript fENE & YeMt (rasterizer) &MIEFERF.

FERRIEM) Debian RGeH , ATTENRIEEE , AT PDF 48X 3R0R.

PDF M #FEERB(ER GUI (AEAFRAE) HNEELAERR , EXNHREABE T DMIERE GUI (BIERF-RmE) &F
T A, bkan Evince #1 Okular (B8 7.4 ); DARINAN S , bban Chromium,

PDF S {EREMS(F AL & T A4R4E , bban LibreOffice, Scribus #l1 Inkscape (M5 11.6 ),

RN
1REERE A GIMP [Ri PDF 3CfF , FFEE A ST 300 dpi GERMENTE | & PDF #3h PNG #£3., XA RAER
LibreOffice B REF , FIRBE ALK — M IERERITENG L .

11.4.1 Ghostscript

AMETTITENIBIERIAZ ME Ghostscript PostScript #8285 | ©REB A YCHE % (raster image).

N
"gs -h" BEBEIR Ghostscript KIECEEE.



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
https://tracker.debian.org/pkg/docbook-to-man
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
https://tracker.debian.org/pkg/help2man
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
https://tracker.debian.org/pkg/info2man
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
https://tracker.debian.org/pkg/txt2man
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Evince
https://zh.wikipedia.org/wiki/Okular
https://zh.wikipedia.org/wiki/Chromium
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Scribus
https://zh.wikipedia.org/wiki/Inkscape
https://zh.wikipedia.org/wiki/GIMP
https://zh.wikipedia.org/wiki/PNG
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
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BT TATE AN | viER
ghostscript V:137, 11557 | 177 GPL Ghostscript PostScript/PDF fi# & ay
ghostscript-x V0, I:114 88 GPL Ghostscript PostScript/PDF fi# & as-X B/RX 5

Tibpoppleri56 | V:14, 1121 4989 | PDF jE4:JFE (xpdf PDF % g5 5 )

libpoppler-glib8t&470, 1:300 | 576 | PDF&RE (EF Glib ftt=FF)

poppler-data V:147,1:579 | 13086 | FiF PDF j2 &t fEf CMaps (CIK X 37F : Adobe-*)

Table 11.14: Ghostscript PostScript fi#f%23%5113&%

11.4.2 &3P PS 5 PDF XX

yay
B
$ gs -gq -dNOPAUSE -dBATCH -sSDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
$ gs -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=z
Vo)

PDF £ ARRI A FATHTERMIENR | BAR ERSE —LASMSHRY RIERT 1 PS Mk,

N
X Fd544TKt , psmerge(1) M psutils B HE AR S ELIE PostScript XS ZRA A, pdftk B K
pdftk(1) ZE4LE PDF SCRYEOET R RIAE R RAT M.

11.4.3 AMIEATENRIFIREH A
T RN RSURM T AR,

11.4.4 3 CUPS FTE[

Unix IBFTENRSE (CUPS) R Ip(1) F Ipr(1) f-S#Bi M T B2 ITENEIRAIE.
TRATRAE R 36 R i —NRFTED 3 438 51 T RS A+,

$ 1lp -n 3 -0 Collate=True filename
$ lpr -#3 -0 Collate=True filename

{REEAZIEIZ"-0 number-up=2",”-0 page-set=even”,”-o0 page-set=odd”,”-0 scaling=200",”-0 natural-scal
FEFTENHETSRFE— L EFFTEMLIRAE | FRASIASS s 1 TFTENFNET,

11.5 HARFEE R

IR ER B ARE BARAR T FRAVAREK.

N
REBEE P ] ABCE(E R IMAP4 fRS52% , EEXRITEERINY BRA 4 (IMAP4) fR%5-25 ] ARSKIEBME N ER
HR ARG E IR L K,



http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
https://tracker.debian.org/pkg/ghostscript
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
https://tracker.debian.org/pkg/ghostscript-x
http://packages.debian.org/sid/libpoppler156
http://qa.debian.org/popcon-graph.php?packages=libpoppler156
https://tracker.debian.org/pkg/libpoppler156
http://packages.debian.org/sid/libpoppler-glib8t64
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8t64
https://tracker.debian.org/pkg/libpoppler-glib8t64
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
https://tracker.debian.org/pkg/poppler-data
https://zh.wikipedia.org/wiki/CJK_characters
https://manpages.debian.org/unstable/gs(1)
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
https://manpages.debian.org/unstable/psmerge(1)
https://manpages.debian.org/unstable/pdftk(1)
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://manpages.debian.org/unstable/lp(1)
https://manpages.debian.org/unstable/lpr(1)
http://localhost:631/help/options.html
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
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KA T WIS G Wi
) V:109, | PDF T H : pdftops, pdfinfo, pdfimages,
poppler-utils | /57 756 pdf - ps, text, pdftotext, pdffonts
psutils V:4, 1:49 34 ps - ps PostScript X FE#R T E
poster V:0.1,1:11.7 | 57 ps - ps F PostScript @HI{EARELER
enscript V-1, 111 o138 | €Xt-ps, [Z 21 ASCIl N ZAZEN] PostScript, HTML, RTF Bk
html, rtf Pretty-Print
"{EAISCAE] PostScript’ fEHRSFEOERI R
2 V:0.7,1:7.0 | 41 -
azps 0.7,1:7.0 09 | text-ps ETENR
pdftk Vi1, 1121 28 pdf - pdf PDF A% # T H : pdftk
htm12ps V:0.2,1:1.7 | 256 html - ps M HTML %I PostScript B35 a5
gnuhtml2latex |V006023 26 html - latex | M html Z| latex 5525
] ] i LaTeX XASEIBER Microsoft Word 132ER
latex2rtf V0.1, 1:11.9 | 495 latex - rtf RTF %iﬁﬂﬂi*ﬁ |
ps2eps V-1, 131 95 DS eps éqk;;;tgsgcnpt 2] EPS (Encapsulated PostScript)
e2ps ?_’60'1021’ 104 | text—ps A BRI AE! PostScript i #%
impose+ V:0.1,1:1.5 | 118 ps - ps PostScript TE
. V:0.01, E=HIFTENFZ IRFERF (C, C++, Java, Pascal,
trueprint 1:0.08 148 text-ps Perl, Pike, Sh, 1 Verilog) %I PostScript, (Ci55)
_ _ PDF %I svg A] @it =EJE (Scalable Vector
pdf2svg V:0.2,1:12.9 | 33 pdf - svg Graphics) MEtiEERZE
pdftoipe e 70 | pdf-ipe | M PDF E| IPE's XML Hs0ME6 558
Table 11.15: 4MEFTENRIFIRIN T ESIR
KB, AT WANES G Uik
sharutils V:2,1:28 1436 | AR shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V:0.8,1:7.9 | 109 MIME YRAZAIfERS MIME {55 mpack(1) 1 munpack(l)
28l MIME [ffF2EE"application/ms-tnef” , i%#%&
tnef V:04,1:4.1 103 -tnef "
ne me-ine AR A AR
- . . IR ZRAL 5 FfERDES . uuencode,
uudeview Vi0.2,1:1.8 1 105 b xxencode, BASE64, quoted printable 1 BinHex

Table 11.16: HEITHMFEIRF BRI MAHRSIR



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
https://tracker.debian.org/pkg/poppler-utils
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
https://tracker.debian.org/pkg/psutils
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
https://tracker.debian.org/pkg/poster
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
https://tracker.debian.org/pkg/enscript
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
https://tracker.debian.org/pkg/a2ps
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
https://tracker.debian.org/pkg/pdftk
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
https://tracker.debian.org/pkg/html2ps
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
https://tracker.debian.org/pkg/gnuhtml2latex
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
https://tracker.debian.org/pkg/latex2rtf
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
https://tracker.debian.org/pkg/ps2eps
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
https://tracker.debian.org/pkg/e2ps
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
https://tracker.debian.org/pkg/impose+
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
https://tracker.debian.org/pkg/trueprint
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
https://tracker.debian.org/pkg/pdf2svg
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
https://tracker.debian.org/pkg/pdftoipe
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
https://tracker.debian.org/pkg/sharutils
https://manpages.debian.org/unstable/shar(1)
https://manpages.debian.org/unstable/unshar(1)
https://manpages.debian.org/unstable/uuencode(1)
https://manpages.debian.org/unstable/uudecode(1)
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
https://tracker.debian.org/pkg/mpack
https://zh.wikipedia.org/wiki/MIME
https://manpages.debian.org/unstable/mpack(1)
https://manpages.debian.org/unstable/munpack(1)
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
https://tracker.debian.org/pkg/tnef
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
https://tracker.debian.org/pkg/uudeview
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
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11.5.1 HPEEEEEEAY

BB (SMTP) ¥R BEMIRFIN 7 BRI, —2HHIEdER 8 I3 A% A Multipurpose Internet Mail Extensions
(MIME) BHXP £ FRIRBMEY R MM FRrEming) 7 k. (BR& 11.2).

AR ARG TUE mbox , 'BEKIE RFC2822 (F RFC822 F ) kAIMEK. £ ML mbox(5) (B3 mut t FRE-EIR ().
SFRMES, BT IXE{H4 8 UF , "Content-Transfer-Encoding: quoted-printable” il 1ISO-8859-1
FRERE YA TR AN REM CA R W 4wbSh UTF-8, BT /L2 & 7 %3k , £/ Content-Transfer-Encoding:
quoted-printable” tE2&1EM.

SFEE | 1E45"Content -Type: text/plain; charset=IS0-2022-JP" &% & BT M {RIFLALE 7 1.
BRZRNHMRAZLEREFEHMEI TER Shift-J1S KA XA, REVEXAER UTF-8 4pf3, B TEH /% 8
IR | (£ Base64 B2&1EH. HETMES HWELMMEE.

AE
WRRAGIE Unix BREEEIE T UE T — B &5 IMAP4 RS- IEHAIE Debian & Figifial , #R°] AB T E1TIREY
IMAP4 R % SRK MR ¥R S .

EE
MRKERHEMEEER | F—HIEE1183hE] mbox FLLELF. % mutt(l) XL THRERN R Fimfe A a] A
TR TE X IR,

HRETA{E A procmail(1) F0 formail(1) 3BEBAEPNA S FF RS —ET R4
B—HBMEREBEAkE mpack BAEK munpack(l) 4 (BHERFFNIAR) XKikS MIME fRREAE.

11.6 ERHELH

BR1% gimp(1) IHMETERERFEIEEEARN , B4 imagemagick(l) XM 41T L AERMA B sh L IEE
SIS Z1RA A,

SKFR_E AR RDAB LA B 182 T AR K B S AR EU(EXIF) |, IXFRAE R AE IPEG B ICHAE LRI — LT ¥ dR
&. CREBRFEMBN. NEMBNEERESR.

Lempel-Ziv-Welch (LZW) TLHEUEEEEFICETMT . 0 LZW EEARWERTEHRR (GIF) TAIETIN
7£ Debian A%t LEREAT .

N
{HTH 8 AT MO F A T BB B4 {EF AT AZE Linux EiBid USB Z I Es sk TE , B AT EAEMESC
HRGBTHINGE EER FAT MRS , $%5% 10.1.7 75,

11.6.1 EFEHIELR (TTHRHE)

‘Fz;{fz’f’\xggﬁﬁﬁ aptitude(8) £ A E IR LA —MFREC iR “Debian &% T A4 B AKX BAE I BERS VR -
AT R

7N
1f aptitude(8) (%% 2.2.6 1) FAHIENFKIAK"~Gworks-with: :image” kEXEZHEIGTA.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc2822/
https://manpages.debian.org/unstable/mbox(5)
https://zh.wikipedia.org/wiki/Base64
https://manpages.debian.org/unstable/mutt(1)
https://manpages.debian.org/unstable/procmail(1)
https://manpages.debian.org/unstable/formail(1)
https://manpages.debian.org/unstable/munpack(1)
https://manpages.debian.org/unstable/gimp(1)
https://manpages.debian.org/unstable/imagemagick(1)
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://manpages.debian.org/unstable/aptitude(8)
https://qa.debian.org/developer.php?email=pkg-phototools-devel@lists.alioth.debian.org
https://manpages.debian.org/unstable/aptitude(8)
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KEE, AT WINER G 1tHR
education-graphids.32 25 ﬁ;lgg’ ,,,,,, RTRIGHEFHE R EARK TR,
open-font-design-ltwoakit | 9 ttf, ps, AT BFERRTRTR R

Table 11.17: EIFEFIETASIR (TTHEE)
LR TE WANES G 1tHR
gimp Vi34, 11211 | 32779 | EIE (ful&]) | GNU EIEAIEFEfF

9 |- Y s T SANE HET GTK MNanmEE R m GIEN
Xsane V.9, 1:1128 1512 EE (&) lﬂ?ﬂ#ﬁ‘fﬂ@ﬁﬁﬁﬁ?)
scribus Vi, 1112 32415 | ps/pdf/SVG/-{- Scribus DTP ZgiEzy
libreoffice-draw V:79, 1:1410 | 10989 | BlJ¥ (& =) | LibreOffice INAELF-4AH
inkscape V:12, 1:75 112538 K (KE) | SVG (ATAREKERTFE) migss
dia V1, 1:16 3801 | KB (KE) | B&xTmigar (Gtk)
xfig V:0.4,1:84 | 7951 | A (X&) | ARERE ~ , REAKEREBRTGAE
gocr V:0.4,1:3.7 | 549 image — text | %% OCR &
eog V:24,1:137 | 10522 | % (Exif) | Eye of GNOME BIGNEAZF
gthumb V3, 1:12 5162 | El& (Exi) | B&N%ZE (GNOME)
geeqie V:3, 1111 2907 | E& (Exif) | ET GTK HEGIN%G R
shotwell V14,1241 | 6334 | Elf&k (Exif)y | AL ETEZE (GNOME)
gwenview V:39, 11114 | 6000 | &% (Exif) E %% (KDE)
kamera 114 992 | Ef& (Exif) | KDE ERIIFRASMaN BN Bk
digikam V:15,1:82 | 325 Elf% (Exify | FiT KDE R el R A EEN
darktabTle V:3, 1111 35876 | BIfR (Exif) | BRZIPRAREFIKT & FIRE 55
hugin V:0.4,1:5.3 | 6481 | E#& (Exif) | 2xEFR& MKz
librecad Vi1, 1:13 9164 | DXF, - 2D CAD ¥iEdniass
freecad Vi1, 1:19 112 DXF , ++++et 3D CAD e miEzs
blender V:2,1:19 169320 ?)SR/?L’ Tl‘[_:F’ AT ahER 3D Jrigzs
mm3d 1oL 4123 | 739 OOh | openGL i 3D HIMGRS
fontforge V:0.5,1:5.6 | 4049 | ttf, ps, - AT PS, TrueType # OpenType =K Ymigzs
: = NP ey .

xgridfit ?/001%1 878 ttf ;H;g TrueType FERRIMEIUG F/NFRIRIIA B

Table 11.18: EFE¥IE LR (GUI BIFERFRE) Fik



http://packages.debian.org/sid/education-graphics
http://qa.debian.org/popcon-graph.php?packages=education-graphics
https://tracker.debian.org/pkg/education-graphics
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
https://tracker.debian.org/pkg/open-font-design-toolkit
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
https://tracker.debian.org/pkg/xfig
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
https://tracker.debian.org/pkg/gocr
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
https://tracker.debian.org/pkg/eog
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
https://tracker.debian.org/pkg/gthumb
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
https://tracker.debian.org/pkg/geeqie
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
https://tracker.debian.org/pkg/gwenview
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
https://tracker.debian.org/pkg/kamera
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/hugin
http://qa.debian.org/popcon-graph.php?packages=hugin
https://tracker.debian.org/pkg/hugin
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
https://tracker.debian.org/pkg/blender
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
https://tracker.debian.org/pkg/mm3d
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
https://tracker.debian.org/pkg/fontforge
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
https://tracker.debian.org/pkg/xgridfit
https://zh.wikipedia.org/wiki/Hinting
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11.6.2 EE¥IETE (GUIEEM~fim)

T Gul (BERAARE) MERREH. WEMEHE TR T BIIRE.

11.6.3 EIEHIELER (CLI 65417)

TFICLI (f541T) MEIBBIR S, wiBfIEE TR IR T IHIAREK,

RHER ATE WINRES: Uik

imagemagick V:7,1:273 81 B (&) | EEAIEREF

graphicsmagick V:1.1,1:8.4 | 5945 | B (uE) | EG4LIEFEF (imagemagick JRAEH SR
netpbm V:26,1:283 | 8435 | B (uf]) | BEFAENEHRTIE

- - d v . o - SERERIG ST (HEIF) 2] JPEG, PNG
libheif-examples V:0.3,1:3.5 | 503 heif - jpeg(bit 3PV aM 462t | F heif-convert(1) £54

: : . e | MS Windows FFSADERRE LA PNG 83, 20E
icoutils V:3, 1:33 221 png cho(bltmag\ PNG &ttt ke EI#& L (favicon.ico)
pstoedit V:2, 1:37 1075 Fjif;pdf—”mageggsgs(cgsgﬂ;” PDF jC'#éUﬂéﬁiHE‘]%E@ﬂBE‘]E%
libwmf-bin V:4, 1:80 149 g)”dowy MA0G i Rdows Tt (S BETLAIR) BT A
fig2sxd I\/001(()52 158 fj%g)_, sxd(% 4 XFig 3044 OpenOffice.org £ EIF& =
unpaper V:2,1:16 417 image - image [54t 1 OCR A mmE/M LE

tesseract-ocr | V:8,1:33 2209 | imagetext | ETEERIAE N OCR 5| ZK %% OCR K
tesseract-ocr-engv:s, 1:33 4032 | image - text g%;li%ﬁ% P T ERSOCRM tesseract-ocr i
ocrad V:0.2,1:2.3 | 608 image - text | %% OCR &

exif V:3,1:50 335 | Elf& (Exi) | Box JPEG XHFH EXIF 5 EHR&G ST LA
exivz V2, 1:19 429 K& (Exif)y | EXIFNIPTC ;tBIRRELE

exiftran V1, 111 81 E& (Exif) | A BALEEVH jpeg BIBAET

el — ~
exiftags V:0.3, 1:2.7 | 309 &% (Exif) é%ﬂuﬂ*ﬁ*ﬂ,ﬂ‘] JPEG SCHHEER Exif hraESi A L
exifprobe V:0.2,1:2.1 | 506 El%& (Exif) | NERELE R B iR
F L

dcraw V:0.7,1:7.3 | 428 g{l‘)ag?)(pﬁrf” RED A O SRS AR L 1

findimagedupes V:0.1,1:1.0 | 76 image - fingerpgid| AU E S fE %

ale Vool 850 | image - image A3FESMMR AL BT R T
imageindex V:0.1,1:11.2 | 143 image(Exif) - hE R 61EF2S HTML B E

outguess I\/009190 230 ipeg,png 18 g Steganographic T A

jpegoptim V:0.5,1:6.0 | 59 jpeg % JPEG &

optipng V:2, 1:39 187 | png {4 PNG X , TTHE R

pngquant Vi1, 111 62 png R PNG X , BiiE4s

Table 11.19: EJEHIET A (CLI £5447) 315k



http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
https://tracker.debian.org/pkg/graphicsmagick
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
https://tracker.debian.org/pkg/netpbm
http://packages.debian.org/sid/libheif-examples
http://qa.debian.org/popcon-graph.php?packages=libheif-examples
https://tracker.debian.org/pkg/libheif-examples
https://zh.wikipedia.org/wiki/High_Efficiency_Image_File_Format
https://manpages.debian.org/unstable/heif-convert(1)
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
https://tracker.debian.org/pkg/icoutils
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
https://tracker.debian.org/pkg/pstoedit
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
https://tracker.debian.org/pkg/libwmf-bin
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
https://tracker.debian.org/pkg/fig2sxd
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
https://tracker.debian.org/pkg/unpaper
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
https://tracker.debian.org/pkg/tesseract-ocr
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
https://tracker.debian.org/pkg/tesseract-ocr-eng
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
https://tracker.debian.org/pkg/ocrad
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
https://tracker.debian.org/pkg/exif
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
https://tracker.debian.org/pkg/exiv2
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
https://tracker.debian.org/pkg/exiftran
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
https://tracker.debian.org/pkg/exiftags
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
https://tracker.debian.org/pkg/exifprobe
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
https://tracker.debian.org/pkg/dcraw
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
https://tracker.debian.org/pkg/findimagedupes
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://qa.debian.org/popcon-graph.php?packages=ale
https://tracker.debian.org/pkg/ale
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
https://tracker.debian.org/pkg/imageindex
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
https://tracker.debian.org/pkg/outguess
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/jpegoptim
http://qa.debian.org/popcon-graph.php?packages=jpegoptim
https://tracker.debian.org/pkg/jpegoptim
https://zh.wikipedia.org/wiki/JPEG
http://packages.debian.org/sid/optipng
http://qa.debian.org/popcon-graph.php?packages=optipng
https://tracker.debian.org/pkg/optipng
https://zh.wikipedia.org/wiki/PNG
http://packages.debian.org/sid/pngquant
http://qa.debian.org/popcon-graph.php?packages=pngquant
https://tracker.debian.org/pkg/pngquant
https://zh.wikipedia.org/wiki/PNG
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11.7 AEFSREEIER R TR

XEFFZHEMATHIER®RMN IR, £ aptitude(8) (%% 2.2.6 ) BRIENFKIAK~Guse: :converting"”
KEHI TR,

LREZD) TE WANES G WiEA
alien V1,113 150 rpm/tgz — delj FESMREYAR B4 A Debian F -4
freepwing 1:0.02 447 | EB-EPWING %ﬁEﬂ(g;\j’w%E\]f é%“?lﬁfﬁki_ﬂq JIS X 4081
calibre V6, 1:24 66260 | any - EPUB | BB FHi&iastEEIE

Table 11.20: RRIFHERIEIEFH TR

REEBIET AN TSN RPM 8B 12 EUEE.

$ rpm2cpio file.src.rpm | cpio --extract



https://manpages.debian.org/unstable/aptitude(8)
http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
https://tracker.debian.org/pkg/alien
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
https://tracker.debian.org/pkg/freepwing
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre

Debian &%} 225/ 247

Chapter 12

Ty

ﬁiﬁéﬁ —4& Debian AEHHER , BIFIHENAKEITEHERE., THEESXENRGENSZ 3TN
PR

&I manpages 1 manpages-dev Bz f5 , JUBLIZ{T'man £ EEFMRHHNSEEE. KKT GNU TR
RIMXXaZ G, JRABITIZE T info FRFEHREESEZ IR, KL GFDL MY S DFSG HAF#SE | ATlA
{RATEEEESE main BEFEE contrib M non-free A EE FEHFLEEL].

HEBERRAEHNRGETAE. 2% 105 7.,

A

%%FH“test’%’ﬁ%ﬁf#tﬁﬂ‘]‘]ﬂ'ﬁﬁﬁ#ﬂ‘]ﬁg?— , B2 shell FREF test"m <.

VIV
HRAT AR R LR 18R I FE B3 /usr / loca s /opt "B , XA A 6o S RS F2 P18,

i
“HREh : 99 RN ARLIRBI ] AL R SRR & FIE S T TUA.

12.1 Shell j{4<

Shell A& 2120 EH FTEMERM AT HATHRICAI M.

#!/bin/sh
. command lines

H—{THEII T RIHBUTIRA AR shell §RRE%.
et shell FABBRIF VAR IR Unix RER I TIEN, KEH —L5 shell HF2MIRR. FHE Shell &
iR (https:/vww.greenend.org.uk/rjk/2001/04/shell.html) , BTN RFZES]

I shell FEERK (SH2E 1.5 THE 1.6 ), shell HALMBEERSI. FANERE.



https://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
https://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell 35 M

REF A Z A ER A LUBIIAEE POSIX shell (Z3 1.13) RKNT,

« BIAMIERE POSIX shell /usr/bin/sh” B—4#&M%F| /usr/bin/dash FSEEE | HFL RERRFEH.
o BIAMIATE T POSIX shell & /usr/bin/bash,

#5YmE R bashisms (bash ) 5% zshisms (zsh 4t) EIEH shell A, MIRMAIEHH POSIX shell Z ]
BB M. RO AMER checkbashisms(l) XMHEBHTHE .

¥/ : POSIX WIZOEGEG - bashism

if [ "$foo" = "$bar" ] ; then --- | if [ "$foo" == "$bar" ] ; then --
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ---} function funcname() { ---}
JNHHIREE - \377” TREHAES N\ xff”

Table 12.1: #%Y bashism i&j£%13R

Ef"echo” i &WAHMEREEEUTILAAE , RARIENE shell MSMBaGH SRR , ERKIBEZES.

« BERMERRR - 0" RASMREAd 4TI,
< BREFHFRPERENFS , FAREE shell KRR, iTHFREEREA—H,

TE
RE“-nEMFHARE POSIX Bk , (BEEH 1Z#HER.

N
WMRFAEBREME FHEFRAENFS , Aprintf” 54 echo” &4,

12.1.2 Shell %%

HEKH) shell 2425 15 shell AR m#HZE.

shell %k 'El

$0 shell 5% shell fZA<f & FR

$1 %— shell 2%

$9 % 9/ shell &%

$H# NESHHE

ll$*|| ||$1 $2 $3 $4 AL

ll$@" ||$1|| |l$2|l "$3l| ||$4ll cee
$? B — R SRR RS
$$ XA shell FIAK PID

$! I iER fEa{ES PID

Table 12.2: shell £¥%I3%

WT IR BEICILNERNSHRTT.
PAE5xeeqg e SChR_EERZ 1%



https://zh.wikipedia.org/wiki/POSIX
https://manpages.debian.org/unstable/checkbashisms(1)
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ZPEAIEN R var TECREBAERN | 2R var TERFHEREIAER
${var:-string} "$var” "string”

${var:+string} "string” "null”

${var:=string} "$var” "string” (FFiz17"var=string”)
${var:?string} "Svar” 7£ stderr F E/R’string” (BEERE)

Table 12.3: shell ¥ B FF33*

o B FTIMRY var BERFHARIET
o SR LTIMARE var BREEER , TTAZS

SHBI|IE TR

${var%suffix} W& AT var ZEE R suffix &/ NUECRES,
${var¥%suffix} WG T var ZEER suffix Bz KILECAETR
${var#prefix} AT var FFKA prefix F/NLEE
${var##prefix} BEER T var FFSKE prefix EARULECAET

Table 12.4: EE] shell ¥ E# TR

12.1.3 Shell &{#E5)
BAGSHLRERIRE |, XA & MHEAER,

o ATh : 0 ("True”)
« 4K : 3E 0 ("False”)

RRET
=

"0°E shell SAHEAPHEBR True’ , AT'0" £ C KAREMBHIS LA False”,

=z
TE

"[7 IR test AR FMH , BIHEE]” ZERSERIEN— FfrRER.

W ATRE BBEICILER R AHEIE.

e "command && if_success_run_this_command_too || true”
e "command || if_not_success_run_this_command_too || true”

* FFREZTHIA R

if [ conditional_expression ]; then
1if_success_run_this_command

else
if_not_success_run_this_command

fi

XEREN|| true’R2FTEHN , A RMRIEXA shell IARER/IVOMER T - e &M A AN A S EXITESN

IR

BRI ESHRERF A -eq”, "-ne” , "-1t", "-1e”, "-gt” §1"-ge”,
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FIER REZHEA RIS
-e file file 71&
-d file file ZEFEE—THX
-f file file FIEFFHE — NS BHF
-w file file F7#E3FH ] 5
-x file file ZZAEFFH AP IT
filel -nt file2 file1l EA&TE file2
filel -ot file2 file1 E&TE file2 TH
filel -ef file2 file1 0 file2 T AERIFR & _EFHBEMRAKN inode =

Table 12.5: fE&AFRENFPIHITIOHLLE

FIEN RELZHEETRRRAE

-z str str NKEAZE

-n str str K EARAAT

strl = str2 strl F0 str2 FZ

strl '= str2 strl F str2 %

strl < str2 strl HEAAE str2 z 7] (BURTIES HIE)
strl > str2 strl HRAAE str2 7 Jg (BURTES HIE)

Table 12.6: fE&AFREAFIHITFRHBLER

12.1.4 shell 1§

XEAJLFE AT POSIX shell KBEHATER.

; do command ; done”, Z{EHL¥ fool foo2 - MAFAE"X" HHfT"command”,

« "while condition ; do command ; done”, ¥”"condition” AEN , 2FEHfT"command”,

« "for x in fool foo2 ---

« "until condition ; do command ; done”, ¥4’condition” AEE , £&EEH T command”,
* "break” A LASKIR LB,
« "continue” AL ASREFFIA T —IKIEIL.

RN
C EEPHBEXRATAA seq(1) SRELRAEMfool foo2 ...7,

N
ZN5E 9.49 T,

12.1.5 Shell }EXE
B shell G S1THR FR—LE MR AE | TTREERAMHARPITIME P R EFE,

* XPF"SUSER”, ER"$(1id -un)”
« XFSUID”, FA"$(id -u)”
« ST SHOME” , {FF"$(getent passwd "$(id -u)"|cut -d ":" -f 6)" (XMMESE 4.5.2 N FILMHE)



https://zh.wikipedia.org/wiki/C语言
https://manpages.debian.org/unstable/seq(1)
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12.1.6 shell 554174 I1B)IR
shell KB T SRR SAb IR — AN A,

* shell 5B —4T.

c MRZITAEF"" B, shell SRITEE A BATAAIERN—HRIR (one token) (IFIE : one token EE
shell iRBIK—MEEMHATT)

« shell B F3ARBITHFHRHERD DIRIINA (tokens),
- TAFHF  THE tab BATH
- TFF <> ;& ()
* shell GBREG—AARUT" " 8'..." i token FRREBFRABEMITA.
- R : if then elif else fi for in while unless do done case esac
« shell RIFAMLT"-" &' ... FHHE,
* shell BFAMLT" " 8" ... PHIKIRLK.
- "~ - YUETRAPREBER
- "~user” - user KIZxRBX
o shel $R{F' ... " PRIZERIFNENIE.
- A8 : "$PARAMETER” "${ PARAMETER}"
o shell BFATF' ... " FHHSER,
- "$( command )” - "command” fj#i

- »" command " - "command” i
o shell AR F"--" 8" ..." K glob i&1Z2BIFALEH L.
- * L HAFER
-? - —FEH
=[] > BT FRFER
« shell \ T3 JLAAEEK G S FHIIT.
- BR¥UENX
- REH4
- “SPATH" R IR P AT
o shell HIHE T —1T , FHRIBX MRS KBRS TAE,

X SHHES| SRIZFIRAN.
1E shell FfT set -x"EfER"- X" TSN shell FTRAE shell B/RE FIAERITNG S, XXHFEKREIEE FEX.
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REE ATIE KN | utER
dash V:928, 1:998 | 207 /NFITRE) POSIX 3% ZA shell , BT sh
: V91T, oS
coreutils 1000 17994 | GNU #%/> LA
V:780,
grep 11000 1297 | GNU grep. egrep #1 fgrep
V:758,
sed 11000 987 GNU sed
mawk V:487, 1:998 | 295 /NFITRE) awk
debianutils V:936, 1:997 | 225 FTF Debian B&FLE
bsdutils V:450, 1:999 | 334 kB8 4.4BSD-Lite fIERE T E
bsdextrautils V:754, 1:861 | 378 kB 4.4BSD-Lite REAMNOTE
moreutils V:17,1:39 232 ZMEME Unix TE

Table 12.7: B& AT shell ZAg/ NN B2 FRIR AR

12.1.7 FBT shell FIAHN BFEF
KT AERE shell F2F#E Debian R ERA[E B FAI#AEM |, REAZ R F A LERRAEA TR ENN BFER.

» "aptitude search ~E”, 5| NERREAE,
« "dpkg -L package_name |grep '/man/man.*/'", 5|4 package_name BB FTIRAH man Fit.

E1TIN
R moreutils AJREARFAE Debian 24t , BERMT —LHBK/NMEF. REFEEN—TE sponge(8) , 4
FAEE = FERNUEFR , BELIEE T,

0% 1.6 THEITF.

12.2 fERMEES PRI

Y {RFELE Debian EBSUPIIT—MES , R L ELERBRRIEES A, EEMBIEES AR

 {§f dash , ZIRESEH AN , F shell FRFILE CLI G 1TFERF.
« {#M python3 , MNREFAEZRHEK , IRATFRE.
s {#f perl, tcl, ruby---- , 2NSR1E Debian B AXESERNIERE , FEATHRESHITAE.

IRBRANRLAKIE |, ARFPITRE , FATUAMFILESEE XN , MEARMEES AR,

12.2.1 FRBBRMES
KR RRR SR (R A RN E R AR FLIR R RE.

« “dash -n script.sh”- Shell 4G R E
« “dash -x script.sh’- [RER— Shell iz



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://qa.debian.org/popcon-graph.php?packages=grep
https://tracker.debian.org/pkg/grep
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://qa.debian.org/popcon-graph.php?packages=sed
https://tracker.debian.org/pkg/sed
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
https://tracker.debian.org/pkg/debianutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
https://tracker.debian.org/pkg/bsdextrautils
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
https://tracker.debian.org/pkg/moreutils
https://manpages.debian.org/unstable/sponge(8)
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RS MTE WNEEYE
dash V:928, 1:998 | 207 sh: /[NFITRE) POSIX A M) shell , BT sh
bash V:892,1:999 | 7276 | sh: H bash-doc BIEK“info bash”
mawk V:487,1:998 | 295 AWK: /NIFRE] awk
gawk V:250, 1:300 | 3289 | AWK: H gawk-doc BIZfEK“info gawk”
B \ AT _ _ _ B/
perl v:673, 1992 | 836 | Perl: perl(l) PARIET per1-doc #l perl-doc-html JE{AH)
html 3244
libterm-readline-ymy4@8r1 | 439 GNU ReadLine/History /] Perl § & : perlsh(1)
libreply-perl Yool%o 171 Perl #] REPL : reply(1)
. :0.02, .
libdevel-repl-per 0 55 237 Perl | REPL : re.pl(1)

. \ 33 _ B /H N
python3 V:700, 11973 | 80 ;}/thon. python3(1) AKX & python3-doc BIZ{EM html 3T
tcl V22,1174 | 20 Tel: tcl(3) LK tcl-doc BIE R A
tk V:17,1:168 | 20 Tk:tk(3) PLURIBEE tk-doc BT HEAEVERRF IS
ruby V:70, 1:157 32 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: iR 23 XIKHFATER

“python -m py_compile script.py’- Python BAE A4S

“python -mtrace --trace script.py”- iREE—1 Python &
“perl -1 ../llibpath -c script.p/’- Perl BIAEX6GE
“perl -d:Trace script.pl’- IRER— Perl jiAx

A dash RED , ZATHE 9.1.4 %7, ERET M bash FUMTEAIE,

KT per1 85 , 253 F Perl i REPL 3115 , B4 Perl #2447 Python 258\ REPL (=READ + EVAL + PRINT
+ LOOP) ¥4,

12.2.2 {F shell fJiZ&K GUI F2¢
shell BIABER # 3t ARHHE— 1RSI AR GUI (RIERF-RE) 2FF. BEIRA— MBI AR ER

echo #l read € M kAT H .

THE AT AN | R

x11-utils V:224,1:549 | 651 xmessage(l) : F— N NEHF B R—FKIBEEEERE (X)

whiptail V:302, 1:997 | 61 M shell iz B/RE PR IFERXTIERE (newt)

dialog V8, 1.78 520 WK shell AT BIrAFEIFRINEFE (ncurses)

zenity V:71,1:335 | 193 M shell FIZ<F B/REFEXEIE (GTK)

ssft V:0.02, a0 Shell FIZAR 7% LE (zenity, kdialog, and T8 gettext ff] dialog
1:0.17 ESES))

gettext V50, 11216 | 20468 | “/usr/bin/gettext.sh™ FNEXEE

Table 12.9: Xfi& (dialog ) FEFF3I3R

XEE—MRKERN GUI FFIIBIF , {UFER— shell HAZZ AR S.
XAMHAER zenity SKEHFE—3XH (ZHA /etc/motd) HBIRE.
XAHAH GUI [B5h23RE8 IR 9.4.10 TalE.



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
https://tracker.debian.org/pkg/gawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
https://zh.wikipedia.org/wiki/Perl
https://manpages.debian.org/unstable/perl(1)
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
https://tracker.debian.org/pkg/libterm-readline-gnu-perl
https://manpages.debian.org/unstable/perlsh(1)
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
https://tracker.debian.org/pkg/libreply-perl
https://manpages.debian.org/unstable/reply(1)
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
https://tracker.debian.org/pkg/libdevel-repl-perl
https://manpages.debian.org/unstable/re.pl(1)
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
https://tracker.debian.org/pkg/python3
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://manpages.debian.org/unstable/python3(1)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
https://tracker.debian.org/pkg/tcl
https://zh.wikipedia.org/wiki/Tcl
https://manpages.debian.org/unstable/tcl(3)
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
https://tracker.debian.org/pkg/tk
https://zh.wikipedia.org/wiki/Tk_(software)
https://manpages.debian.org/unstable/tk(3)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
https://tracker.debian.org/pkg/ruby
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
https://manpages.debian.org/unstable/ruby(1)
https://manpages.debian.org/unstable/erb(1)
https://manpages.debian.org/unstable/irb(1)
https://manpages.debian.org/unstable/rdoc(1)
https://manpages.debian.org/unstable/ri(1)
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
https://manpages.debian.org/unstable/xmessage(1)
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
https://tracker.debian.org/pkg/whiptail
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
https://tracker.debian.org/pkg/dialog
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
https://tracker.debian.org/pkg/zenity
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
https://tracker.debian.org/pkg/ssft
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
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#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd" --title="Select a file to check <«
") 1N
( echo "E: File selection error" >&2 ; exit 1 )
# Check size of archive
if ( file -ib "$DATA_FILE" | grep -ge 'Atext/' ) ; then
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"
else
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"
fi

Jzzj]l{;-iﬁj Js:_hell AR GUI EFARAMHAEENHREMR. MRFE—NHEEMRRNEF | FESAEIEE
EHFE LS.

12.2.3 Efl GUI (BIEAARE) XHEHERINITA

GUI (RERFRE) XHEHREERENM L, seBAIMIKY RIKGARY RHIT—LE WATA, BT
EREA , e AES RAEBIPITIFRE FRM1TA.

XF GNOME , £ I, NautilusScriptsHowto,

¥F KDE , £}, Creating Dolphin Service Menus,

« XF Xfce , £, Thunar - Custom Actions #1 https://help.ubuntu.com/community/ThunarCustomActions,

XfF LXDE , £, Custom Actions,

12.2.4 Perl 58I AHRIT

AT AIREARE |, sh FEEMFHFIEIT cut, grep, sed %, B18M. WFHIM—AFHE , per L ENFILIRHUIERE
B, BRI, FTLA Debian LML RO 4 HIAER per L.

WEBAE ST E—1T AWK A RERFEFE Perl FERIFHY.
awk '($2=="1957") { print $3 }' |

XENT FIIRMEE—1T.
perl -ne '@f=split; if ($f[1] eq "1957") { print "$f[2]\n"}' |

perl -ne 'if ((@f=split)[1] eq "1957") { print "$f[2]\n"}"' |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )' |

perl -lane 'print $F[2] if $F[1] eq "1957"' |

perl -lane 'print$F[2]if$F[1]eq+1957"' |

BE—MIEMENRE. ERALT TESIHKIXLE Perl (RFFHE,

o ARG A]IETL



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions

2| CiEE.

1231 C

fRA] s

TIHEREEL IR RGEFER C MiBESMENREF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev #4A , B) GNU C &

SEESMNT.

« “info libc” (C FEER¥5 %)

 gce(l) F“info gec”

e each_C_library_function_name(3)

« Kernighan & Ritchie ,“C 2 F&ITES", 55_hR (Prentice Hall)

RIT CHRERE , EART CHRMIBES FTERNKSUEMESIRE.
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s GEMNBFEIFREFERNB LR,
an SATEE : perlrun(1) i Perl HUTET
* Perl 74 E : perlvar(l)
RIEMER Perl BRI, SRR , XAV S NEZFZEELRRE, FTROS/VE.
12.3 4mFENES (G
KA, AT X/ | i%ER
gcc V:153, 1:563 | 36 GNU C Jri¥s
libc6-dev V:264, 1:582 | 12676 | GNU C JF : FFAFEMLHF
g++ V56, 1529 | 13 GNU C++ Jmi¥zs
libstdc++-15-dev| V:4, 1:23 25229 | GNU #5#E C++ FERRAS 3 (FFAH)
cpp V:330, I:718 | 18 GNU C T4hi#
gettext V50, 1216 | 20468 | GNU Ert LHE
glade V:0.2,1:2.7 | 1613 | GTK AR EMES
valac V:0.2,1:13.1 | 533 {FF GObject &AG:K\ C# FIE S
flex V6, 1:68 1247 | LEX 3B fast lexical analyzer generator
bison V7, 172 3122 | YACC ZA MG 25 £ izn
susv2 1:0.04 16 BT BE— UNIX ST (hRA 2) "WHX TOEXHY)
susv3 1:0.06 16 BT BE— UNIX AT (B4 3) 9&%&7&1)
susv4 1:0.04 16 BEE— UNIX AT (FRAE 4) "HRER (05 XHN)
golang 1:21 12 GO AT VE = i an
rustc V5, 1:19 13061 | Rust AZmftia 5
gfortran V:4, 1:49 15 GNU Fortran 95 4gi¥zy
fpc [:2.3 101 B Pascal
Table 12.10: @iFAAXIRMHEIIFR
XE , BIETH 1233 THE 12.3.4 7, AREAXMREISRNEEFEHR CIBSXKERE , REImESEMA



https://manpages.debian.org/unstable/perlrun(1)
https://manpages.debian.org/unstable/perlvar(1)
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
https://tracker.debian.org/pkg/gcc
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
https://tracker.debian.org/pkg/g++
http://packages.debian.org/sid/libstdc++-15-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-15-dev
https://tracker.debian.org/pkg/libstdc++-15-dev
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
https://tracker.debian.org/pkg/cpp
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
https://tracker.debian.org/pkg/glade
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
https://tracker.debian.org/pkg/valac
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
https://tracker.debian.org/pkg/flex
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
https://tracker.debian.org/pkg/susv2
https://unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
https://tracker.debian.org/pkg/susv3
https://unix.org/version3/
http://packages.debian.org/sid/susv4
http://qa.debian.org/popcon-graph.php?packages=susv4
https://tracker.debian.org/pkg/susv4
https://unix.org/version4/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
https://tracker.debian.org/pkg/golang
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
https://tracker.debian.org/pkg/rustc
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
https://tracker.debian.org/pkg/gfortran
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
https://tracker.debian.org/pkg/fpc
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
https://manpages.debian.org/unstable/gcc(1)
https://manpages.debian.org/unstable/each_C_library_function_name(3)
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12.3.2 &K CFEF (gee)

—AMEERMBIFexamp le. ¢RI RAEE 21T AR Libm" E—iEgmiF AT I TFEF run_example’,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@'; /* fill to make sure string ends with '\@' */
printf("%5i, %5.3f, %10s, %10s\n", argc, x, y, argv[1]);
return 0O,

}
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

RTAER sqrt(3) , MER- Im"4E#HK B 1ibee HREBHKIE/usr/1ib/libm. so”, SRR ESH T/ 1ib/”,
N4 libm. so0. 67, EETEM“libm-2.7. so"R— EHE.

BE—TREXANRE—E. BMEEET %10s”, BKIBBET 10 MFH,

F IR BB FEET TR VERE , Lban sprintf(3) 0 strepy(3), BREIWEA , B AL EESE MERm S -
HEEE R, EER snprintf(3) F1 strncpy(3) k&M

12.3.3 Flex —/"E ¥ Lex

Flex 3% Lex MR EIEAD TR FERES .

A PUER“info flex"&EF flex(1) HZFE.

RZ BBARBIFREMFE/usr/share/doc/flex/examples/" T &, 1

12.3.4 Bison —\"E1F] Yacc

1£ Debian £ , HJLANKAER M Yace FRAMATHEMER LR f#AT 2k LALR f#ATINA ARSS.

KB, AT K/ ] ER

bison V7,172 3122 | GNU LALR fi##TesE Rigs

byacc V:0.2,1:3.1 | 263 {B85A] (Berkeley) LALR fi##fr=sE mizs
btyacc Y000%1 247 £TF byacc MI[E#ITAE 2T

Table 12.11: 3% Yacc (¥ LALR fi#T S84 mi32 %13

ATPMERA“info bison"&% bison(1) RIZFE.
REERMFAC A main ()" #yyerror (). 8% , FlexfiEH ' main ()" @A yyparse()” , EXEABAT "yylex ()"
TEMMRAT , WTILENTHE , EBH—LeEs,



https://manpages.debian.org/unstable/sqrt(3)
https://manpages.debian.org/unstable/sprintf(3)
https://manpages.debian.org/unstable/strcpy(3)
https://manpages.debian.org/unstable/snprintf(3)
https://manpages.debian.org/unstable/strncpy(3)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://manpages.debian.org/unstable/flex(1)
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
https://tracker.debian.org/pkg/byacc
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
https://tracker.debian.org/pkg/btyacc
https://manpages.debian.org/unstable/bison(1)
https://bugs.debian.org/1055082
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XE R MR AR ERE RIS,
1EEA 14132 example.y:

/* calculator source for bison */
%{

#include <stdio.h>

extern int yylex(void);

extern int yyerror(char *);

%}

/* declare tokens */
%token NUMBER
%token OP_ADD OP_SUB OP_MUL OP_RGT OP_LFT OP_EQU

%%
calc:
| calc exp OP_EQU { printf("Y: RESULT = %d\n", $2); }

4

exp: factor

| exp OP_ADD factor { $$ = $1 + $3; }

| exp OP_SUB factor { $$ = $1 - $3; }
factor: term

| factor OP_MUL term { $$ = $1 * $3; }
term: NUMBER

| OP_LFT exp OP_RGT { $3$ = $2; }

’
%%

int main(int argc, char **argv)

{
yyparse();

int yyerror(char *s)

fprintf(stderr, "error: '%s'\n", s);

}

1EFRA1403E example. 1

/* calculator source for flex */

%{

#include "example.tab.h"

%3

%%

[0-9]+ printf("L: NUMBER = %s\n", yytext); yylval = atoi(yytext); return NUMBER; }

"yn printf("L: OP_ADD\n"); return OP_ADD; }
printf("L: OP_SUB\n"); return OP_SUB;
printf("L: OP_MUL\Nn"); return OP_MUL;

{
{
{
{
(" { printf("L: OP_LFT\n"); return OP_LFT;
{
{
{
{

n_n

mxn

"y printf("L: OP_RGT\n"); return OP_RGT;
printf("L: OP_EQU\n"); return OP_EQU;
printf("L: exit\n"); return YYEOF; } /* YYEOF = 0 */
/* ignore all other */ }

[SSE S U U)

nm—n

"exitll

%%
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R TEAFTIERMN shell I27RFFHRITRERH XA -

$ bison -d example.y
$ flex example.l

$ gcc -1fl example.tab.c lex.yy.c -o example
$ ./example

1+2* (3+1) =
L: NUMBER = 1

L: OP_ADD

L: NUMBER = 2

L: OP_MUL

L: OP_LFT

L: NUMBER = 3

L: OP_ADD

L: NUMBER = 1

L: OP_RGT

L: OP_EQU

Y: RESULT = 9

exit

L: exit

124 #HESABELHTLA

2N lint T RBEBH BN T B UEHSARE AT,
2N Indent T ABEBFHALTRERE |, B —BMNEFEAARARE.
KU Ctags T RBEBFEN A TAMKEE , BIFRRALPRIMNEFERRS] (FArE) X,

ST TN

BLERERMYRIESS (emacs 3k vim) {FHFE lint 5| ZEEFMRHAIRE /., XEHEEETTHFIA Language
Servlgﬁr Protocol s , £/ EF B KA. RENEREF 4% , FHENLHRAEAE Debian HKH4E , 2—1
IFHIERE,

12.5 Fi

}EE%%WEE%E@—%MO HEEREFVERRAERE | BRI —/ T Debian £ A%, BEB LA E L INEIR
R,
12.5.1 EZ&X gdb {FHGS

Debian _ERIAHIARZSZ gdb(1), ERELLIRIER FIITIRHMEIG ETZFF.
IEFATEL TR SR KA gdb RHEAXFEFF.
# apt-get install gdb gdb-doc build-essential devscripts

$FH9 gdb HAZREBHAIN -

« “info gdb”



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Debugger
https://manpages.debian.org/unstable/gdb(1)
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LR MTE AN | UtER
vim-ale [:0.77 2833 | AT Vim 8 #1 NeoVim fA%2F Lint 5[ &
vim-syntastic 1:1.9 1379 | vimEBERKEFES
elpa-flycheck V:0.1,1:1.5 | 860 Emacs ARG ZRE
elpa-relint 1:0.05 150 Emacs Lisp IENEE R AN 25
cppoheck-gui | 0P| 7697 | 5 CICH RIBAHTIA (GUN
shellcheck V:3, 1:16 22860 | shell FIZARHK] lint TE
pyflakes3 Vi1, 113 20 Python 3 TR F AN E 2n
pylint V:3,1:18 2093 | Python REGE2EREzx
perl V:673,1:992 | 836 | HANBEMFFSARKEIMERERLS : B: :Lint(3per)
rubocop Y100%7 4192 | Ruby #ERBEAMTES
clang-tidy VI, 111 21 ET clang {8 C++ MINREAKRETH
splint e 2325 | EAKRE C A2 bug T A
flawfinder Lo o 187 | K CIC+ FABHMERR SRR TA
bTlack V:2, 1114 10057 | %M Python REZAE X H.25
per Ltidy V:0.4,1:2.9 | 3086 | Perl ARG HFEFIZIAL
indent V:0.3,1:5.0 | 438 C& = IR F
astyle V:0.2,1:25 [ 770 C. C++, Objective-C, C# # Java HIBR{ I 4%s Fax

V:0.02,
bcpp 10.25 114 EU C(++)
xmlindent oo 52 | XML REEAER
global Vi0.2,1:11.5 | 1923 | RARRBRZEFNETH
exuberant-ctags | V:1,1:112 341 M IBEABE NS HZESI
universal-ctags | Vi1, I:111 4238 | MEIRARILE X ARSI

Table 12.12: FEARRLAT LAKS IR

LR TR WNEEE
gdb V:86, 11158 | 12453 | H gdb-doc B HEK“info gdb”
ddd V:0.3,1:5.1 | 4210 | A ddd-doc BIZEMK“info ddd”

Table 12.13: FRX 4 EIIFR



http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
https://tracker.debian.org/pkg/vim-ale
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
https://tracker.debian.org/pkg/vim-syntastic
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
https://tracker.debian.org/pkg/elpa-flycheck
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
https://tracker.debian.org/pkg/elpa-relint
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
https://tracker.debian.org/pkg/cppcheck-gui
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
https://tracker.debian.org/pkg/shellcheck
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
https://tracker.debian.org/pkg/pyflakes3
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
https://tracker.debian.org/pkg/pylint
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
https://tracker.debian.org/pkg/rubocop
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
https://tracker.debian.org/pkg/clang-tidy
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
http://qa.debian.org/popcon-graph.php?packages=splint
https://tracker.debian.org/pkg/splint
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
https://tracker.debian.org/pkg/flawfinder
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
https://tracker.debian.org/pkg/black
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
https://tracker.debian.org/pkg/perltidy
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
https://tracker.debian.org/pkg/indent
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
https://tracker.debian.org/pkg/astyle
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
https://tracker.debian.org/pkg/bcpp
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
https://tracker.debian.org/pkg/xmlindent
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
https://tracker.debian.org/pkg/global
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
https://tracker.debian.org/pkg/exuberant-ctags
http://packages.debian.org/sid/universal-ctags
http://qa.debian.org/popcon-graph.php?packages=universal-ctags
https://tracker.debian.org/pkg/universal-ctags
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
https://tracker.debian.org/pkg/gdb
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
https://tracker.debian.org/pkg/ddd
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« f£ /usr/share/doc/gdb-doc/html/gdb/index.html §“Debugging with GDB”
* “tutorial on the web”

XER—ERNYITF , B gdb(1) £ F2F HH"- 9" WRmF KRR = A EAER.

$ gdb program
(gdb) b 1 # set break point at line 1

(gdb) run args # run program with args
(gdb) next # next line
iééb) step # step forward
&QAb) p parm # print parm
&édb) p parm=12 # set value to 12
(gdb) quit
SN

W% gdb(1) fpLEBRERES . Tab ¥ RIRTE shell —#E&RRET1E.

12.5.2 iR Debian #{4E

Debian REEIANBIAT , FTEREN ZHBIFEF LM stripped , A A VERFS (debugging symbols) 7£
BENRGBE@DAHER. ATEM gdb(l) HR Debian k44, , *-dbgsym REBEEH LR, (Flan , TE
coreutils-dbgsym, TR coreutils) JFREKREEIT BN —HHEREE—RENER *-dbgsym K
A, PR AN FFE debian-debug R4 FE., EZ {52155 Debian Wiki 34 .

MR BERAXNRGEIRAREHE *-dbgsym BRH4E , (REZIRW T RKINBRRBETEMIBRKE.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

R R R R R R O

REBY bug.

BABFAARAIREE 7 Debian lRARINZR |, 6204 BHF AN BRA 4K +debugl” 54k , 20T
PR R IRFRRATHRAR A BARA = ~prel” B4R,

$ dch -i

T FrRGRR F ART B RRA S R,

$ export DEB_BUILD_OPTIONS="nostrip noopt"
$ debuild

$cd ..

$ sudo debi package_name*.changes

RFBRER BN HAF R F IR ER T "CFLAGS=-g -Wall” &,



https://developers.redhat.com/blog/2021/04/30/the-gdb-developers-gnu-debugger-tutorial-part-1-getting-started-with-the-debugger
https://manpages.debian.org/unstable/gdb(1)
https://manpages.debian.org/unstable/gdb(1)
https://manpages.debian.org/unstable/gdb(1)
http://deb.debian.org/debian-debug/
https://wiki.debian.org/DebugPackage
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12.5.3 FR1FAcN

LIRREEIFE PR ARSTAEY R |, IR bug BT EARMUE B RN AEMIEER.
ERMTARZ— , ATRUET gdb(1) ERIFHEMMER :

* 7£ GDB FERIAE :
- M GDB iz{T#2 /.
- FRIRAERF.
- 7£ GDB #2/R N bt”,

« ERBAR

- B H"letclsecurityllimits.conf’ 3 {4 , FAIE TERA :

* soft core unlimited

- shell 7RG T \’ulimit -c unlimited”,

- XA shell IR7RFFE1TRER.
- ARIRENFERF =4 —A core dump 3C4F,

- fn#X core dump X% GDB , Fi’gdb gdb ./program_binary core”,

- 7£ GDB 127/~ I\ bt”,

X T TCORIBERTRE B EARLEAIE DL , #RAT AR R Ctri-\ 8k Ctr1-C BEPIT ki1l -ABRT PIDEFIFIRFESF.

(B0 9.4.12 )

SN

BE , RRBEPERINE —1TEE 27 " malloc ()" 8’g_malloc ()" UXMHIMAER , REBERRRIER
BAK. KE-LEEREEMN—IMHAFIEZRENTLESMALLOC_CHECK " f{E A 2 (malloc(3)). 77T LiB T

TERATNIEIZTT gdb BHRE.
$ MALLOC_CHECK_=2 gdb hello

12.5.4 5% gdb 454

i

i B

(gdb) thread apply all bt

CEE el ol

(gdb) bt full

(gdb) thread apply all bt full

AR — SR PEBA S 2K

(gdb) thread apply all bt full
10

52081 10 NARKEMMSTIEE , DULSRERAE RS

(gdb) set logging on

€ gdb RHEHHEIX A EARIE gdb . txt”)

Table 12.14: 5%k gdb 654513k



https://manpages.debian.org/unstable/gdb(1)
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://manpages.debian.org/unstable/malloc(3)
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12.5.5 K& FEREM

RANT BRER 1dd(1) Sedirh 72 Fr ik BEAR R .

$ 1dd /usr/bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1ib/1d-1inux.s0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

R Is(1) 35474 chroot'ed ¥48 , BLEMIEELE “chroot ed FREH PR 7] FIRKI.
SN 9.4.6 71,
12.5.6 FHSFARELE

£ Debian 1, H/NSARRERTEFE. 205 94 7.

12.5.7 RS X KR

FAR— GNOME #2fF previewl BZ|T —/ X ik , Y LFIN—FK TEXHHEE.

The program 'previewl' received an X Window System error.

ﬁﬂiﬁﬂt;‘%ﬁﬁ%ﬁ , PRATASATIEE TR PRI BN " - - sync” 3R, 3 EAE"gdk_x_error” eR¥AL & E W ER
FRMUER.

12.5.8 N7pittm&INTA
Debian _t B —LL0] RN Fit RGN T A,

LX) ATIE X/ | VtER
Tibc6-dev V:264, 1:582 | 12676 | mtrace(1) : A glibc @] malloc
valgrind V4,131 89318 | N as
electric-fence | V:0.1,1:24 | 69 malloc(e) VHik=y
libdmallocs pyve 373 | NEAERERT
= SMEETES 7
duma 10.06 297 £ CH C++ EFFRNZEFRLAZFXE (buffer
under-runs ) fRIE
leaktracer Y003%1 56 C++ FEFF Nt R ER ER S

Table 12.15: N7E/tR&EN T ARSI

12.5.9 KICYm_HHIFEFF

RETLAME A R E A A 28I objdump(1) R 4mi% Z#IAD.
$ objdump -m i386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

R
=

gdb(1) AARRAZ B RICYwED.



https://manpages.debian.org/unstable/ldd(1)
https://manpages.debian.org/unstable/ls(1)
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
https://manpages.debian.org/unstable/mtrace(1)
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
https://tracker.debian.org/pkg/valgrind
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
https://tracker.debian.org/pkg/electric-fence
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
https://tracker.debian.org/pkg/libdmalloc5
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
https://tracker.debian.org/pkg/duma
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
https://tracker.debian.org/pkg/leaktracer
https://manpages.debian.org/unstable/objdump(1)
https://manpages.debian.org/unstable/gdb(1)
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12.6 ZmFTE

LR AT AR EE

make V:148,1:564 | 1762 | 1B make-doc BiEfE"info make”

autoconf V:27,1:198 2244 | A§ autoconf-doc BIE{HE“info autoconf”
automake V:27,1:197 1932 | B automakel.10-doc BIEHE“info automake”
Tibtool V:23,1:180 1245 | B§ libtool-doc Big#"info libtool”

cmake V:19, 11121 | 59735 | cmake(1) B & . TTERTRFZAS:

ninja-build V:8, .53 456 ninja(1) I Make F&8a i/ Nm* 225t

meson V36, 1:28 4278 | meson(l) # ninja Zz FRSE=HHRMEZRS
xutils-dev V:0.4,1:7.0 1495 | imake(1) , xmkmf(1) &,

Table 12.16: 4mi¥ LA HFBSIFR

12.6.1 make

Make B—MEPRFAN TR, —HIT make(l) , make LIEEALRISCHF Makefile , BN EIXBARAFHE R
Jﬁi\ﬁn%rigjcﬁﬁiﬁﬂ‘]*ﬁ RKIHRETHE , BLAMSEHERXM , EBIRXMAFE , BAXLEHEHT
LH\EEEJH‘ .
FURSTAHRETERN S FT7R,
target: [ prerequisites ... ]

[TAB] commandi

[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

XEEA"[TAB]” 22— TAB 8, —1THEHITEEEHRUGEM shell iR, FEITRER\" REFLLLIA, {F
F'$$” i \"$” k5515 shell A IR IEAE1E.

B FRERAR S R OB faX L NZA |, g0 , 20 AR,

%.0: %.c header.h

EXE , BB T% 7 (REENTHYINE—) . "% FREEB LA B AR EE—TETHKFE,
R EER"% RRFCN I EHS BAR SRR RK.

BHZXE ]

$@ ELISERD

$< ERNiESEGE

$? GRS ES S

$A BTEMRIF

$* BAMEAF |, $F FERILACT % TLACKIER Y

Table 12.17: BahAERFIFER

TEY R 1tEH
fool := bar NN
foo2 = bar YRR
foo3 += bar Sy

Table 12.18: 2y RBHFFR

iE{7make -p -f/dev/null’ &4 REENIBENMANI.



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
https://tracker.debian.org/pkg/make
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
https://tracker.debian.org/pkg/autoconf
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
https://tracker.debian.org/pkg/automake
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
https://tracker.debian.org/pkg/libtool
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
https://tracker.debian.org/pkg/cmake
https://manpages.debian.org/unstable/cmake(1)
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
https://tracker.debian.org/pkg/ninja-build
https://manpages.debian.org/unstable/ninja(1)
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
https://tracker.debian.org/pkg/meson
https://manpages.debian.org/unstable/meson(1)
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
https://tracker.debian.org/pkg/xutils-dev
https://manpages.debian.org/unstable/imake(1)
https://manpages.debian.org/unstable/xmkmf(1)
https://zh.wikipedia.org/wiki/Make_(software)
https://manpages.debian.org/unstable/make(1)
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12.6.2 Autotools (BztTH)

Autotools B—EmfE LR , #IRI TN IRARRERGEMEZIFZ I Unix REE.
« Autoconf 2—M"configure.ac” £ shell A& configure” L H,

- "configure” /BT MN'Makefile.in” ¥4 f"Makefile”,
« Automake E— 1 M"Makefile.am” ££a{"Makefile.in" LA,

* Libtool @— shell jA< , 4 WIRARSRFIHZ R , ASKE IR HHITEAEME R,

12.6.2.1 YiFFFRETEFF

A
= H

=

YBIRREINFIFRIEFRIHR , TEARES ARG

Debian "&#E"/usr/local” k"/opt” BR NI H. MRIRABEIRIRFFER , IEEL%KE)"/usr/local/” B
T, RAXFHALFINE] Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

12.6.2.2 FNEFEFF

?E%fﬁ’ﬁ IRE3F H'E A autoconf(l)/automake(1) , A RIRBEICIF R EHECECHKIE , BATI TGS RENEFE
o

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

B, MRRT D ERIEHTEIEHEERAE T "/usr/local/” FHEXBIRMHAZENARA , RATUBIT T
WmEBREMERRNE.

# find /usr/local -type f -print® | xargs -0 rm -f

WMRARHE SF R FE) THRE |, #RATAE[R{E M checkinstall B{FEF K checkinstall(8) , B SR HE—
TEWIHENE K AE. TUFE , ESFAIETA - DL Debian #44HE,

12.6.3 Meson

B RS AR

» Autotools i F Make Z £, M 90 (T4 |, (ER I RREMEIEMNEIE. EE2MUIEN.

. Clvla}k:e £ 2000 SFHART , BEMBETRE , BECRTEMAEARREH Make 2 £, (BHT Ninja BEBEA
R /Ekm. )

. ;g;aﬁ £ 2012 SFHNARTT , AT Make , H—SHEMERE , 80T L, EREASHE L ERMERS

* Meson f£ 2013 F¥NARAT . BFNFIRITH , FERREINF_LEHMZERS , EF A Ninja (EAER R,
% W, #£"The Meson Build system” F1"The Ninja build system” 2 & IS4,



https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://manpages.debian.org/unstable/autoconf(1)
https://manpages.debian.org/unstable/automake(1)
https://manpages.debian.org/unstable/checkinstall(8)
https://en.wikipedia.org/wiki/GNU_Autotools
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

B ARSI E MR AT AT 7 AHIE.

« EWANELIAFHE HTML B,
« HERFIFRERAZB S NNEZEM web JRFSRETHMILSIN TS URL FREZ—,
- "https://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- "https://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"
- "https://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"

1 URL EE%nn” BEA— 16 HBIFHRH nn BEHRE.

WIEAERE N "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

Web k%25 L/ CGI #2FF ((EfA— "program. *”) FEHATHS , #pE F"$QUERY_STRING” MFAE.
CGI F2FH stdout AIXFHNEES , MEAZERXAIENE web TTH IR,

HTRLERE , RFARACHAKEWERNT CCl 2HINFZ. £ Per | M Python R HEIAHUERATUER. PHP 4
BXLETNEE. UFEER MInSIETEMEES, B{E A HTTP cookies . YEEAMER FindkiEet, @% # M Javascript.

BEEE , 2 NEAMEIEND, Apache IEEE 4, 1 JavaScript.

BHR1EN Y 2SR A\ https://iwww.google.com/search?hl=en&ie=UTF-8&q=CGl+tutorial 5 7] PA#E Google _EiE &
“CGl tutorial’, XZ7E Google R%5#% LEFE CGl IAIETHIF 7T i%.

12.8 JR{HSEEH

IR BDEEARARFF
KA TTE WIS Wi
perl I\_/gzs’ 836 | AWK - PERL| $EJRFAD N AWK #Ei k) PERL: a2p(1)
f2c V:0.1,1:2.1 | 443 FORTRAN - CIEJR{XFZ A FORTRAN 77 335X C/C++: f2¢c(1)
intel2gas Yoozgl 178 intel - gas éESSM (Intel A%2) ¥ Ak GNU JLwHEFr

Table 12.19: JREZ4EH T AR

12.9 %l{E Debian £

MRARABHHE—A Debian 6, , FILTERNE.

- % 2 EIRMEANEERARL

« % 2.7.13 THEBEANLEIRE

o & 9.11.4 TIEFEEARMK chroot LA
« debuild(1) #1 sbuild(1)



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/Apache软件基金会
https://zh.wikipedia.org/wiki/JavaScript
https://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
https://manpages.debian.org/unstable/a2p(1)
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
https://tracker.debian.org/pkg/f2c
https://manpages.debian.org/unstable/f2c(1)
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
https://tracker.debian.org/pkg/intel2gas
https://manpages.debian.org/unstable/debuild(1)
https://manpages.debian.org/unstable/sbuild(1)
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58 12.5.2 TimiEMbReE

Debian 43 #&1ERg (debmake -doc 1)

Debian FF4A &5 2F i (developers-reference 4)
Debian $kE&Ff (debian-policy 4)

debmake, dh-make, dh-make-per 1 FHEHE , SWREHBITBEFRE , WA,



https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A
(e

TIARNEER.

A.1 Debian ¥&

Linux ZZEE —NHEm MR KSBER AT R A . M , FEREKLIIAEHIERE. £AIF PostScript
AITENAVECE LPR FTENHLBASY , SENFBIF. (BMNERF CUPS RLFHIRASHILG , BIABaERE.)

Bk TEMERAME N #“SOURCE CODE”, BEIEE MM EREIERE., ©F —&5EZH1 HOWTO F mini-
HOWTO , BEf15FIE#E , BAH T RKZHATRMILEATIET KAR., ATHEAENGS , HERNEEKKHN
HOWTO A#k E¥X,

RAEEX/NDebian $E£F A (JEA 2.144)” (2026-07-30 22:28:31 UTC) BEFREBNFE Debian X EE®mAHMEMIALIT , A
AR — MFRE A .

A.2 hRAUAS

Debian £EF I (Osamu Aoki<osamu at debian dot org>) &i#2 , BHEI— MM ARGEIHEIT., HPnsF
ZNAEZ KM Debian F FHR4FIZRFIEAM: Debian X RIFRIGHFREA.

TEX4N T A Josip Rodin i3> f§ (Josip Rodin 7£ Debian X445 E (DDP) fh3E¥7EEK) “Debian £EF A (5
—HR , 2001-2007) " A7 DDP LAY — .

6 Ffa , TEIRZIERMK ‘Debian 2&FMt (F—hR) "WAMKIE , FIFIAENRZAS. HKDebian EZFM (B
hR) "7E 2008 FE . 4.

HKELFH 7 'Debian SEZFM (R4 2)” SRAIEFTHKIER (Systemd, Wayland, IMAP, PipeWire, Linux [N#% 5.10) , #%
M EBYE S (SysV init, CVS, Subversion, SSH 1 #MY, 2.5 BRAZ BT Linux PN4Z%). Jessie 8 (2015-2020) kR A1
0, ZEFZRANB MK,

XA~ 'Debian %} (version 2.144)” (2026-07-30 22:28:31 UTC) & & 1 KEB4> Trixie (=stable) 1 Forky (=testing)
Debian k7,

AR R R , TR T ERNAKIER.
« "Linux B3 AFA Larry Greenfield (1996 £ 12 B)

- XS AR (Debian #F2) B
+ "Debian Z#2” Havoc Pennington (1998 £ 12 A 11 H)



https://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
https://tldp.org/pub/Linux/docs/ldp-archived/users-guide/
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- EF4>E Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer #1 lvan E. Moore || 5
- RS 5k (Debian GNU/Linux: Le3EF1E FAFM) BUL

+ "Debian GNU/Linux: &Z#F{FFHF M John Goerzen #1 Ossama Othman (1999)
- Z3CR4% (Debian £EF M (B—iR)) B

REAMAR R — LR IFEM R B, GEBIEIT TERAERIER.
« "Debian FAQ” (2002 4F 3 AhRA , &2 Josip Rodin 4F)
HENASN—LRIFEMR R , %R THRASKIER.

+ "Debian £ZF it (55—hR)” Osamu Aoki (2001-2007)
- T 2008 FHXAHH"Debian 2T (B hR)” B,

SERI) Debian £EF M (B —hR) HF L REAE QI .

* Thomas Hood EMECE EMMEENTRHE

« Brian Nelson H TREA T ¥F X #1 VCS M XTSI
« Jens Seidel XM MAFIA L NAKFEIEIR AT HEN
« David Sewell ##{T7 KEHIHXS

« RKEBNFE. RAEH bug IEBEKIFL RER

Debian AL £ HF M R EHM info {5 S IM , F1_LMEGTE , Wikipedia ER BRI , HURIMRAEAX AL

FRSE, AF—E0EN , AMB (Osamu Aoki) thEET A FHER , BIFRESHTT , THE®S
ORI LEN HAAS B ARG | 1EAT ACERAERRS .

I , 7240

gdb VKSR ER T /& Debian EERNBHIEIHALE, XEH Ari Pollak, Loic Minier, 1 Dafydd Harries [FZ ).
&7 LE$RZEIMERST Z 5 “Debian 2EFM (R4 2.144) (2026-07-30 22:28:31 UTC) "R AHNARIKRBECHL

F. —EBENSNEHITERN.
£ Osamu Aoki ZELLBS BT EXEE LT EA THREMA.

A3 HHERICENE

BRI SCERE |, 81T Debian B{A XHMESIRBETE , AAEIEIEET weblate FhFF A1

REFRYLLIET weblate ZMNFRELAE:
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/

2B REAT AT A 5, I KFKTE weblate 25, BERFSATHMA, TTRAEREBH.

Debian & 77 Mubth & B [R5 7 Bl A B FTlfine AR

 https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html

 https://www.debian.org/doc/manuals/debian-reference/debian-reference.zh-cn.pdf

ZFERP R RERE 4 A ;- debian-reference-zh-cn
BAMIA : https://packages.debian.org/testing/doc/debian-reference-zh-cn

T, Wil



https://www.gutenberg.org/files/6527/6527-h/6527-h.htm
https://www.debian.org/doc/manuals/debian-faq/
https://www.wikipedia.org/
https://zh.wikipedia.org/wiki/Fair_use
https://wiki.debian.org/HowToGetABacktrace
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/debian-reference.zh-cn.pdf
https://packages.debian.org/testing/doc/debian-reference-zh-cn
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2N
£ testing fREM , RE-BEMLBKE , KFMRIE apt REMMKTET testing If, WA IEEA

#apt-get install debian-reference-zh-cn

HARIEZIRMA TR REA [T |, BT AEDSHLE pdf 1§, (/usr/share/debian-reference/debian-reference
D=

XA TFHHERE RYEAT RS, L KZRFE Debian AR+ SCHRAF)RITIS:

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian £ F}) (FhR) BHFAEREBEESITANT:

St =2 #1EF):2017-09-19

(—) EXFEhRIED

FMEXEF 7638 NFRFE |, 82658 Ma], FIChR pdf X, B 271 .
(Z) BnEFERS

zh-cn.po 344 git ¥iate 3z ARAA -

commit 20948e15ffa®05b6b4b6c6dd362833f01368T09
Author: Faris Xiao
Date: Wed Jun 29 18:59:03 2016 +0800

Chines init version po copy from templates.pot

FAHEE 15 N ARNBRIN , FTTA T £EBEmE.
(=) gt iR E
weblate f1F T , 2tt%H 688 ik git 123,

git log zh-cn.po|grep commit|wc -1
688

() 25150
M weblate #1 git BESET |, 5£faF 26 AIERFTEAE .
REAENE TR :

chimez Dongliang Mu John Zhang Liang Guo zlffcn Zunway #l B # XZE ZQ Anthony Fok mao CGH Jiagang Xu
rainysia Xie Yanbo Zhang Rui zhangmiao wengin chen Zongren Zhang scmarxx Boyuan Yang zIf chiachen Philip Ye
=R E Lou Letian ¥ &

A4 TREFRIC

BT, BRIEALER DocBook XML XXHEE. BLIRSCAF RIS HTML, ZE3CA, PostScript Ml PDF. (&4h
i AR AR . )



https://zh.wikipedia.org/wiki/DocBook

	GNU/Linux 教程
	控制台基础
	shell 提示符
	GUI 下的 shell 提示符
	root 账户
	root shell 提示符
	GUI 系统管理工具
	虚拟控制台
	怎样退出命令行提示符
	怎样关闭系统
	恢复一个正常的控制台
	建议新手安装的额外软件包
	额外用户账号
	sudo 配置
	动手时间

	类 Unix 文件系统
	Unix 文件基础
	文件系统深入解析
	文件系统权限
	控制新建文件的权限：umask
	一组用户的权限（组）
	时间戳
	链接
	命名管道（先进先出）
	套接字
	设备文件
	特殊设备文件
	procfs 和 sysfs
	tmpfs

	Midnight Commander (MC)
	自定义 MC
	启动 MC
	MC 文件管理
	MC 命令行技巧
	MC 内部编辑器
	MC 内部查看器
	自动启动 MC
	MC 中的 虚拟文件系统

	类 Unix 工作环境基础
	登录 shell
	定制 bash
	特殊按键
	鼠标操作
	分页程序
	文本编辑器
	设置默认文本编辑器
	使用 vim
	记录 shell 活动
	基本的 Unix 命令

	简单 shell 命令
	命令执行和环境变量
	“$LANG”变量
	"$PATH" 变量
	"$HOME" 变量
	命令行选项
	Shell 通配符
	命令的返回值
	典型的顺序命令和 shell 重定向
	命令别名

	类 Unix 的文本处理
	Unix 文本工具
	正则表达式
	替换表达式
	正则表达式的全局替换
	从文本文件的表格中提取数据
	用于管道命令的小片段脚本


	Debian 软件包管理
	Debian 软件包管理的前提
	Debian 软件包管理
	软件包配置
	基本的注意事项
	持续升级的生活
	Debian 档案库基础
	Debian 是100% 的自由软件
	软件包依赖关系
	包管理的事件流
	对包管理问题的第一个回应
	如何挑选 Debian 软件包
	怎样和不一致的要求协作

	基础软件包管理操作
	apt vs. apt-get / apt-cache vs. aptitude
	命令行中的基础软件包管理操作
	aptitude 的交互式使用
	aptitude 的按键绑定
	aptitude 软件包视图
	aptitude 搜索方式选项
	aptitude 正则表达式
	aptitude 的依赖解决
	软件包活动日志

	aptitude 操作范例
	查找感兴趣的软件包
	通过正则表达式匹配软件包名称来列出软件包
	使用正则表达式匹配浏览
	完整地清理已删除软件包
	调整自动/手动安装状态
	全面的系统升级

	高级软件包管理操作
	命令行中的高级软件包管理操作
	验证安装的软件包文件
	预防软件包故障
	搜索软件包元数据

	Debian 软件包内部管理
	档案库元数据
	顶层“Release”文件及真实性
	档案库层的“Release”文件
	获取用于软件包的元数据
	APT 的软件包状态
	aptitude 的软件包状态
	获取的软件包的本地副本
	Debian 软件包文件名称
	dpkg 命令
	update-alternatives 命令
	dpkg-statoverride 命令
	dpkg-divert 命令

	从损坏的系统中恢复
	不兼容旧的用户配置
	软件包数据缓存错误
	使用 dpkg 命令进行救援
	缺少依赖导致的安装失败
	具有相同文件的不同软件包
	修复损坏的软件包脚本
	恢复软件包选择数据

	软件包管理技巧
	上传软件包的是谁？
	限制 APT 的下载带宽
	自动下载和升级软件包
	更新和向后移植
	外部软件包档案库
	不使用 apt-pinning 的混合源档案库软件包
	使用 apt-pinning 调整获选版本
	阻止推荐的软件包的安装
	使用带有 unstable 软件包的 testing 版本
	使用带有 experimental 软件包的 unstable 版本
	紧急降级
	equivs 软件包
	移植一个软件包到 stable 系统
	用于 APT 的代理服务器
	更多关于软件包管理的文档


	系统初始化
	启动过程概述
	第一阶段：UEFI
	第二阶段：引载加载程序
	第三阶段：迷你 Debian 系统
	第四阶段：常规 Debian 系统

	应急救援系统
	USB 上的 GRUB UEFI 应急救援系统
	USB 上的 Linux 即用救援系统
	从 GRUB 启动的 Linux 即用应急救援系统

	Systemd
	Systemd 初始化
	Systemd 登录

	内核消息
	系统消息
	系统管理
	其它系统监控
	系统配置
	主机名
	文件系统
	网络接口初始化
	云系统初始化
	调整 sshd 服务的个性化例子

	udev 系统
	内核模块初始化

	认证和访问控制
	一般的 Unix 认证
	管理账号和密码信息
	好密码
	设立加密的密码
	PAM 和 NSS
	PAM 和 NSS 访问的配置文件
	现代的集中式系统管理
	“为什么 GNU su 不支持 wheel 组”
	严格的密码规则

	安全认证
	确保互联网上的的密码安全
	安全 Shell
	互联网额外的安全方式
	root 密码安全

	其它的访问控制
	访问控制列表(ACLs)
	sudo
	PolicyKit
	限制访问某些服务端的服务
	Linux 安全特性


	网络设置
	基本网络架构
	主机名解析
	网络接口名称
	局域网网络地址范围
	网络设备支持

	现代的桌面网络配置
	图形界面的网络配置工具

	没有图像界面的现代网络配置
	现代云网络配置
	使用 DHCP 的现代云网络配置
	使用静态 IP 的现代云网络配置
	使用 Network Manager 的现代云网络配置

	底层网络配置
	Iproute2 命令
	安全的底层网络操作

	网络优化
	找出最佳 MTU
	WAN TCP 优化

	Netfilter 网络过滤框架

	网络应用
	网页浏览器
	伪装用户代理字符串
	浏览器扩展

	邮件系统
	电子邮件基础
	现代邮件服务限制
	历史邮件服务端期望
	邮件传输代理 (MTA)
	exim4 的配置
	带有 SASL 的 postfix 配置
	邮件地址配置
	基础 MTA 操作


	服务器远程访问和工具 (SSH)
	SSH 基础
	远程主机上的用户名
	免密码远程连接
	处理其它 SSH 客户端
	建立 ssh 代理
	从远程主机发送邮件
	SMTP/POP3 隧道的端口转发
	怎样通过 SSH 关闭远程系统
	SSH 故障排查

	打印服务和工具
	其它网络应用服务
	其它网络应用客户端
	系统后台守护进程（daemon）诊断

	GUI（图形用户界面）系统
	GUI（图形用户界面）桌面环境
	GUI（图形用户界面）通信协议
	GUI（图形用户界面）架构
	GUI（图形用户界面）应用
	用户目录
	字体
	基础字体
	字体栅格化

	沙盒
	远程桌面
	X 服务端连接
	X 服务端本地连接
	X 服务端远程连接
	X 服务端 chroot 连接

	剪贴板

	国际化和本地化
	语言环境
	UTF-8 语言环境的基本原理
	语言环境的重新配置
	文件名编码
	本地化信息和翻译文档
	语言环境的影响

	键盘输入
	Linux 控制台和 X 窗口的键盘输入
	Wayland 键盘输入
	IBus 支持的输入法
	The input method support with Fcitx
	一个日语的例子

	显示输出
	终端配置
	东亚环境下宽度有歧义的字符


	系统技巧
	控制台技巧
	清晰的记录 shell 活动
	screen 程序
	在目录间游走
	Readline 封装
	扫描源代码树

	定制 vim
	用内部特性定制 vim
	用外部软件包定制 vim

	数据记录和展示
	日志后台守护进程（daemon）
	日志分析
	定制文本数据的显示
	定制时间和日期的显示
	shell 中 echo 的颜色
	有颜色输出的命令
	记录编辑器复杂的重复操作动作
	记录 X 应用程序的图像
	记录配置文件的变更

	监控、控制和启动程序活动
	进程耗时
	调度优先级
	ps 命令
	top 命令
	列出被一个进程打开的文件
	跟踪程序活动
	识别使用文件和套接字的进程
	使用固定间隔重复一个命令
	使用文件循环来重复一个命令
	从 GUI 启动一个程序
	自定义被启动的程序
	杀死一个进程
	单次任务时间安排
	定时任务安排
	基于事件的计划任务
	Alt-SysRq 键

	系统维护技巧
	谁在系统里？
	警告所有人
	硬件识别
	硬件配置
	系统时间和硬件时间
	声音基础设施
	关闭屏幕保护
	关闭蜂鸣声
	内存使用
	系统安全性和完整性检查

	数据存储技巧
	硬盘空间使用情况
	硬盘分区配置
	使用 UUID 访问分区
	LVM2
	文件系统配置
	文件系统创建和完整性检查
	通过挂载选项优化文件系统
	通过超级块（superblock）优化文件系统
	硬盘优化
	固态硬盘优化
	使用 SMART 预测硬盘故障
	通过 $TMPDIR 指定临时存储目录
	通过 LVM 扩展可用存储空间
	通过挂载另一个分区来扩展可用存储空间
	通过 “mount --bind” 挂载另一个目录来扩展可用存储空间
	通过 overlay 挂载（overlay-mounting）另一个目录来扩展可用存储空间
	使用符号链接扩展可用存储空间

	磁盘映像
	制作磁盘映像文件
	直接写入硬盘
	挂载磁盘映像文件
	清理磁盘映像文件
	制作空的磁盘映像文件
	制作 ISO9660 镜像文件
	直接写入文件到 CD/DVD-R/RW
	挂载 ISO9660 镜像文件

	二进制数据
	查看和编辑二进制数据
	不挂载磁盘操作文件
	数据冗余
	数据文件恢复和诊断分析
	把大文件分成多个小文件
	清空文件内容
	样子文件
	擦除整块硬盘
	擦除硬盘上的未使用的区域
	恢复已经删除但仍然被打开的文件
	查找所有硬链接
	不可见磁盘空间消耗

	数据加密提示
	使用 dm-crypt/LUKS 加密移动磁盘
	使用 dm-crypt/LUKS 挂载加密的磁盘

	内核
	内核参数
	内核头文件
	编译内核和相关模块
	编译内核源代码：Debian 内核团队推荐
	硬件驱动和固件

	虚拟化系统
	虚拟化和模拟器工具
	虚拟化工作流
	挂载虚拟磁盘映像文件
	Chroot 系统
	多桌面系统


	数据管理
	共享，拷贝和存档
	存档和压缩工具
	复制和同步工具
	归档语法
	复制语法
	查找文件的语法
	归档媒体
	可移动存储设备
	选择用于分享数据的文件系统
	网络上的数据分享

	备份和恢复
	备份和恢复策略
	实用备份套件
	备份技巧
	GUI（图形用户界面）备份
	挂载事件触发的备份
	时间事件触发的备份


	数据安全基础
	GnuPG 密钥管理
	在文件上使用 GnuPG
	在 Mutt 中使用 GnuPG
	在 Vim 中使用 GnuPG
	MD5 校验和
	密码密钥环

	源代码合并工具
	从源代码文件导出差异
	源代码文件移植更新
	交互式移植

	Git
	配置 Git 客户端
	基本的 Git 命令
	Git 技巧
	Git 参考
	其它的版本控制系统


	数据转换
	文本数据转换工具
	用 iconv 命令来转换文本文件
	用 iconv 检查文件是不是 UTF-8 编码
	使用 iconv 转换文件名
	换行符转换
	TAB 转换
	带有自动转换功能的编辑器
	提取纯文本
	高亮并格式化纯文本数据

	XML 数据
	XML 的基本提示
	XML 处理
	XML 数据提取
	XML 数据检查

	排版
	roff 排版
	TeX/LaTeX
	漂亮的打印手册页
	创建手册页

	可打印的数据
	Ghostscript
	合并两个 PS 或 PDF 文件
	处理可印刷数据的工具
	用 CUPS 打印

	邮件数据转换
	邮件数据基础

	图形数据工具
	图形数据工具（元软件包）
	图形数据工具（GUI 图形用户界面）
	图形数据工具 (CLI 命令行)

	不同种类的数据转换工具

	编程
	Shell 脚本
	POSIX shell 兼容性
	Shell 参数
	Shell 条件语句
	shell 循环
	Shell 环境变量
	shell 命令行的处理顺序
	用于 shell 脚本的应用程序

	解释性语言中的脚本
	调试解释性语言代码
	使用 shell 脚本的 GUI 程序
	定制 GUI（图形用户界面）文件管理器的行为
	Perl 短脚本的疯狂

	编译型语言代码
	C
	简单的 C 程序（gcc）
	Flex — 一个更好的 Lex
	Bison — 一个更好的 Yacc

	静态代码分析工具
	调试
	基本的 gdb 使用命令
	调试 Debian 软件包
	获得栈帧
	高级 gdb 命令
	检查库依赖性
	动态调用跟踪工具
	调试与 X 相关的错误
	内存泄漏检测工具
	反汇编二进制程序

	编译工具
	make
	Autotools（自动化工具）
	编译并安装程序
	卸载程序

	Meson

	Web
	源代码转换
	制作 Debian 包

	附录
	Debian 迷宫
	版权历史
	简体中文翻译
	文档格式


